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Foreword

In today’s digital economy, personal data has become one of the most valuable
assets for every organization. Businesses collect, process, store, analyze, and
share personal information to deliver products and services, improve customer
experiences, and drive innovation. While this creates tremendous opportunities,
it also brings significant responsibilities to protect the privacy and security of
individuals whose data is being processed.

India’s Digital Personal Data Protection Act, 2023 (DPDPA) establishes a
comprehensive legal framework governing the processing of digital personal
data. The Act seeks to balance two equally important objectives: protecting the
rights of individuals while enabling organizations to process personal data for
lawful and legitimate purposes.

Compliance with DPDPA is no longer solely a legal obligation. It is a business
imperative that strengthens customer trust, enhances corporate governance,
reduces regulatory risk, and supports sustainable digital transformation.
Organizations that embed privacy into their business processes will be better

positioned to compete in an increasingly data-driven world.

Many organizations, however, find privacy legislation difficult to interpret and
even more challenging to implement. Legal language, technical requirements,
governance expectations, and operational processes often appear disconnected,
making compliance seem overwhelming—particularly for startups and growing

enterprises.
This handbook has been developed to bridge that gap.

Rather than presenting the Act as a legal commentary, this handbook translates
its principles into practical guidance that organizations can implement. It
explains the key concepts of the DPDPA in straightforward language and
provides actionable recommendations, governance models, implementation
roadmaps, checklists, and practical examples that can be adapted to

organizations of different sizes and industries.



Whether you are a Board Member responsible for governance, a Chief Executive
Officer driving business strategy, a Chief Information Security Officer
implementing security controls, a Chief Technology Officer designing digital
platforms, a Data Protection Officer overseeing compliance, or an operational
manager handling personal data in day-to-day activities, this handbook is
intended to serve as a practical reference throughout your compliance journey.

The objective is not merely to help organizations comply with the law, but to
foster a culture in which privacy, accountability, transparency, and responsible

data management become integral components of business excellence.

We hope this handbook serves as a valuable companion in helping organizations
understand their obligations, strengthen their governance practices, and build

lasting trust with customers, employees, partners, and regulators.



Preface

The Digital Personal Data Protection Act, 2023 represents a significant
milestone in India’s digital governance landscape. As organizations increasingly
rely on digital platforms, cloud technologies, artificial intelligence, analytics, and
interconnected ecosystems, the responsible handling of personal data has
become fundamental to maintaining stakeholder trust and ensuring regulatory

compliance.

While many organizations recognize the importance of data privacy, translating
legal requirements into operational practices remains a common challenge.

Questions frequently arise such as:

* Does DPDPA apply to our organization?

* What personal data do we process?

* How should consent be obtained and managed?

* What security safeguards are expected?

* How should organizations respond to a personal data breach?

* What documentation should be maintained?

* How can compliance be demonstrated during audits or regulatory inquiries?

This handbook has been written to answer these questions in a structured and

practical manner.

The content is designed to guide readers through every stage of the DPDPA
compliance  journey—from understanding the law and identifying
organizational responsibilities to implementing governance frameworks,
technical controls, operational processes, and continuous improvement

practices.

The handbook also emphasizes that privacy compliance is not the responsibility
of a single department. Successful implementation requires collaboration among
leadership, legal, information security, technology, human resources,

procurement, marketing, operations, and business teams.



Throughout this handbook, readers will find practical examples,
implementation checklists, governance models, templates, and best practices

that can be adapted to organizations of varying sizes and sectors.

As India’s privacy ecosystem continues to evolve through additional rules,
notifications, regulatory guidance, and decisions of the Data Protection Board
of India, organizations should periodically review and update their privacy

programs to remain aligned with current legal and operational expectations.

This handbook is intended to provide a strong foundation for that ongoing

journey.



About This Handbook

This handbook is designed as a practical implementation guide for organizations
seeking to understand and implement the Digital Personal Data Protection Act,
2023.

Unlike traditional legal publications, this handbook focuses on helping readers
translate statutory requirements into governance frameworks, business

processes, and operational controls.

The content combines legal understanding, governance principles, information
security practices, risk management concepts, and practical implementation
guidance into a single reference that can be used by business leaders, compliance

professionals, technology teams, and operational managers.
The handbook is organized into four parts:

Part I - Understanding DPDPA
Introduces the Act, explains key concepts, and outlines the rights and
obligations established under the legislation.

Part II — Building the Privacy Foundation
Focuses on governance, data discovery, consent management, security

safeguards, and breach management.

Part III - Implementing DPDPA
Provides practical guidance for documentation, vendor management,

implementation planning, and industry use cases.

Part IV — Operational Excellence
Covers readiness assessments, alignment with international standards, and

continuous improvement strategies to sustain compliance.

Each chapter follows a consistent structure, including learning objectives, key
legal requirements, business perspectives, implementation guidance, practical
examples, checklists, and key takeaways.



By the end of this handbook, readers should have a clear understanding of how
to establish, implement, and maintain a practical DPDPA compliance program

that supports both regulatory obligations and business objectives.
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How This Handbook Is Organised

Every chapter follows the same eight-part framework, so the handbook reads
consistently whether it is used cover-to-cover or as a reference. All artwork is

designed in grayscale for black-and-white printing.

Learning Objectives
What the reader will be able to do after completing the chapter — stated up

front, before the content.

@ Key Legal Requirements
The chapter’s DPDPA obligations, summarised in plain language with section

references.

9 Business Perspective
Why the topic matters operationally — cost, risk, and business impact framing

for non-legal readers.

Implementation Guidance
Practical, sequenced steps for applying the requirement inside a real

organisation.

@ Case Study

A realistic Indian-sector scenario showing the chapter’s provisions in practice.

0 Matayo Practical Insight

A vendor-neutral lesson drawn from implementation projects — set apart in a

black inset box.

Checklist

Actionable, tickable tasks an organisation can act on immediately.



Q Key Takeaways

A concise recap of the chapter’s core points.

Assessment Questions

Every chapter closes with objective-type (multiple-choice) questions, each with
four options and an answer key at the end — suitable for self-assessment or
training use.
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Chapter 01

Introduction to the Digital Personal
Data Protection Act, 2023

Why India needed a data protection law, what it sets out to do, and how to tell whether
it applies to your organisation.

LEARNING OBJECTIVES
* Understand the importance of privacy in the digital age.

e Explain why India introduced the Digital Personal Data
Protection Act, 2023 (DPDPA).

* Identify the objectives and scope of the Act.
e Determine whether the Act applies to your organization.
* Understand the key stakeholders involved in data protection.

* Recognize the business value of privacy compliance.

1.1 Introduction

Data has become the foundation of the modern digital economy. Every
interaction—whether opening a bank account, shopping online, using a mobile
application, accessing healthcare, or applying for employment—involves the

collection and processing of personal data.

Organizations increasingly rely on this data to improve customer experiences,
make informed business decisions, develop innovative products, and deliver
digital services. At the same time, individuals expect their personal information

to be handled responsibly, securely, and transparently.

As the volume of personal data grows, so do concerns around privacy breaches,

unauthorized data sharing, identity theft, cyberattacks, and misuse of personal
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information. These challenges have led governments worldwide to establish legal
frameworks that protect individuals while enabling organizations to use data

responsibly.

India’s response to these challenges is the Digital Personal Data Protection Act,
2023 (DPDPA), which establishes a legal framework for processing digital
personal data while balancing the rights of individuals with the legitimate needs

of organizations.

KEY INSIGHT

Privacy is no longer just a legal obligation—it is a business
g differentiator. Organizations that demonstrate responsible data

handling earn greater trust from customers, partners, employees,

and regulators.

1.2 The Evolution of Privacy in India

India’s privacy landscape has evolved significantly over the past decade.

2017 - Right to Privacy
The Supreme Court of India, in the landmark Justice IC.S. Puttaswamy (Retd.)

vs. Union of India judgment, recognized privacy as a fundamental right under
Article 21 of the Constitution. This judgment laid the constitutional foundation
for comprehensive data protection legislation.

2018-2022
Several draft data protection bills were introduced, reviewed, revised, and

debated by policymakers, industry experts, and civil society.

2023

The Digital Personal Data Protection Bill was passed by both Houses of
Parliament and received Presidential assent, becoming the Digital Personal Data
Protection Act, 2023. The Act marks a significant milestone in India’s digital
governance journey by creating a legal framework for protecting digital personal

data while supporting innovation and economic growth.
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EVOLUTION OF PRIVACY IN INDIA

Y Right to Privacy
recognized as a
Fundamental Right

g

2018-2022

) Draft Data
Protection Bills
® Digital Personal ]

Data Protection
Act enacted =

FUTURE
Py Continuous evolution =
through Rules, notifications, | =
and guidance issued by @
the Government.

Figure 1.1 — Evolution of Privacy in India

DID YOU KNOW?

Privacy is a Fundamental Right

In 2017, the Supreme Court of India, in the landmark Justice K.S.
Puttaswamy (Retd.) vs. Union of India judgment, unanimously
held that the Right to Privacy is a Fundamental Right under Article
21 of the Constitution of India.

This judgment laid the constitutional foundation for India’s data
protection legislation, ultimately leading to the enactment of the
Digital Personal Data Protection Act, 2023.
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1.3 Why Was DPDPA Introduced?
The rapid growth of digital services has fundamentally changed how

organizations collect, store, and use personal information. Today, organizations

routinely process personal data through:

* Mobile applications

* Websites

* Cloud services

* Social media platforms

* Digital payment systems

e E-commerce platforms

* Healthcare applications

* Educational portals

e Artificial Intelligence solutions

* Internet of Things (IoT) devices
Without appropriate safeguards, individuals may lose control over how their
personal information is collected, processed, shared, and retained. The DPDPA
seeks to address these concerns by establishing clear responsibilities for
organizations and enforceable rights for individuals.

1.4 Objectives of the DPDPA

The Act has several important objectives:

Protect Individual Privacy
Ensure that individuals retain meaningful control over their personal data.

Enable Lawful Processing
Allow organizations to process personal data for lawful purposes while

maintaining accountability.

Promote Transparency
Require organizations to clearly explain why personal data is collected and how

it will be used.

Strengthen Digital Trust
Increase confidence in India’s digital economy by encouraging responsible data

governance.
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Encourage Responsible Innovation
Support technological innovation while ensuring privacy remains a core

consideration.

DPDPA

Privacy

8 Protecting the personal
@ data and rights of

individuals.

Transparency

Being open and clear
about how personal
data is collected,
used and shared.

!

Accountability

Ensuring responsibility
and answerability in
handling personal
data.

Innovation @
Enabling innovation

and growth in the

digital economy

with responsible

data practices.

Figure 1.4 — Objectives of DPDPA

1.5 Scope of the Act

|

Trust Building

Building confidence
among individuals,
businesses and
society through
strong data
protection.

©

l

Responsible
Processing
Processing personal
data lawfully, fairly
and for legitimate
purposes.

The DPDPA applies to the processing of digital personal data, including:

Data collected in digital form.

* Processing carried out within India.

* Processing outside India where goods or services are offered to individuals

in India.

The Act does not regulate every type of information. It specifically addresses

Data collected in physical form and subsequently digitized.

digital personal data processed in the manner prescribed by the legislation.
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DID YOU KNOW?
Digital Data Includes Paper Records That Are Digitized
The DPDPA applies not only to personal data collected directly in

digital form but also to personal data that was originally collected
0 on paper and later converted into digital format.

For example, paper application forms scanned into a document
management system become digital personal data for the purposes
of the Act.

1.6 Does the DPDPA Apply to My Organization?

Many organizations assume that privacy laws apply only to large technology
companies. In reality, the Act may apply to organizations of any size if they
process digital personal data.

THE ACT IS LIKELY TO APPLY IF YOUR
ORGANIZATION

¢ Collects customer information
¢ Maintains employee records digitally
* Operates a website or mobile application
* Uses cloud-based business systems
¢ Conducts digital marketing
* Processes payment information
* Maintains CRM databases
* Uses HR or payroll software
* Provides SaaS or digital services

* Processes personal data on behalf of another organization

Navigating India’s Data Protection Law « 8



[ DPDPA APPLICABILITY CHECK]

Do you process
digital personal data?

DPDPA is
generally not Yes
applicable.
Is the data related
to individuals?
Not personal data
under DPDPA. Yes
J
-
Is processing connected
m with India?
(e.g., processing in India OR
offering goods or services to
individuals in India)

DPDPA may not
@ apply. Assess other
applicable laws and

jurisdictions.

Yes

DPDPA is
@ likely applicable.
Conduct a detailed

compliance assessment.

Figure 1.6 — Applicability Decision Tree

DID YOU KNOW?

DPDPA Applies Beyond India’s Borders

The DPDPA can apply even to organizations located outside India
if they process the digital personal data of individuals in India in
connection with offering goods or services.

Example: A SaaS company headquartered in the United States
that provides services to customers in India may need to comply
with applicable provisions of the DPDPA.
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DID YOU KNOW?
Every Organization Processes Personal Data

Even organizations that do not sell products online often process
personal data, including employee records, payroll information,

0 vendor contacts, customer databases, digitized visitor registers,
email communications, CCTV footage stored digitally, and CRM
systems.

Privacy compliance is therefore relevant across industries and
organization sizes.

1.7 Who Should Read This Handbook?
The DPDPA is not solely a legal or IT issue. Effective compliance requires

collaboration across multiple business functions. This handbook is designed for:

* Board Members

* Chief Executive Officers (CEOs)

* Chief Information Officers (CIOs)
* Chief Technology Officers (CTOs)
* Chief Information Security Officers (CISOs)
* Data Protection Officers (DPOs)

* Privacy Professionals

* Legal and Compliance Teams

* Internal Auditors

* Human Resources

* Procurement Teams

* Marketing Professionals

* Product Managers

* Information Security Teams

 Startups and Entrepreneurs
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DID YOU KNOW?

Privacy Is More Than an IT Responsibility

Privacy compliance requires collaboration across multiple

functions, including the Board of Directors, Legal, Human
0 Resources, Information Technology, Information Security,

Marketing, Procurement, Customer Support, and Operations.

Successful privacy programs are organization-wide initiatives
rather than IT-only projects.

1.8 Why DPDPA Compliance Matters

Organizations often view compliance as a regulatory requirement. However, a

mature privacy program delivers broader business benefits.

Benefits of DPDPA Compliance
* Builds customer confidence.
* Enhances brand reputation.
 Strengthens governance.
* Improves data quality.
* Reduces privacy-related risks.
* Supports cybersecurity initiatives.
* Enables responsible digital transformation.
 Aligns with global privacy expectations.
* Facilitates business partnerships.

* Improves operational efficiency.

DID YOU KNOW?
Privacy Builds Customer Trust

0 Research consistently shows that customers are more likely to
engage with organizations that are transparent about how personal
data is collected, used, and protected.
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Strong privacy practices can enhance customer confidence,
strengthen brand reputation, and support long-term business
growth.

DID YOU KNOW?

Data Is One of an Organization’s Most Valuable Assets
Organizations use personal data to deliver products and services,
personalize customer experiences, detect fraud, improve
operations, support business analytics, and develop artificial
intelligence solutions.

Responsible handling of this data is essential to maintaining trust
and meeting regulatory expectations.

DID YOU KNOW?

Privacy Is a Business Advantage

Organizations with mature privacy programs often experience
greater customer confidence, stronger business partnerships,
reduced regulatory risk, improved governance, and better
operational efficiency.

Privacy is increasingly viewed as a competitive differentiator rather
than merely a compliance obligation.

DID YOU KNOW?

Privacy and Cybersecurity Work Together

Although closely related, privacy and cybersecurity are not the
same. Privacy focuses on the lawful and responsible use of personal
data, while cybersecurity focuses on protecting information and
systems from unauthorized access, misuse, or attack.

Navigating India’s Data Protection Law ¢ 12




Organizations need both to establish a comprehensive data

protection program.

DID YOU KNOW?
DPDPA Is Part of a Global Privacy Movement

Countries around the world have introduced privacy laws to
protect personal data, sharing common objectives of protecting
individuals and promoting responsible data processing.

Examples include the EU’s GDPR, Singapore’s PDPA, Brazil’s
LGPD, the UK GDPR and Data Protection Act, and India’s
DPDPA, 2023.

MATAYO PRACTICAL INSIGHT

Organizations that integrate privacy into their governance,

technology, and business processes from the outset are better

positioned to reduce compliance costs, improve customer trust,
and respond effectively to future regulatory developments.
Treating privacy as an ongoing business capability rather than a
one-time project leads to more sustainable outcomes.

CASE STUDY

A Growing Business Learns the Importance of Privacy

Background

ABC Technologies, a rapidly growing software company with 80
employees, developed a cloud-based customer relationship
management (CRM) platform for businesses across India. As the
company expanded, it began collecting large volumes of customer
information, including names, email addresses, phone numbers,
billing details, and employee contact information. The
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management team viewed personal data primarily as a business
asset and focused on improving customer experience and sales.
However, they had not established formal privacy policies,
documented data handling practices, or assigned responsibility for
privacy governance.

The Turning Point

During negotiations with a large enterprise customer, the customer
requested evidence of the company’s privacy program, including a
privacy policy, data retention practices, security safeguards,
incident response process, and DPDPA readiness. Although the
company had implemented strong cybersecurity controls, it could
not demonstrate a structured privacy governance program. As a
result, the customer asked the company to strengthen its privacy
practices before proceeding with the contract.

Key Learning

The management team realized that privacy compliance is not
only about meeting legal obligations—it is also essential for
building customer trust, strengthening governance, and enabling
business growth.

Discussion Questions

1. Why did the customer ask about privacy practices?

2. Was cybersecurity alone sufficient?

3. What could the company have done earlier to prepare?

4. How can privacy become a business enabler rather than just a
compliance exercise?

Key Takeaway: Organizations that treat privacy as a strategic business
capability are better prepared to meet regulatory expectations, satisfy
customer due diligence requirements, and build long-term trust.

Chapter Summary

In this chapter, you learned:

* Why data privacy has become essential in today’s digital economy.

e The evolution of privacy legislation in India.
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The purpose and objectives of the Digital Personal Data Protection Act,
2023.

The scope and applicability of the Act.
Who should understand and implement DPDPA.

The strategic importance of privacy for organizations.

KEY TAKEAWAYS

* The DPDPA establishes a legal framework for the processing
of digital personal data in India.

e Privacy is both a legal obligation and a strategic business
advantage.

o e The Act applies to organizations of all sizes that process

digital personal data within its scope.

e Compliance requires coordinated efforts across leadership,
legal, technology, security, HR, and business functions.

e A successful privacy program should be embedded into
organizational governance, operations, and culture.
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Assessment Questions (Objective Type)

Ql.

Q2.

Q3.

Q4.

Q5.

Qeé.

Which judgment recognized the Right to Privacy as a Fundamental Right
under Article 217

A) Maneka Gandhi v. Union of India

B) Justice K.S. Puttaswamy (Retd.) vs. Union of India
C) Shreya Singhal v. Union of India

D) Kesavananda Bharati v. State of Kerala

In which year did the DPDPA receive Presidential assent?
A) 2018
B) 2021
C) 2022
D) 2023

The DPDPA applies to an overseas organization when its processing is:
A) Stored on an Indian server
B) Connected to offering goods or services to individuals in India
C) Owned by an Indian parent company
D) Backed up in an Indian data centre

Which of the following is an objective of the DPDPA?
A) Restrict all cross-border data flows
B) Protect individual privacy while enabling lawful processing
C) Eliminate digital marketing
D) Replace India’s I'T Act entirely

Paper records that are later scanned into a digital system are:
A) Outside the scope of DPDPA
B) Covered by DPDPA as digital personal data
C) Regulated only under the IT Act
D) Exempt if scanned before 2023

Privacy compliance under DPDPA is best described as:
A) An IT-only responsibility
B) A legal-team-only responsibility
C) A cross-functional, organization-wide responsibility
D) Relevant only to large technology companies

Answer Key: 1.B 2.D 3.B 4B 5 B 6.C
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Chapter 02

Key Definitions under the DPDP Act,
2023

Understanding the Language of Data Protection.

Every law begins with definitions because understanding the terminology is the
foundation of compliance. The Digital Personal Data Protection (DPDP) Act,
2023 introduces several important concepts that every organization, employee,
consultant, and technology provider must understand before implementing a

privacy program.

This chapter explains each key term in simple language along with practical

business examples.

2.1 Personal Data

What is Personal Data?
Under the DPDP Act, Personal Data means any data about an individual who

is identifiable by or in relation to such data.

Simply put: if information can directly or indirectly identify a person, it is

Personal Data.
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2.1 Personal Data
‘— 1 Personal Data means any data about an individual

who is identifiable by or in relation to such data.
Examples include:
+« Name, Date of Birth

L _J « Mobile Number, Email Address
« Aadhaar Number, PAN, Passport Number

IP Address (when linked to an individual)

Location Data, Biometric Data

Health Records, Voice Recordings, CCTV Footage

Bank Account Details, Employee ID etc.

website using name, email, mobile number and delivery

ﬁ Business Example: A customer registers on an e-commerce
1 E address. All these details are Personal Data.

Figure 2.1 — What Constitutes Personal Data

2.2 Digital Personal Data
The DPDP Act specifically applies to Digital Personal Data. This includes:

* Data collected digitally

 Data originally collected on paper but later digitized

e Data stored in databases

* Cloud storage

* Mobile

applications

* ERP systems
e CRM platforms

« HRMS

e Emails

e CCTYV recordings stored digitally

EXAMPLE

An HR department collects paper joining forms and later scans
them into its HRMS. Once digitized, the records become Digital
Personal Data and fall within the scope of the DPDP Act.

o

DID YOU KNOW?
Digital Copies Matter
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Even if personal information is collected on paper, it becomes
Digital Personal Data once scanned or entered into a computer
system.

2.3 Processing

Processing refers to any operation performed on personal data, whether

automated or manual, in a digital environment.

2.3 Processing

Processing means any operation performed on personal data,
whether automated or manual in a digital environment.

L BB B & <il

Collection  Recording Organization  Storage Use  Sharing Erasure

7

~

information, stores addresses, shares delivery address with delivery
partner, sends notifications, and deletes inactive accounts after

E Business Example: A food delivery application collects customer
retention expiry. Each activity is considered Processing.

Figure 2.3 — What Counts as Processing

EXAMPLE

A food delivery application collects customer information, stores
addresses, sends order confirmations, shares the delivery address

@ with the delivery partner, and deletes inactive accounts after
retention expiry. Every one of these activities is considered
Processing.

2.4 Data Principal

A Data Principal is the individual to whom the Personal Data relates — simply,
the owner of the personal data. Examples include a customer, employee,

student, patient, vendor contact, website visitor, or mobile app user.
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EXAMPLE

Rahul creates an account on an online shopping platform. Rahul
becomes the Data Principal.

Rights of Data Principal

@ | B |W| L& |5

Right to Right to Right to Right to Right to
Access Correction Erasure Grievance Nominate
Redressal

Organizations must establish mechanisms to enable these rights.,

Figure 2.4 — Rights of a Data Principal

o

DID YOU KNOW?
Every Employee Can Be a Data Principal

Employees are Data Principals just like customers. Their HR
records, payroll details, attendance, medical information, and
performance records are protected under the DPDP Act.

2.5 Data Fiduciary

A Data Fiduciary is any person or organization that determines why personal

data is processed (purpose) and how it is processed (means). The Data Fiduciary

is primarily responsible for compliance under the DPDP Act.

Examples include banks, hospitals, insurance companies, SaaS companies,

educational institutions, government departments, and e-commerce companies.

BUSINESS EXAMPLE

An online marketplace decides which customer information to
collect, why it is collected, how long it is retained, and which third
parties receive it. The marketplace acts as the Data Fiduciary.
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3 p
Responsibilities of Data Fiduciary
D . 2 7’
9 G | 0| D
Obtain valid Provide Protect Manage data Address
consent notice personal data breaches grievances
Ensure processor Delete unnecessary Maintain records
compliance data and accountability
. o

Figure 2.5 — Responsibilities of a Data Fiduciary
Responsibilities of a Data Fiduciary include:

* Obtain valid consent where required
* Provide notice

* Protect personal data

* Implement security safeguards

e Manage data breaches

* Address grievances

* Ensure processor compliance

* Delete unnecessary data

2.6 Data Processor

A Data Processor processes personal data on behalf of the Data Fiduciary.
Processors do not independently decide the purpose or means of processing —
they process data according to contractual instructions. Examples include cloud
service providers, payroll vendors, email marketing platforms, CRM vendors,

HRMS providers, BPO companies, and I'T managed service providers.

EXAMPLE

A company stores customer data in Microsoft Azure. The company
e remains the Data Fiduciary, while the cloud provider acts as the

Data Processor for the hosted services.
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DID YOU KNOW?
Cloud Storage Does Not Transfer Responsibility

0 Moving personal data to a cloud provider does not shift legal
accountability. The Data Fiduciary remains responsible for
compliance, although processing itself may be outsourced.

2.7 Consent
Consent is one of the most important concepts under the DPDP Act. Consent
must be free, specific, informed, unconditional, unambiguous, and given

through a clear affirmative action. Silence or inactivity does not constitute

consent.
VALID VS. INVALID CONSENT
Valid: the user actively selects a checkbox reading "I agree to
receive marketing communications."

Invalid: a checkbox that is already pre-selected before the user acts.

Consent Lifecycle: notice provided — user understands purpose — user
provides consent — organization records consent — processing begins — user

reviews or withdraws consent — processing stops (unless another lawful basis

applies).
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CONSENT LIFE CYCLE

Journey of Consent under the DPDP Act

NOTICE USER CONSENT CONSENT PROCESSING USER REVIEWS / CONSENT
PROVIDED UNDERSTANDS PROVIDED RECORDED BEGINS MANAGES CONSENT WITHDRAWN
. '
+ Clear and + The Data Principal + The Data Principal * The organization + Personal data is + The Data Principal : : * The Data Principal
accessible notice reads and gives consent records consent processed strictly can review, modify | 1 can withdraw
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Note: Organizations must maintain audit trails of consent and honour the rights of Data Principals at every stage.

KEY
PRINCIPLES

Figure 2.7 — Consent Life Cycle

DID YOU KNOW?
o Consent Can Be Withdrawn

A Data Principal has the right to withdraw consent as easily as it
was given, subject to applicable legal requirements.

2.8 Consent Manager
A Consent Manager is an entity registered under the DPDP Act that enables

Data Principals to give, manage, review, and withdraw consent. The Consent

Manager acts as an independent intermediary.

For Individuals:
 Centralized control
* Transparency
* Better privacy management
For Organizations:
e Standardized consent management
e Audit trail

* Reduced compliance risk
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e FEasier consent verification

2.9 Significant Data Fiduciary (SDF)

Certain organizations may be designated as Significant Data Fiduciaries based
on factors such as the volume of personal data processed, sensitivity of
processing, risk to the rights of Data Principals, impact on sovereignty, electoral
democracy, security of the State, or public order, and other factors prescribed
by the Government. Such organizations are subject to additional compliance

obligations.

ADDITIONAL RESPONSIBILITIES OF SDES
* Appoint a Data Protection Officer (DPO)

* Appoint an Independent Data Auditor

@ e Conduct periodic Data Protection Impact Assessments
(DPIAs), where applicable

* Implement enhanced governance and compliance measures

* Maintain stronger accountability mechanisms

2.10 Children and Persons with Disabilities
The DPDP Act provides additional protections for children. A Child is an

individual who has not completed 18 years of age. Organizations processing
children’s data must comply with additional requirements, including obtaining

verifiable parental consent where required under the Act and Rules.

Where applicable, consent may need to be provided through a lawful guardian
acting on behalf of a person with a disability in accordance with applicable law.
Organizations should ensure that appropriate authorization and safeguards are

in place.
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Key Definitions with Business Examples

Definition

Meaning

‘ Business Example

Personal Data

Digital Personal Data

Processing

Data Principal

Data Fiduciary

Data Processor

Consent

Consent Manager

Significant Data
Fiduciary

Children & Persons
with Disabilities

Information identifying
an individual

Personal data stored
digitally

Any operation
performed on personal
data

Individual whose data
is processed

Entity deciding
purpose and means of
processing

Entity processing data
for a fiduciary

User’s informed and
voluntary permission

A registered entity that
enables a Data
Principal to give,
manage, review, and
withdraw consent
through an accessible,
transparent, and
interoperable platform

Organization notified
by Government with
additional obligations

Individuals receiving
additional statutory
protection

Customer name and
mobile number

Employee records in
HRMS

Collecting, storing,
sharing customer
information

Customer placing an
online order

E-commerce company
collecting customer
details

Cloud hosting provider
storing customer data

Customer opts in for
promotional emails

Portal used to grant
and withdraw consent
across services

Large digital platform
processing data at
significant scale

EdTech platform
obtaining parental
consent before creating
a child’s account
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DID YOU KNOW?

Privacy Is Everyone’s Responsibility

Compliance is not limited to the legal or IT team. HR, Sales,
Marketing, Customer Support, Finance, Procurement, and
Technology teams all process personal data and contribute to
organizational compliance.

CASE STUDY

Understanding the Roles in an E-Commerce Company

Background

ABC Retail Pvt. Ltd. operates an online shopping platform. When
a customer places an order, the company collects the customer’s
name, phone number, email address, and delivery address; stores
the information in its cloud-hosted CRM; shares the delivery
address with a logistics partner for order fulfillment; uses a
payment gateway to process transactions; and sends promotional
emails to customers who have opted in.

Entity Role under the DPDP Act

Customer Data Principal
ABC Retail Pvt. Ltd. Data Fiduciary
Cloud Hosting Provider Data Processor
CRM Vendor Data Processor

Logistics Partner (processing

on behalf of ABC Retail) Data Processor

Customer's Marketing Opt-in ~ Consent

Consent Management

Platform (if used) Consent Manager
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Learning Points

The customer is the Data Principal because the personal data
relates to them.

ABC Retail decides why and how the data is processed,
making it the Data Fiduciary.

Technology vendors process data under contractual
instructions and act as Data Processors.

Marketing emails should be sent only where valid consent has
been obtained, unless another lawful basis under the Act
applies.

ABC Retail remains accountable for protecting customer data
even when third parties are involved.
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Chapter Assessment — Objective Questions

QlI.

Q2.

Q3.

Q4.

Q5.

Who is the Data Principal under the DPDP Act?
A) Cloud Service Provider
B) Employee
C) Organization collecting data
D) Auditor

Which of the following is an example of Digital Personal Data?
A) Paper file stored in a cabinet only
B) Printed visiting card
C) Customer details stored in a CRM application
D) Newspaper advertisement

Which entity decides the purpose and means of processing personal data?
A) Data Processor
B) Data Fiduciary
C) Vendor
D) Auditor

Which statement about consent is correct?
A) Pre-ticked checkboxes are always valid.
B) Silence is considered consent.

C) Consent should be free, informed, specific, unconditional, and given
through a clear affirmative action.

D) Consent can never be withdrawn.

Which of the following is typically a Data Processor?
A) An organization deciding why customer data is collected
B) A regulator

C) A cloud hosting provider processing data under the customer's
instructions

D) A customer purchasing a product

Answer Key: 1.B 2.C 3.B 4.C 5.C
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Chapter 03

Principles of Data Protection

The six principles the DPDPA is built on — and how each one plays out in everyday

business decisions.

LEARNING OBJECTIVES

* The six fundamental principles of data protection.

* How these principles apply under the Digital Personal Data
Protection Act, 2023 (DPDPA).

* Practical implementation within an organization.

* The relationship between the data lifecycle and privacy
obligations.

* Real-world examples and implementation guidance.

Introduction

The Digital Personal Data Protection Act, 2023 is built upon a simple
philosophy: organizations should collect only the personal data they genuinely
need, use it responsibly, protect it throughout its lifecycle, and delete it when

no longer required.

These principles help organizations establish trust with customers while
reducing regulatory and cybersecurity risks. Every employee, manager,
developer, HR professional, marketing executive, and business leader should
understand these principles because they apply to every department that

handles personal data.
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3.1 Purpose Limitation

What is Purpose Limitation?

Organizations should collect personal data only for a lawful, specific, and clearly
communicated purpose. Personal data should never be used for unrelated
activities unless another valid legal basis exists under the Act.

[ DATA PROTECTION

‘ QQQ

Purpose Data TR Storage Security
Limitation Mlmmlzanon ¥ Limitation Safeguards

Accountablhty

Figure 3.1 — Foundation of Data Protection Principles

EXAMPLE

A hospital collects patient information for medical treatment. It
cannot later use the patient’s mobile number for marketing health
@ insurance products without appropriate consent.

Similarly, a company collects employee Aadhaar details for payroll
processing. It should not later use those details for marketing or
third-party promotions.

Purpose limitation helps protect individual privacy, reduce unnecessa
y

processing, improve transparency, minimize regulatory risk, and increase

customer trust.

BEST PRACTICES
* Clearly define why data is collected.

* Inform the Data Principal.

* Restrict usage to approved business purposes.
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* Periodically review business processes.

3.2 Data Minimization

What is Data Minimization?

Collect only the minimum amount of personal data required to achieve the
stated objective. Just because information can be collected does not mean it
should be collected.

Poor Practice — Website Registration Form
* Full Name
* Aadhaar Number
« PAN
* Passport
* Family Details
* Blood Group

Even though only an email address is needed.

a R

%} Collect Data

\. 7

@/ Specific Purpose

s a

) Process Only for
that Purpose

\. J

v

~ ™

i Delete or Archive
when Purpose Ends

. .

Figure 3.2 — Purpose Limitation

Navigating India’s Data Protection Law ¢ 31



Good Practice — Website Registration

e Name

* Email Address
Only information necessary to create the account is collected. Benefits include
reduced cyber risk, lower storage costs, easier compliance, faster response to data

requests, and less exposure during breaches.

3.3 Accuracy

Organizations should ensure that personal data remains accurate, complete,
updated, and relevant. Incorrect information can negatively affect individuals

and business decisions.

EXAMPLE

If a bank stores an outdated mobile number, OTP delivery fails,
@ the customer cannot access services, and fraud alerts may not reach

the customer.

To maintain accuracy, organizations should allow users to update information,
periodically validate records, remove duplicate records, and verify changes

before processing.

BEST PRACTICE

Implement periodic customer verification every 12-24 months
depending on business needs.
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Need — Collect

Name

o
° [
NEEDED @ Email

FOR
PURPOSE

Phone

iid Passport
;¥ -
° ﬂﬁ Religion
NOT
NEEDED
FOR E- Income
PURPOSE

OISO OHORS

S e
*ﬂ Family Data

Figure 3.3 — Data Minimization

3.4 Storage Limitation

Personal data should not be retained indefinitely. Once the purpose has been
fulfilled, organizations should delete, archive (where legally required), or
anonymize the data.

Figure 3.4 — Data Accuracy

EXAMPLE

@ Recruitment data: if a candidate is not selected, resume data
should not remain forever unless retention is legally justified.

Long-term storage increases breach impact, legal exposure, infrastructure cost,

and privacy risk. Good practice is to maintain a documented Data Retention
Schedule.
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Data Type

Employee Records
Customer KYC
Marketing Leads
Website Logs

Retention

7 Years

As per applicable law
12 Months

90 Days

3.5 Security Safeguards

Organizations are responsible for protecting personal data against unauthorized

access, theft, modification, loss, disclosure, and cyber-attacks. Security is both a

technical and organizational responsibility.

Purpose Delete /

Figure 3.5 — Storage Limitation Timeline

Technical Controls

Encryption

Multi-Factor Authentication
Firewalls

Endpoint Security

Secure Backups

Data Loss Prevention

Logging and Monitoring

Administrative Controls

Information Security Policies
Employee Training

Vendor Risk Assessment
Incident Response Plan

Access Management
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Physical Controls
« CCTV

* Visitor Management
e Secure Server Rooms

* Asset Management

3.6 Accountability
Accountability means an organization must be able to demonstrate compliance,

not merely claim it. Every organization should be capable of answering:
What personal data do we collect?

Why do we collect it?

Where is it stored?

Who has access?

When will it be deleted?

How is it protected?

Physical Security )
Protects facilities, infrastructure

and physical assets.

A 4

Administrative
5 Controls

Policies, procedures, awareness
and governance.

000

A 4

4 3\

@ Technical Controls
Technology measures that protect @
= 3

data and systems.

. J

&5

Personal Data

Confidentiality, Integrity
and Availability

Figure 3.6 — Security Layers
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ACCOUNTABILITY INCLUDES
* Privacy Policies
* Data Processing Records
* Consent Records
@ * Risk Assessments
* Vendor Agreements
* Audit Reports
* Incident Logs

* Employee Training Records

»%»

l Policy ] [Implementation] [ Monitoring ’ [ Audit ] ‘ Continuous
Improvement

Define data protection Implement policies, Continuously monitor Conduct regular audits
policies, principles processes, controls processes and controls to assess compliance
and responsibilities. and train people. for effectiveness. and identify gaps.

Take corrective actions
and improve processes
continuously.

Figure 3.6.1 — Accountability Framework
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DATA LIFECYCLE

Data Collection

Collect personal data from
various sources.

4

Classification

Classify data based on sensitivity
and business purpose.

4

Storage

Store data securely in authorized
systems and locations.

+

Processing

Use data for legitimate and
defined purposes.

v

Sharing

Share data with authorized third
parties, if required.

2

Retention

Retain data only for as long as
necessary for the purpose.

T

Deletion / Anonymization

Delete or anonymize data securely
when it is no longer needed.

@@ &))@ Q)

Figure 3.7 — Complete Data Lifecycle

PRACTICAL CHECKLIST
Before collecting personal data, ask:
* Why are we collecting it?

e Is it really necessary?

* Have we informed the individual?
 Is it accurate?

* Is it protected?
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* Who can access it?
e When will it be deleted?

 If any answer is No, review the process before proceeding.

DID YOU KNOW?

Did You Know? #1

Over 80% of data breaches involve personal data that
organizations no longer needed but had retained beyond its useful
purpose. Adopting strong data retention and deletion practices

significantly reduces breach exposure.

DID YOU KNOW?
Did You Know? #2

Privacy regulations worldwide—including India’s DPDPA, the EU
GDPR, and many sector-specific standards—are built around
similar core principles such as purpose limitation, data
minimization, security, and accountability. Organizations that
embed these principles into daily operations are better positioned
to comply with multiple regulatory frameworks.

CASE STUDY

Online Shopping Company

An e-commerce company collected Name, Email, Phone, Aadhaar,
PAN, and Passport for every customer. A cyber attack exposed all
customer information. The investigation found that Aadhaar and
PAN were never required, data had been retained for over five
years after inactive accounts, and no documented retention policy
existed.
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Violations

Purpose Limitation
Data Minimization
Storage Limitation

Security Safeguards
Accountability

Lessons Learned

Collect only essential information.

Define and document the purpose before collection.

Protect data using appropriate security controls.

Periodically delete obsolete data.

Maintain evidence of compliance through policies, logs, and audits.

KEY TAKEAWAYS

Personal data should only be collected for a legitimate and
specific purpose.

Organizations should collect only the minimum data
required.

Data must remain accurate and up to date.

Information should not be stored longer than necessary.

Strong technical, administrative, and physical safeguards are
essential.

Compliance requires documented accountability, not just
good intentions.
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Assessment Questions (Objective Type)

Q1. Which principle requires collecting only the information necessary for a
business purpose?

A) Accountability

B) Accuracy

C) Data Minimization
D) Storage Limitation

Q2. Which principle requires deleting personal data once it is no longer
needed?

A) Purpose Limitation
B) Storage Limitation
C) Accuracy

D) Accountability

Q3. Which of the following is an example of a security safeguard?
A) Encryption
B) Firewall
C) Multi-Factor Authentication
D) All of the above

Answer Key: 1.C 2.B 3.D
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Chapter 04

Rights of Data Principals

Empowering Individuals Under the Digital Personal Data Protection Act, 2023
(DPDPA).

LEARNING OBJECTIVES
* Understand the rights available to Data Principals under the

DPDPA.
e Learn how organizations should respond to rights requests.
e Understand the lifecycle of handling rights requests.
e Identify best practices for implementing Data Principal
Rights.

* Recognize the importance of transparency and accountability
in protecting individual privacy.

Introduction

One of the key objectives of the Digital Personal Data Protection Act, 2023
(DPDPA) is to empower individuals with greater control over their personal
data.

Under the Act, every individual whose personal data is processed is known as a
Data Principal. The Act grants Data Principals several important rights that
enable them to understand how their personal data is being used, request
corrections, seek erasure of unnecessary data, raise grievances, and nominate

another person to exercise these rights in certain situations.
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For organizations (Data Fiduciaries), respecting these rights is not only a legal

obligation but also an opportunity to build trust, enhance customer satisfaction,

and demonstrate responsible data governance.

4.1 Right to Access Information

What is the Right to Access?

A Data Principal has the right to know how an organization processes their

personal data. This right promotes transparency by allowing individuals to

understand:

What personal data has been collected.
Why it is being processed.

Categories of personal data processed.
With whom the data has been shared.

How to exercise their rights.

This enables individuals to verify that their personal data is being processed

fairly and lawfully.
RIGHTS OF DATA PRINCIPAL
8 '5(1 2:::::atlobata
—
- Correction &
_:/ Updating of
L Information )
s * 3
@ Erasure of
Personal Data
S E—
() | s
—
8@ Nomination
Figure 4.1 — Rights of a Data Principal
EXAMPLE
@ A customer asks an online retailer: "Please provide details of all
personal data you hold about me and explain how it is being used."
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The retailer should verify the customer’s identity and provide the
requested information within the prescribed timeframe.

ORGANIZATIONAL BEST PRACTICES
* Establish a dedicated rights request portal.

* Verify requester identity.
* Maintain records of requests and responses.

* Provide information in a simple and understandable format.

4.2 Right to Correction and Updating

Organizations must ensure that personal data remains accurate and up to date.
A Data Principal has the right to request correction of inaccurate or incomplete
personal data. This right helps prevent errors that could negatively impact

individuals.

_8@ Customer Request

Customer submits a request
to access personal data.

v

Identity Verification
8 Verify the identity of the
@ requester to ensure security.

e N

Retrieve Personal Data
Locate and retrieve the personal
Q data associated with the requester.

% J

+

s N

Review & Validate

 — Review the data for accuracy,
v —@ completeness and validate the
request.

Provide Response
Provide the requested data to
the customer securely.

Figure 4.2 — Access Request Process
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1. Correction Request

— Data Principal submits a request
— to correct or update their

personal data.

+

8 2. Verify Identity

Verify the identity of the
requester to ensure the
request is legitimate.

— 3. Validate Supporting Evidence

" Review and validate the supporting
_ Q documents or evidence provided by

the requester.

+

( 3
{é} 4. Update Systems
Update the personal data in all
Y relevant systems and records.

& * J

(- 3
5. Notify Data Principal
Notify the Data Principal that the
correction has been completed
successfully.

A J

Figure 4.3 — Data Correction Workflow

EXAMPLE

An employee changes their residential address after relocating. The

@ employee requests HR to update the new address in payroll and

employee records. The organization should validate the request
and update all relevant systems.

Examples of Correctable Information

Name spelling
Address
Mobile number
Email address
Date of birth

Employment details (where applicable)
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GOOD PRACTICE

Maintain a documented process for reviewing, approving, and
implementing correction requests.

4.3 Right to Erasure

The Right to Erasure allows a Data Principal to request deletion of personal data
that is no longer required for the purpose for which it was collected, subject to
legal or regulatory retention requirements. Organizations should balance this
right with obligations under taxation, employment, financial, or other applicable

laws.

EXAMPLE

A customer permanently closes an online shopping account and
requests deletion of their profile. The organization should verify

e the request, check applicable legal retention obligations, delete or
anonymize eligible personal data, and inform the customer once
completed.

Situations Where Erasure May Not Apply
* Statutory retention requirements.
* Ongoing legal proceedings.
* Fraud investigations.

* Compliance with regulatory obligations.

BEST PRACTICES
¢ Maintain a data retention schedule.

* Define secure deletion procedures.

e Record evidence of data deletion.
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= H Erasure Request

Data Principal submits a

= @ request to erase personal
N— data.

83

Legal Retention
Required?

l Yes Nol
e ™) 4 p
D Retain Securely Delete / Anonymize
9 Retain the data securely Securely delete or
as required by applicable anonymize the personal
laws and regulations. data as per policy.
L l J N l J
N 4 N\
Document & Record Confirm & Notify
Document the legal basis Confirm completion of
for retention and maintain erasure and notify the
audit records. Data Principal.
\. J \. J

Figure 4.4 — Erasure Decision Process

4.4 Right to Grievance Redressal

If a Data Principal believes that their rights have not been respected or a request

has not been handled appropriately, they may submit a grievance to the

organization. Every Data Fiduciary should establish an accessible grievance

redressal mechanism.

Typical Grievances

No response to access request.

Delay in correcting personal data.

Refusal to erase data without justification.
Unauthorized disclosure of personal data.

Difficulty contacting the organization.
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GOOD PRACTICE

Publish grievance contact details.

Track complaint resolution timelines.

@
oy
i

[ ]

Escalate unresolved issues internally.

* Maintain complaint records for audits.

1. Receive Complaint

Receive the complaint from the
Data Principal through the
designated channel.

&

2. Register Ticket

= Log the complaint in the system
@ and generate a unique ticket ID.

v

3. Investigate

Investigate the complaint, collect
necessary information and
analyze the issue.

&

4. Resolve

Take appropriate action to resolve
the complaint and implement
corrective measures if needed.

¥

5. Communicate Outcome

Communicate the resolution and

@ outcome to the Data Principal
within the agreed timeframe.

Figure 4.5 — Grievance Handling Process

4.5 Right to Nomination

The DPDPA introduces an important provision allowing a Data Principal to
nominate another individual to exercise their rights in the event of death or
incapacity. This ensures continuity in managing personal data even when the

Data Principal is unable to act.
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®

Data Principal

The Data Principal
decides to nominate
a trusted individual to

T:l; N
=]

Submit Nomination

The Data Principal
submits nomination

f=1
=)

Verify Identity

The organization
verifies the identity of

—~—
_®

Record Nominee

Nominee details are
recorded securely in

A LA
'Qv

Exercise Rights
(When Applicable)
The nominee can
exercise the rights of

details along with
required information

the Data Principal and
the nominated

the system and

3 the Data Principal in
linked to the Data

the event of death or

exercise rights on their

behalf. and documents. individual. Principal's profile. Incapacity.
) oy J Ly J iy A ey
LAY L S L L

Figure 4.6 — Nomination Process

EXAMPLE

A banking customer nominates a family member. If the customer
passes away, the nominated individual may request closure of

digital accounts and deletion of personal data, subject to applicable
legal requirements.

BEST PRACTICES
* Provide a secure nomination process.

Verify nominee identity.

41
L]

¢ Maintain updated nomination records.

Protect against fraudulent requests.

4.6 Handling Rights Requests

Handling Data Principal requests requires a structured and repeatable process.
Organizations should implement standard operating procedures (SOPs) to
ensure timely and compliant responses.

Recommended Steps
1. Receive the request.
2. Acknowledge receipt.
3. Verify identity.
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4. Classify the request.

5. Assign to the responsible department.

6. Retrieve relevant information.
Review legal obligations.

7

8. Approve response.

9. Respond within applicable timelines.
1

0. Record closure for audit purposes.

ORGANIZATIONAL CHECKLIST
Before responding to a rights request, ask:

» Has the requester's identity been verified?

* Have all relevant systems been searched?

Is any legal retention requirement applicable?

* Has the response been reviewed and approved?
* Has the response been documented?

* Has the request been closed and archived?

N —O—— ¢

O
e L &3 L

Request Received Identity Verification Classify Request Retrieve Data
Receive the rights Verify the identity of Determine the type and Locate and retrieve all
request from the the requester to scope of the request. relevant personal data
Data Principal. ensure legitimacy. from systems.
3 J | J . J - 7

v
e e N e ﬂ N s 0 N e e A

éié\_.g@_»%_. =0

Legal Review & Validation Approve Decision Respond to Individual Record & Close Case
Review the request and data Approve the action to be Provide the requested data Document the response,
against applicable laws and taken on the request. or action to the Data update records, and

internal policies. Principal. close the case.
\. J \. J \. J \. J

Figure 4.7 — Rights Request Lifecycle
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DID YOU KNOW?

Did You Know? #1

Many organizations automate Data Principal Rights requests
through privacy management platforms, enabling individuals to

submit requests online while tracking status and receiving
notifications.

DID YOU KNOW?
Did You Know? #2
Failure to respond to legitimate Data Principal requests can

damage customer trust, attract regulatory scrutiny, and increase
reputational risk—even if no data breach has occurred.

CASE STUDY
Healthcare Portal — Handling a Data Principal Request

A healthcare technology company receives a request from a patient
seeking a copy of all personal data held, correction of an incorrect
mobile number, and deletion of an obsolete secondary email
address.

What the Organization Did

* Verified the patient's identity using multi-factor authentication.
* Retrieved data from patient records and appointment systems.
* Corrected the mobile number after validation.

* Deleted the obsolete email address as requested.

* Retained only records required under applicable healthcare
regulations.

¢ Provided confirmation of actions taken.
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Outcome

* Transparent communication

e Accurate records maintained

* Legal obligations fulfilled

* Increased patient trust

Lessons Learned

* Implement a standardized rights management process.

 Verify identity before making changes.

* Maintain evidence of actions taken.

 Balance individual rights with statutory retention obligations.

KEY TAKEAWAYS

The DPDPA empowers individuals with meaningful rights
over their personal data.

Organizations must establish clear processes for handling
access, correction, erasure, grievance, and nomination
requests.

Identity verification is essential before responding to any
request.

Rights requests should be documented and handled
consistently.

A structured workflow improves compliance, efficiency, and
customer confidence.
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Assessment Questions (Objective Type)
Ql.
being processed?
A) Nomination
B) Access
C) Erasure
D) Correction

Which right allows a Data Principal to know how their personal data is

Q2. Before updating or deleting personal data, an organization should first:
A) Delete the data immediately

B) Verify the requester's identity
C) Notify all employees
D) Inform the media

Q3. Which right enables a nominated individual to exercise rights on behalf of
a Data Principal in the event of death or incapacity?
A) Correction

B) Access
C) Nomination

D) Grievance

Answer Key: 1.B 2.B 3.C
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Chapter 05

Obligations of Data Fiduciaries

What organizations that determine why and how personal data is processed must do to
stay compliant — from notice through vendor oversight.

LEARNING OBJECTIVES

e The statutory obligations of a Data Fiduciary under the
DPDPA.

* How to issue compliant privacy notices.
* The role of consent in lawful processing.
* Security safeguards required to protect personal data.
* Data retention and deletion responsibilities.
e Personal data breach notification requirements.
* Managing third-party processors and vendors.

* Practical compliance measures for organizations.

Introduction
Under the Digital Personal Data Protection Act, 2023 (DPDPA), organizations
that determine the purpose and means of processing digital personal data are

Iknown as Data Fiduciaries.

A Data Fiduciary is responsible not only for collecting and processing personal
data but also for protecting it throughout its lifecycle. Compliance extends
beyond legal documentation—it requires governance, technical controls,

operational processes, and continuous monitoring.
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Whether you are a startup, enterprise, healthcare provider, financial institution,
educational organization, or SaaS company, these obligations form the

foundation of your privacy compliance program.

5.1 Privacy Notice

What is a Privacy Notice?

Before collecting personal data, the Data Fiduciary must provide a clear and
understandable notice to the Data Principal explaining what personal data is
being collected, why it is being collected, how it will be processed, rights
available to the Data Principal, and contact details for grievance redressal. The

notice should be written in plain language that is easy to understand.

[ DATA FIDUCIARY ]

Notice

Consent

Security Safeguards

=6
&>
% Data Retention
L
&0

Breach Notification

Vendor Oversight

Figure 5.1.1 — Core Obligations of a Data Fiduciary

A GOOD PRIVACY NOTICE SHOULD INCLUDE

* Purpose of collection

 Categories of personal data

-
-
[ ]

¢ Contact information

Rights of the Data Principal

¢ Grievance mechanism
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* Retention period (where applicable)

* Consent withdrawal process

EXAMPLE

An e-commerce website should explain that customer information
is collected for account creation, order processing, delivery,
@ customer support, and legal compliance — instead of using vague
statements like "We may use your information for various

purposes."

3 N w
—> : __(\a —> .
Provide Notice Individual Reads Un:erstands Provides Consent Processing Begins
urpose
\: ®, N v \_ >, g », \ J

Figure 5.1.2 — Notice Lifecycle

5.2 Consent Management

Consent is the primary legal basis for processing personal data under the
DPDPA unless processing falls under specified legitimate uses. Consent must be
free, specific, informed, unconditional, unambiguous, and given through a clear
affirmative action. Individuals must also be able to withdraw consent as easily

as they gave it.

Consent Consent Data > Consent Stop
{ Notice J’[ Requested }’{ Granted ]’[ Processing ] ‘Withdrawn :|-> Processing

Figure 5.2 — Consent Lifecycle
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BEST PRACTICES

¢ Use clear consent language.

Avoid pre-ticked checkboxes.

41
[ ]

Record the consent date and purpose.

Provide an easy withdrawal option.

* Maintain consent logs for audit purposes.

EXAMPLE

Valid: "I agree to receive promotional emails." Invalid: "By
continuing to browse, you automatically consent to all future
marketing."

5.3 Security Safeguards

Every Data Fiduciary must implement reasonable security safeguards to protect
personal data from unauthorized access, accidental disclosure, loss, alteration,
destruction, and cyber attacks. Security should combine people, processes, and
technology.

2o |

i)
Physical Controls

« Physical Access Control
« Secure Facilities

« CCTV Monitoring

« Visitor Management

=060
> "_ED%

Administrative
Controls

« Policies & Procedures

« Roles & Responsibilities

« Training & Awareness

« Governance & Compliance

=

Technical Controls

J

» Access Management
« Encryption

« Network Security
 Monitoring & Logging
« Backup & Recovery

Figure 5.3 — Three Layers of Protection

Administrative Controls

* Privacy Policy

* Information Security Policy
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Employee Awareness
Incident Response Plan
Access Control Policy

Vendor Risk Assessment

Technical Controls

Encryption

Multi-Factor Authentication
Firewalls

Endpoint Protection

Secure Backups
Vulnerability Assessments

Security Monitoring

Physical Controls

CCTV
Visitor Management
Secure Server Rooms

Asset Tracking
Access Cards

5.4 Data Retention

Organizations should retain personal data only for as long as it is required for
the purpose for which it was collected or as required by applicable law. Once the
purpose has been fulfilled, the data should be deleted, archived (where legally

required), or anonymized.

®
= L

Collect

Collect personal data
for a specific purpose

Use

Use data for the
stated purpose only

\ J \ J

Business
Purpose Completed
The purpose for which

data was collected
is fulfilled

Review

Review necessity of
retention and legal
requirements

N

Delete / Archive /
Anonymize

Delete, archive (if required
by law) or anonymize data

J

Figure 5.4 — Data Retention Timeline
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Why Retention Matters — Keeping Unnecessary Personal Data

* Increases breach exposure

* Raises storage costs

* Complicates compliance

* Creates unnecessary legal risk

Sample Retention Schedule

Data Category

Website Logs

Employee Records

Customer Orders

Marketing Leads

Suggested Retention

As required by applicable labour and

tax laws

As required by tax and accounting

regulations

Until consent is withdrawn or the
purpose expires

As per business and security
requirements

5.5 Personal Data Breach Notification

Despite strong security controls, breaches can still occur. When a personal data
breach occurs, the Data Fiduciary should detect the incident promptly, contain
the breach, assess the impact, notify the appropriate authority where required,

inform affected Data Principals where required, and document corrective

actions.

AN

TG

Security
Incident

Detect

Contain

DDHQ

Assess Impact

N

2 A

Notify Authorities
and Data Principals

Recover & Improve

A security incident
occurs that may
impact personal data
or systems.

Identify and confirm
the security incident
as early as possible.

Take immediate
action to contain
the incident and
prevent further
damage.

Evaluate the scope,
impact, and nature
of the incident on
personal data and
individuals.

Notify the relevant
authorities and
impacted data

principals as per legal

requirements.
J

Restore normal
operations and
implement measures
to prevent future

incidents.

Figure 5.5 — Breach Response Workflow
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EFFECTIVE INCIDENT RESPONSE INCLUDES

* Incident reporting process
* Investigation team

Root cause analysis

* Evidence preservation

* Recovery plan

e Lessons learned

5.6 Vendor Oversight

Many organizations rely on third parties to process personal data. Examples
include cloud service providers, payroll companies, HR software, CRM
platforms, marketing agencies, and IT support vendors. Although processing

may be outsourced, accountability remains with the Data Fiduciary.

Data Fiduciary

Responsible for personal data
and regulatory compliance

v A4
e ) e D s ™)

>

Stores and processes
personal data on cloud
infrastructure

Provider

Cloud Vendor =5

Payroll
= E Vendor

Processes employee
payroll and related
personal data

Marketing
Agency

s

Uses personal data for
marketing and campaign
management

v

Compliance Monitoring

) —

v — Ongoing oversight, risk assessment,

v -Q audits, and contractual compliance
to ensure data protection

Figure 5.6 — Vendor Oversight Model
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VENDOR MANAGEMENT BEST PRACTICES

Conduct due diligence before onboarding.
Execute Data Processing Agreements.
Assess security controls.

Perform periodic audits.

Monitor compliance.

Define breach notification obligations.

Organizational Compliance Checklist

Before processing personal data, verify the following:

Requirement Status ‘

Privacy Notice issued

Valid Consent obtained

Security controls implemented
Access controls configured

Data retention schedule defined
Secure deletion process established
Incident response plan tested
Vendor due diligence completed

Data Processing Agreements

executed

Employee awareness training

completed

Compliance evidence maintained O

O o oo o o o o

O
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DID YOU KNOW?

Did You Know? #1

A Data Fiduciary remains responsible for protecting personal data
even when processing is outsourced to a third-party service
provider. Selecting a trusted vendor does not transfer
accountability.

DID YOU KNOW?

Did You Know? #2

Many organizations experience higher compliance costs because
they lack documented retention schedules and vendor governance
processes. Well-defined policies can significantly reduce
operational risk and improve audit readiness.

CASE STUDY
SaaS Company Using a Third-Party CRM

A SaaS company collected customer names, email addresses, and
phone numbers through its website and stored them in a cloud-
based CRM managed by an external vendor. During a security
incident, unauthorized access to the CRM exposed customer
records.

The Investigation Revealed

No formal Data Processing Agreement with the CRM provider;
vendor security assessment had never been performed; incident
response roles were not clearly defined; and customer data from
inactive accounts had been retained for several years without
review.

Compliance Gaps
* Inadequate vendor oversight

* Weak retention practices
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¢ Insufficient security governance

* Lack of documented incident response procedures

Lessons Learned

* Assess vendors before onboarding and periodically thereafter.

Execute appropriate contractual safeguards.

Maintain an approved retention schedule.

Test breach response procedures regularly.

Monitor third-party compliance continuously.

KEY TAKEAWAYS

Every Data Fiduciary is accountable for protecting personal
data.

Privacy notices should be transparent, concise, and easy to
understand.

Consent must be informed, specific, and capable of being
withdrawn.

Security requires administrative, technical, and physical
safeguards.

Personal data should not be retained longer than necessary.

Organizations should establish documented breach response
procedures.

Vendor risk management is an essential component of
DPDPA compliance.
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Assessment Questions (Objective Type)

QI1. Which of the following is the responsibility of a Data Fiduciary?
A) Protect personal data
B) Issue privacy notices

C) Implement security safeguards
D) All of the above

Q2. Consent under the DPDPA should be:
A) Implied
B) Specific and informed

C) Hidden within lengthy terms and conditions
D) Permanent

Q3. Who remains accountable when personal data is processed by a third-party
vendor?
A) The vendor only
B) The Data Principal
C) The Data Fiduciary
D) The cloud provider

Answer Key: 1.D 2. B 3.C
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PART Il —
BUILDING THE PRIVACY

FOUNDATION
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Chapter 06

Privacy Governance

Building Organizational Accountability for DPDPA Compliance.

LEARNING OBJECTIVES

¢ Understand why Privacy Governance is essential under the
DPDPA, 2023.

* Define governance roles from the Board of Directors to
operational teams.

* Establish executive accountability for privacy.
* Create a Privacy Committee with defined responsibilities.
* Design reporting and escalation structures.

* Build a practical privacy governance framework suitable for
startups, SMEs, and large enterprises.

Introduction

Technology alone cannot achieve privacy compliance. Organizations often
invest in firewalls, encryption, and cybersecurity tools, yet remain non-

compliant because privacy is fundamentally a governance responsibility.

The Digital Personal Data Protection Act, 2023 places responsibility on the
Data Fiduciary, meaning the organization itself — not merely the IT

department. Successful privacy programs require:

* Leadership commitment
* Business ownership

* Legal oversight
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Technology enablement

Continuous monitoring

Privacy Governance creates the organizational framework that ensures personal

data is managed responsibly across every department.

What is Privacy Governance?

Privacy Governance refers to the policies, structures, decision-making processes,

accountability mechanisms, and leadership oversight that ensure compliance

with privacy laws and responsible handling of personal data. A strong

governance program answers the following questions:

Who owns privacy?

Who makes privacy decisions?

Who approves privacy policies?

Who responds to data breaches?

Who reports privacy risks to management?

Who ensures compliance across departments?

Without governance, organizations struggle with inconsistent practices, unclear

responsibilities, and increased regulatory risk.

Why Privacy Governance Matters

Privacy Governance enables organizations to:

Demonstrate accountability under DPDPA
Build customer trust

Reduce legal and regulatory risks

Improve decision-making

Strengthen cybersecurity and privacy alignment
Ensure consistent handling of personal data
Enable effective incident response

Improve third-party oversight
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° ‘9\ ° Board of Directors
- .' Provides oversight, sets direction
'- and approves privacy strategy
A

v

s N
Executive Management

“ Drives implementation, allocates

resources and ensures accountability

v

Privacy Steering Committee

..‘ Cross-functional committee overseeing
privacy program and decisions

,
\

A 4

| v |

Legal & Compliance Information Security Business Departments
Ensures legal compliance, Implements security controls, Embed privacy in business
policies, contracts and risk management and processes and ensure
regulatory alignment incident response day-to-day compliance

A 4

) . ) (E)peratlolnal Tearr?s
'.‘ xecute privacy practices,

follow policies and report issues

Figure 6 — Privacy Governance Framework

6.1 Board Oversight

Privacy begins at the highest level of governance. The Board of Directors is
responsible for ensuring that privacy risks receive the same attention as
financial, operational, and cybersecurity risks. Although day-to-day activities are
delegated, accountability remains with organizational leadership.

] ﬂ..\ ®  Board of Directors
Ultimate responsibility for privacy governance

v

Approve Privacy Strategy

Review and approve privacy policies, objectives
and overall strategy

¥

Review Privacy Risks

Review key privacy risks and their potential
impact on the organization

¥

Monitor Compliance
Monitor compliance with DPDPA and other
applicable privacy laws and regulations

¥

Trmal

A

Cul

E& Oversee Performance
©

Review privacy program performance, incidents,
audits and management actions

v

Provide Strategic Direction

Provide strategic guidance and ensure adequate
resources for privacy program

Figure 6.1 — Board Oversight
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Board Responsibilities — The Board should:
* Approve the organization's privacy strategy.

e Review privacy policies.

* Monitor privacy risk exposure.

* Ensure adequate funding.

* Review major privacy incidents.

* Monitor compliance with DPDPA and other applicable laws.

* Review privacy performance through periodic reports.
Board-Level Questions — Board members should periodically ask:

* Are we compliant with DPDPA?

e What personal data do we process?

e What are our highest privacy risks?

* Have we experienced any data breaches?

* Are vendors managing personal data securely?

* Are employees adequately trained?

* Are privacy controls independently audited?

BEST PRACTICE

Privacy should become a standing agenda item in Board or Risk
Committee meetings.

6.2 Executive Sponsorship

While the Board provides oversight, executive leadership drives
implementation. Privacy initiatives require sponsorship from senior executives

to ensure organization-wide adoption. Typical executive sponsors include:

* Chief Executive Officer (CEO)
* Chief Operating Officer (COO)
* Chief Information Officer (CIO)
* Chief Technology Officer (CTO)
* Chief Information Security Officer (CISO)
* Chief Risk Officer (CRO)
In startups, this responsibility often rests with the Founder or CEO.
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Responsibilities of Executive Sponsors — Executive sponsors should:
e Champion privacy initiatives.
* Allocate resources.
* Approve budgets.
* Resolve cross-functional issues.
* Support organizational awareness.
* Monitor implementation progress.
* Review privacy metrics and dashboards.
Executive Success Factors — Successful executive sponsors:
* Lead by example.
* Promote a culture of accountability.
* Encourage transparency.
* Support continuous improvement.

* Integrate privacy into business strategy.

6.3 Privacy Committee

Privacy is not solely an IT or Legal responsibility. A Privacy Committee brings
together key stakeholders to coordinate privacy initiatives across the

organization.

Suggested Committee Members

* Privacy Officer

* Legal Counsel

¢ CISO / Information Security Head

« CTO

e HR Head

e Marketing Head

* Product Owner

* Compliance Officer

 Risk Manager

 Internal Audit Representative

* Procurement Representative
Responsibilities — The Privacy Committee should:

* Review privacy risks.

* Monitor regulatory developments.
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* Review DPIAs.

* Approve privacy initiatives.

* Review incidents and lessons learned.
* Oversee awareness programs.

* Review vendor risks.

* Monitor compliance metrics.

Meeting Frequency
Organization Frequency
Startup Quarterly
SME Quarterly
Large Enterprise Monthly
High-Risk Organizations Monthly or as required

Figure 6.3 - Privacy Committee Structure

(1 X
TER™
Privacy Committee

Oversees privacy program, reviews risks,
approves initiatives and ensures compliance

|

!

! v
i o 0 25
Legal IT Security HR

& Compliance System management, Security controls, Employee data

Regulatory guidance, access controls, risk assessment, privacy, training

policies, contracts data governance incident response and awareness
and compliance

v v

v v
s « = =) A

Product Marketing Compliance Procurement Risk Management
Privacy by design, Consent management, Monitoring, audits, Vendor assessments, Risk identification,
features, DPIA campaign compliance metrics and regulatory contracts and data evaluation and
and data impact and communications reporting processor oversight mitigation

f

! / Shared Objective }
i 0 Protect personal data, ensure compliance with DPDPA,

|

&

|
build trust and enable responsible data use ‘!

Figure 6.3 — Privacy Committee Structure
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Committee Deliverables — Typical outputs include:

Privacy Risk Register
Compliance Dashboard
Data Breach Review
Vendor Assessment Status
DPIA Reviews

Policy Updates

Awareness Metrics

Action Tracker

6.4 Roles and Responsibilities

Clear accountability is fundamental to privacy governance. Every employee

handling personal data should understand their role.

Board of Directors — Responsible for:

Governance
Oversight
Strategic direction

Risk monitoring

CEO — Responsible for:

Organizational commitment
Budget approval
Executive accountability

Privacy Officer / DPO (where appointed) — Responsible for:

Privacy program management
Regulatory guidance

Incident coordination

Data Principal request oversight
Policy development

Compliance reporting

CISO — Responsible for:

Security safeguards
Access controls
Incident response

Vulnerability management
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 Security monitoring
Legal Team — Responsible for:

* Regulatory interpretation

¢ Contracts

* Notices

e Consent language

* Vendor agreements
HR — Responsible for:

* Employee privacy

e Recruitment data

* Awareness training

* Exit process data handling
IT — Responsible for:

* Infrastructure security

* Backup

 Identity management

* Logging

* Encryption
Marketing — Responsible for:

¢ Consent management

e Campaign compliance

* Cookie management

¢ Customer communications
Procurement — Responsible for:

* Vendor due diligence

* Privacy clauses

* Processor agreements
Employees — Responsible for:

* Following policies

* Protecting personal data

* Reporting incidents

* Completing awareness training
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Figure 6.4 - Privacy Responsibility Matrix

ROLE KEY RESPONSIBILITIES RACI

| . set privacy strategy and direction

Board of |« Oversee privacy risk and compliance @
Board of Directors 3 « Approve policies and major decisions
« Ensure adequate resources <

Directors | /

D 000
; « Drive privacy program implementation an
Executive |« Allocate resources and budget RACI Legend
Executive Management |+ Monitor performance and risks
Management « Ensure organization-wide compliance ® Responsible

Executes the task
and gets the work
done.

[ o Manage privacy program
Privacy Officer / | * Advise on compliance and policies

@ Accountable

|+ Oversee DPIAs and data subject requests
Prlvacy Officer / DPO ‘ ubiectied Uttimately answerable
DPO |+ Report to management and board for the task and
,,,,,,,,,,,,,,,,,,,,,,% ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, gives approval.
i | o Implement privacy controls
Functional | @ Consiltad

|+ Manage data in line with policies
AIA o .&% (} O Depanmenté : 9 i B Provides input and
(Legal, IT, S.ecumy. |« Perform risk assessments expertise before
Legal IT Security HR Marketing Operations Procurement HR Marketing, | . Report incidents and issues

Operations, | > y
Procurement) |« Ensure vendor and third-party compliance

decisions.

Informed
Kept informed about

AN Eivblovess « Follow privacy policies and procedures o
000 All Employees s + Protect personal data citconas
..‘ « Complete awareness training ~ \ '+ / = STmmmm—————mmmo——- <
« Report incidents and concerns

Note: Multiple departments may be Responsible (R) for execution, but one role remains Accountable (A) for the outcome.
Figure 6.4 — Privacy Responsibility Matrix

Sample RACI Matrix

Activity Board | CEO | Privacy Business

Officer

Privacy
Policy A R C C I I I
Approval

Privacy
Risk I A R C C I C
Assessment

DPIA I [ A R C I C

Incident I A R C R I C
Response

Awareness A R I C R C
Training
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Activity Board | CEO | Privacy Legal Business

Officer
Vendor
Privacy I I C R C I A
Review

Legend: R — Responsible | A — Accountable | C — Consulted | I — Informed

6.5 Reporting Structure

Privacy reporting ensures that leadership receives timely information on risks

and compliance.

Operational Reporting | Management Board Reporting —

— Operational teams | Reporting — Privacy | Typical Board reports

report to: Officer reports to: include:

* Department * Executive * Privacy compliance
Managers Management status

* Privacy Officer * Risk Committee e Data breach

* Information * Board Committee statistics

Vendor risk
summary

* DPIA status
* Audit findings
* Regulatory updates

Security Team

* Training completion

* Key Risk Indicators
(KRIs)
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Management Reporting — Privacy Officer reports to:

Figure 6.5 - Privacy Reporting Structure

( 3 {7
Report incidents and concerns
— | « Follow policies and procedures

Employees
Frontline users and data handlers

« Raise privacy related issues

; | \

* Monitor privacy activities
» Address issues within the department
Escalate significant risks and incidents

Department Heads | S,
First level oversight

v 2
Consolidate reports and metrics

0 Privacy Officer / DPO Investigate and manage incidents

Provide guidance and recommendations

Privacy program owner and coordinator

i ) « Ensure compliance and record keeping
.
I S
. E tive M t » Review privacy dashboard and KPls
.-. ARCEENG RHITI AR —» | . Evaluate risks and compliance status

"‘ Strategic and operational oversight

» Approve actions and allocate resources

J/ %
v .
- » Receive periodic privacy reports
—— Board / Risk Committee R « Review key risks, incidents and trends
l l l l Governance and independent oversight « Provide governance and strategic direction
L J » Ensure accountability and improvement

Figure 6.5 — Privacy Reporting Structure

Privacy Governance Maturity Model

Level Description

Level 1 Ad hoc privacy activities

Level 2 Basic policies established

Level 3 Defined governance structure
Level 4 Integrated privacy across business

Optimized and continuously

Level 5 ) ;
improved privacy program
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Practical Implementation Roadmap

Phase 1 — Phase 2 — Phase 3 — Phase 4 —
Establish Build the Yipermrona bz Improve
Governance Frameworlk
* Obtain * Develop ¢ Conduct * Internal
executive privacy awareness audits
sponsorship policies training  Management
* Identify ¢ Assign * Review reviews
Privacy responsibilities vendor e Lessons
Officer ° Create ComplianCG learned
* Create reporting e Perform e Continuous
Privacy templates DPIAS improvﬁment
Committee * Define * Monitor
* Define privacy compliance
governance metrics
charter
Common Challenges
Challenge Solution

Present privacy risks and business

No executive support .
PP benefits

Establish clear RACI and governance

Undefined ownership charter

Prioritize high-risk areas and scale

Limited resources
gradually

Conduct role-based training and

Poor awareness )
awareness campaigns

Use a cross-functional Privacy

Siloed departments .
Committee
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@ program before expanding internationally.

CASE STUDY
Building Privacy Governance at a SaaS Startup

A Bengaluru-based SaaS company processing customer and
employee data recognized the need for a structured privacy

Challenges Identified

* No designated privacy owner

* Legal, IT, and HR worked independently

* Privacy issues discussed only after incidents

¢ Vendor reviews were inconsistent

Actions Taken

CEO appointed as Executive Sponsor.
A Privacy Officer was nominated from the Compliance team.

A cross-functional Privacy Committee was formed with representatives from
Legal, IT, HR, Product, and Security.

Quarterly privacy governance meetings were established.
A RACI matrix defined responsibilities for privacy activities.

Monthly dashboards reported training completion, vendor assessments, and
privacy incidents to senior management.

Outcomes After Six Months

Organization-wide accountability improved.
Vendor onboarding included mandatory privacy reviews.
Privacy risks were escalated earlier through defined reporting channels.

Leadership gained better visibility into compliance status and ongoing
Improvement initiatives.

Key Lesson: Effective privacy governance depends on leadership commitment, defined
responsibilities, and regular oversight rather than technology alone.
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DID YOU KNOW?

Did You Know? #1

Many organizations experience privacy compliance issues not
0 because of missing technology, but because responsibilities are

unclear. A documented governance structure significantly

improves accountability and decision-making.

DID YOU KNOW?

Did You Know? #2

Privacy governance works best when integrated with existing
0 governance functions such as Information Security, Risk

Management, Legal, Internal Audit, and Compliance, rather than

operating as a separate silo.

Chapter Summary

Privacy Governance is the foundation of a successful DPDPA compliance
program. Effective governance requires visible Board oversight, committed
executive sponsorship, a cross-functional Privacy Committee, clearly defined
roles and responsibilities, and structured reporting mechanisms. When
accountability is embedded across the organization, privacy becomes a business

capability rather than just a compliance obligation.
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Deliverable — Privacy Governance Model

[ 4 ;
‘e Board of Directors
H Governance & Strategic Oversight

.

. Executive Sponsor
(CEO/COO0/CIO)

G
G Privacy Officer / DPO

|
. |

5 [é 28 Ei};

Legal Information . Risk &
HR & A
& Compliance Security & B Compliance

| I I |
!

[l&é‘.l Privacy Committee ]
v v '

Business Product
[ ﬂi Departments] [ @ Teams ] [E PI'OCurement}

v

{ e0o All Employees ]

Privacy Governance Model — reference organization chart for this chapter’s deliverable.
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Assessment Questions (Objective Type)

QIl. Who has ultimate governance responsibility for privacy within an
organization?

A) IT Department
B) Marketing Team
C) Board of Directors
D) HR Department

Q2. What is the primary purpose of a Privacy Committee?
A) Manage payroll
B) Coordinate cross-functional privacy governance
C) Approve financial statements
D) Conduct penetration testing

Q3. Which role is typically responsible for coordinating privacy compliance
activities?
A) Sales Manager
B) Privacy Officer / DPO
C) Procurement Officer
D) Finance Manager

Answer Key: 1.C 2.B 3.B
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Chapter 07

Data Discovery & Data Mapping

You cannot protect what you cannot find — building complete visibility into where
personal data actually lives.

LEARNING OBJECTIVES

* Understand the importance of data discovery under the
DPDPA.

 Identify digital personal data across the organization.

* Create and maintain a Data Inventory.

* Develop Data Flow Maps.
* C(lassify personal data according to risk and sensitivity.
* Maintain a Record of Processing Activities (RoPA).

e Prepare a Data Inventory Register for compliance and audits.

Introduction

One of the first questions organizations struggle to answer during a privacy

assessment is: "What personal data do we actually possess?" Many organizations

store personal data in multiple locations including:

ERP systems
CRM platforms
HR software
Email systems
Cloud storage
Laptops

Shared folders
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* Mobile applications
* Backup systems
Without knowing where personal data resides, organizations cannot:

* Protect it effectively
* Respond to Data Principal requests
Delete obsolete data

 Assess privacy risks

* Demonstrate compliance with the DPDPA

Data Discovery and Data Mapping provide complete visibility into the
organization’s personal data ecosystem.

7.1 What is Data Discovery?

Data Discovery is the process of identifying where personal data exists across
the organization. It answers questions such as:

* What personal data do we collect?
* Where is it stored?

¢ Who owns the data?

* Why is it collected?

* Who can access it?

* Is it shared with third parties?

* How long is it retained?

Data discovery is the foundation of every privacy programme.
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Figure 7.1 — Data Discovery Process

BUSINESS FUNCTIONS

~

J

IDENTIFY PERSONAL DATA

v

LOCATE DATA REPOSITORIES

v

IDENTIFY DATA OWNERS

v

CREATE DATA INVENTORY

v

BUILD DATA FLOW MAP

J

Figure 7.1 — Data Discovery Process

7.2 lIdentifying Personal Data

Personal data exists in almost every department.

Department

Sales

Marketing

Finance

IT

Human Resources

Customer Support

Identify all business
functions and processes
in the organization.

Determine what personal
data is collected, used
or stored.

Find all locations where
personal data resides

(IT systems, cloud,
documents, devices, etc.).

Define business owner
and system owner
responsible for the data.

Document the personal
data assetsina
centralized inventory.

Map how personal data
flows across systems,
people and third parties.

Examples of Personal Data

Employee ID, Aadhaar, PAN,
Salary, Attendance

Customer Name, Email, Phone

Newsletter subscribers, Cookies,

Preferences

Bank Account, GST Details,

Payment Records

User IDs, IP Address, Login Logs

Call recordings, Chat history
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Organizations should identify:

e Structured data

e Unstructured data

* Archived data

* Backup data

* Cloud data
 Third-party hosted data

Figure 7.2 — Sources of Personal Data
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ONLINE
PORTALS

BACKUP
SYSTEMS

Figure 7.2 — Sources of Personal Data

7.3 Data Inventory

A Data Inventory is a centralized register that documents all personal data assets

processed by the organization. It provides visibility into:

* Data category
* Business owner
* System owner
* Purpose

* Legal basis

* Storage location
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* Retention period
 Third-party sharing
* Security controls

Benefits include:

* Easier compliance

e Faster audits

Better risk management

Efficient response to Data Principal requests

Improved incident response

Figure 7.3 — Data Inventory Lifecycle

IDENTIFY
Identify all personal
data assets across
the organization.

Gl @
e =y
MONITOR

Monitor continuously
and maintain as a
living document.

@

DOCUMENT
Document details of
data, ownership,
purpose, location,
and controls.

DATA INVENTORY

Continuous & Iterative
Process

UPDATE
Update inventory
when changes occur
in systems or
processes.

VALIDATE
Validate the accuracy
and completeness
of inventory.

Review periodically
to ensure continued
relevance.

Figure 7.3 — Data Inventory Lifecycle

7.4 Data Flow Mapping
Data Flow Mapping illustrates how personal data moves throughout the

organization — from collection to deletion. Typical flow:

* Collection
* Processing

 Storage
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* Sharing
e Retention
e Deletion

Understanding these flows helps identify:

* Privacy risks

Third-party transfers

Cross-border transfers

Unnecessary duplication

Security gaps

Figure 7.4 - Personal Data Flow
End-to-End Flow of Personal Data

\ N s r N r
1. COLLECTION 2. PROCESSING 3. STORAGE 4. ACCESS 5. SHARING 6. RETENTION 7. DELETION
0 (5 o) > aama
o ~+ —» - > = [oozl by
oc
O ® sof ] s
Data Principal Data is validated, Data is stored in Authorized internal Data is shared with Data is retained Data is securely
provides personal used, analyzed organizational users access the trusted third parties only for the deleted, anonymized
data through or processed systems, databases data based on role OF Processors as necessary period or archived when
website, mobile app, for the stated or cloud storage and business need per legal basis as per retention it is no longer
forms, calls, or purpose. with appropriate (least privilege and agreements. policy or legal required.
other channels. security. access). requirements.
g K ) \ J A D ¢ \
|: ‘n + r * ‘I KI
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1
1 1 1 1 1 1
e | [ B n L) MONITORING & AUDIT R e L ). Sy ’
v — | Dataflows are monitored,
v—_ S
v — | logged and audited to ensure
compliance and security.
Data Flow Oversight & Control Governed by
== Showsthemovementof "~~~ Monitoring, logging, security DPDPA, organizational policies,
personal data across controls and governance @ contracts, consent and legal
its lifecycle.

apply at every stage. obligations.

Figure 7.4 — Personal Data Flow

7.5 Data Classification

Not all personal data carries the same level of risk. Organizations should classify
data according to business impact and sensitivity.

Example Classification

Classification Example Protection Level
Public Company Contact Low
Details
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Classification Example ‘ Protection Level
Internal Employee Directory Medium

Confidential Customer Personal High
Data

Aadhaar, PAN,

) . Critical
Financial Data

Restricted

Classification enables:

e Access control

* Encryption

Retention policies

Backup priorities

 Incident response
. oy . .
Figure 7.5 - Data Classification Pyramid
Classify personal data based on sensitivity and business impact
to determine appropriate protection and handling.
HIGH Examples
P Aadhaar, PAN, Financial Data,
Pt v [% ....................................... < Health Records, Biometric Data,
P Authentication Credentials
A
b thEsIRICTEDld # Protection Level @
ighly sensitive personal data. :
Unauthorized access can cause VeiyHigh
severe harm. Examples
Customer Personal Information,
Employee Salary, KYC Documents,
Contract Details
CO.NFIDENTIAL Protection Level
Sensitive personal data. High
Disclosure can cause significant '9
Impact. Examples
o Employee Directory, Internal IDs,
96% Attendance Records, Internal
Communications
INTERNAL Protection Level
Personal data for internal use only. Medium
Limited impact if disclosed.
Examples
LOW @ Company Contact Information,
Sensitivity / -®  pyblic Website Content,
Business Impact PUBLIC Press Releases
Data that is publicly available or Protection Level @
intended for public use. Low

e e e S B e e e e RS e e s e - i D VS S e oot S g

Purpose Use For i S Review | Principle :

@f Ensure the right level of protection, i Access Control, Data Handling, | v— Review classification at least | I('\ Classify once, !
Q compliance, and responsible handling Encryption, Retention, Sharing, ] : = annually or when data/use i b protect always. :
of personal data. ' and Risk Management. 1 changes. i |

Figure 7.5 — Data Classification Pyramid

7.6 Record of Processing Activities (RoPA)

A Record of Processing Activities (RoPA) documents how personal data is

processed within the organization. Typical fields include:
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* Business Process

e Data Category

* Data Principal

* Purpose

* Legal Basis

* Storage Location

* Processor

* Retention

* Security Controls

* Cross-border Transfer
Maintaining a RoPA demonstrates accountability and supports privacy

governance.

Figure 7.6 - Record of Processing Activities (RoPA)

Documenting the end-to-end processing of personal data

e \
BUSINESS PROCESS * Process Name
1. E oo E Identify the business process or  Department
oo s . i
0 activity that involves processing o Pitociess Ownet
personal data.
L J
s l -
2 DAT“\ COLLECTE_D * Data Categories
2 Q Id;zgzltz:;a:;ﬁ:::;; « Data Principal Categories
2btaine d * Source of Data
- J
, y
3 PURPOSE OF PROCESSING * Purpose Statement
& Define the specific, clear and  Legal Basis (Consent,
legitimate purpose(s) for Contract, Legal Obligation,
processing the data. etc)

)

©
4. ?@ STORAGE LOCATION
S

System / Application
Database / Server

Cloud / Physical Location
Backup Location

Document where the personal
data is stored (systems, servers,
cloud, physical records, etc.).

)

DATA SHARING

Identify all recipients or
categories of recipients with
whom data is shared.

Internal Recipients
External Recipients
Third-party Processors
Cross-border Transfer (Yes/No)

6 e RETENTION PERIOD « Retention Duration
e oor Specify how long the personal « Retention Basis
o u@ data will be retained and the « Review Frequency
criteria used to determine it.
L y
p ¥
7: DISPOSAL / DELETION  Disposal Method
Define how data will be deleted, * Responsible Person
anonymized or destroyed « Disposal Validation
securely at end of retention.

WHY ROPA IS IMPORTANT
v - RoPA demonstrates accountability, helps manage privacy risks, supports data principal
v '@ rights, and is essential for compliance and audits under the DPDPA.

Figure 7.6 — Record of Processing Activities
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PRACTICAL CHECKLIST

Before completing a data inventory, verify:

* Have all departments been included?

* Are cloud systems documented?

* Have third-party processors been identified?
* Is retention defined?

* Is ownership assigned?

* Are data flows documented?

* Are backups included?

e [s obsolete data identified?

DID YOU KNOW?

Did You Know? #1

Many organizations discover that 30-40% of stored personal data
is obsolete, duplicated, or no longer required. Effective data
discovery reduces storage costs, simplifies compliance, and
minimizes breach exposure.

DID YOU KNOW?

Did You Know? #2

A comprehensive data inventory enables organizations to respond
more quickly to Data Principal requests for access, correction, or
erasure by identifying exactly where personal data is stored.

CASE STUDY
Data Discovery Before a DPDPA Assessment

A growing SaaS company believed all customer data was stored
only in its CRM. During a data discovery exercise, the privacy
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backup archives.

Key Findings

team identified additional personal data in shared Excel
spreadsheets, employee laptops, marketing automation platforms,
email inboxes, cloud storage, development test environments, and

* Multiple unauthorized copies of customer data.

* Personal data retained beyond business requirements.
* No documented ownership for several repositories.

¢ Test environments containing live customer records.

Lessons Learned

¢ Conduct organization-wide data discovery regularly.

* Maintain an up-to-date data inventory.

 Eliminate redundant copies of personal data.

* Assign clear ownership for every data repository.

Template — Data Inventory Register

Field / Asset

Asset ID

Business Process

Data Category

Data Principal

Purpose

Storage Location

Owner
Process or System
Retention

Classification

Security Controls

DI-001

DI-001

DI-002

DI-002

Include non-production environments in privacy reviews.

DI-003

DI-003

Employee Onboarding

Customer Registration

Marketing Campaign

Employee Records

Customer Contact Details

Email Address

Employee

Customer

Prospect

HR Administration

Account Creation

Marketing Communications

HRMS

CRM

Marketing Platform

HR

Sales

Marketing

Payroll Vendor

Cloud Provider

Email Service Provider

7 Years Active + 2 Years 12 Months

Confidential Confidential Internal

Encryption, MFA Access Control, Encryption MFA, Logging
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KEY TAKEAWAYS
e Data discovery is the first step toward DPDPA compliance.

* Organizations must know what personal data they hold,
where it resides, and why it is processed.

* A comprehensive data inventory improves governance,
security, and audit readiness.

e Data flow mapping helps identify unnecessary transfers and
privacy risks.
e Data classification ensures that appropriate protection

measures are applied.

e Maintaining a Record of Processing Activities (RoPA)
demonstrates  accountability and supports ongoing
compliance.
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Assessment Questions (Objective Type)

QIl. What is the primary objective of Data Discovery?
A) Encrypt all data
B) Identify where personal data exists within the organization
C) Delete obsolete records
D) Monitor network traffic

Q2. Which document provides a centralized view of all personal data assets?
A) Risk Register

B) Data Inventory
C) Incident Register
D) Asset Register
Q3. Which activity illustrates how personal data moves through an
organization?
A) Vulnerability Assessment
B) Data Flow Mapping
C) Penetration Testing
D) Backup Verification

Answer Key: 1.B 2.B 3.B
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Chapter 08

Consent Management

Building Trust Through Transparent and Accountable Consent.

LEARNING OBJECTIVES

e Understand what constitutes valid consent under the Digital
Personal Data Protection Act, 2023 (DPDPA).

Design legally compliant consent notices.

Implement mechanisms for consent withdrawal.

©

Build an effective preference management system.
¢ Maintain auditable consent records.

e Manage the complete consent lifecycle from collection to
withdrawal.

Introduction

Consent is one of the cornerstones of the Digital Personal Data Protection Act,
2023 (DPDPA). It empowers individuals (Data Principals) to decide how their

digital personal data is collected, used, stored, and shared.

Unlike traditional privacy notices buried in lengthy legal documents, the
DPDPA emphasizes clear, informed, specific, and freely given consent.
Organizations must not only obtain consent but also be able to demonstrate

when, how, and for what purpose consent was obtained.
A robust Consent Management Program helps organizations:

e Build customer trust

* Reduce regulatory risk
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* Improve transparency

¢ Demonstrate accountability

 Simplify compliance during audits

The consent management journey moves through six stages: Valid Consent,

Consent Notice, Consent Collection, Preference Management, Audit Trail, and

Withdrawal & Deletion — each covered in turn below.

8.1 Valid Consent
What is Valid Consent?

Under the DPDPA, consent must be free, specific, informed, unconditional,

unambiguous, and given through a clear affirmative action. Silence, inactivity,

or pre-checked boxes do not constitute valid consent.

8.1 Valid Consent

Essential Characteristics

What is Valid Consent?

Specific

@ Unconditional

Freely Given
Under the DPDPA, consent must be:
@ Free O
@ Specific | I
@ Informed The individual

should have a
genuine choice
without coercion

©

Consent must
relate to clearly
defined processing

purposes.

@ Unambiguous

Given through a clear affirmative action.

or undue influence.

Informed

D

The Data Principal

should understand:

* What data is
collected

* Why it is collected

« Who will process it

* How long it will be
retained

« How consent can
be withdrawn

Clear Affirmative
Action

Unconditional Unambiguous

oKy

Consent should not
be dependent on
unrelated terms

or conditions.

Consent should be
provided through
an explicit action
such as:

Silence, inactivity,
or pre-checked

boxes do not
constitute valid

v Clicking “l Agree” consent.

v Selecting a
checkbox

v Providing digital
confirmation

Example

GOOD PRACTICE

| consent to receive promotional
emails about new products.

POOR PRACTICE

By continuing to browse this
website, you agree to everything.

®

@@E®O

Best Practices

Use simple language.

Avoid bundled consent.

Separate marketing consent
from service-related consent.

Record consent evidence.

Provide easy withdrawal options.

IO

Why Valid Consent Matters

Protects individual privacy

Ensures legal compliance

Builds customer trust

Reduces regulatory and legal risk

Supports responsible and ethical business

Figure 8.1 — Valid Consent: characteristics, examples, and best practices

Essential Characteristics

* Freely Given — the individual should have a genuine choice without coercion

or undue influence.

* Specific — consent must relate to clearly defined processing purposes.
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* Informed — the Data Principal should understand what data is collected,
why, who will process it, how long it will be retained, and how consent can
be withdrawn.

¢ Unambiguous — consent should be provided through an explicit action such
as clicking "I Agree," selecting a checkbox, or providing digital confirmation.

EXAMPLE

Good Practice: "I consent to receive promotional emails about new

@ products." (checkbox left unchecked by default)

Poor Practice: "By continuing to browse this website, you agree to
Y g Yy g
everything."

Best Practices
* Use simple language.

Avoid bundled consent.

* Separate marketing consent from service-related consent.

Record consent evidence.

Provide easy withdrawal options.

8.2 Consent Notices

What is a Consent Notice?

A Consent Notice is the information presented before obtaining consent. It
enables individuals to make an informed decision. Under the DPDPA, consent
notices should be clear, concise, transparent, available in understandable

language, and easily accessible.
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Elements of Valid Consent

& X
. ver The Data Principal must be informed
1. Clear Notice O TN T —— | about what data is collected, why,
Provide a clear and .concise notice :_ how it will be used, who it will be
about data processing. shared with, and their rights.
, v \
O 2. User Understands Information must be presented in a
[ @ The Data Principal understands R language and format that is easy to
the information provided. understand.
Y /
, Y \
N - . Consent must be given through an
"1k 3. Exphmt Action BT IEe S \/ explicit action such as clicking “I Agree”,
Ob_ta'" cansent through a clear selecting a checkbox, or providing
affirmative action. digital confirmation.
I i \
4. Consent Recorded il Maintain records including timestamp,
Ty — SRR 97~ Purpose, version of notice, user details,
details securely. @ and consent status.
N /
5. Processing Begins G Processing should start only after valid
I% Ny R sesssecene ﬁ consent is obtained and should be limited
agreed p‘zlrpose y to the stated purpose.

Figure 8.2 — Elements of Valid Consent

A GOOD CONSENT NOTICE SHOULD INCLUDE
¢ Identity of the organization

¢ Purpose of processing

 Categories of personal data collected

Data retention period

* Rights of the Data Principal

* Contact details for grievance redressal

¢ Information about consent withdrawal
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EXAMPLE

Good: "We collect your name, email address, and mobile number
to create and manage your account. Your data will be retained
while your account remains active. You may withdraw your
consent at any time through your profile settings or by contacting
privacy@company.com."

Poor: "By clicking continue, you agree to all future processing." —

vague, lacks transparency, and does not meet DPDPA

expectations.

8.3 Consent Withdrawal
Consent is not permanent. A Data Principal has the right to withdraw consent
at any time. Organizations should make withdrawal simple, free of charge, easily

accessible, and as easy as giving consent.

Figure 8.3

Structure of a Consent Notice

A consent notice should be clear, concise and easy to understand,
enabling the Data Principal to make an informed decision.

CONSENT NOTICE B { ;
! We, ABC Technologies Pvt. Ltd., collect your name,

email address and mobile number to create and
manage your account and to provide you with our
services.

Identity of the Organization
Who is collecting your data.

Purpose of Processing
Why we collect and use your data.

©|Q |E=

Categories of Personal Data
What personal data we collect.

Data Retention
How long your data will be retained.

Rights of the Data Principal
Your rights over your personal data.

Grievance Redressal
How to contact us for any concerns.

(.

Q|| E

Consent Withdrawal
How you can withdraw your consent.

=

T T T

We use this data for account management,
service delivery and customer support.

We collect your name, email address, mobile
number and profile information.

Your data will be retained while your account
remains active and for 2 years after closure,
as per applicable law.

You have the right to access, correct, erase or
grievance your data as per the DPDPA, 2023.

For any concerns, contact us at

privacy@abctech.com or call 1800-XXX-XXXX.

You may withdraw your consent at any time
through your account settings or by contacting us.

|

—~

~

('Q‘ ) Good Practice:

@ Use simple and
plain language

@ Present information
in shorter sections

@ Avoid legal jargon

and complex terms

privacy policy if needed

@ Provide links to detailed }

Figure 8.3 — Structure of a Consent Notice
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Withdrawal Process — When consent is withdrawn:
1. Stop processing personal data for consent-based purposes.

2. Update internal systems.
3. Inform relevant processors.
4. Retain only data required by law.
5. Delete or anonymize unnecessary data.
EXAMPLE
A customer unsubscribes from marketing emails. The organization
@ should remove the email from marketing campaigns, retain only
information required for contractual or legal obligations, and
update the consent register.

Best Practices
¢ One-click unsubscribe

* Privacy dashboard

Email preference centre

Withdrawal confirmation

Automated workflow

8.4 Preference Management

Preference management enables individuals to control how organizations
communicate with them and for what purposes. Instead of a single "Yes" or "No,"
users can manage multiple consent choices — for example, opting into product
updates, security notifications, event invitations, and newsletters, while opting

out of third-party marketing.
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Figure 8.4

Consent Withdrawal Workflow

When a Data Principal withdraws consent, the organization must ensure
timely action, transparency, and accountability.

Withdrawal e Verify Identity © Urdate Consent © stop Processing Notify
Request Status Processors
O] E =
- © =i ® i
Data Principal submits Verify the identity of Update the consent Immediately stop Inform all relevant
a request to withdraw the requester to status in all systems processing personal processors and third
consent through prevent unauthorized and mark it as data for the purposes parties to stop
available channels withdrawals. withdrawn with for which consent processing the data
(portal, email, app, timestamp. was withdrawn. on the organization’s
phone, etc.). behalf.
S J 3 J S J - ¥ .
* ( N
Delete / Retain 0 Confirm to P e e T et N

as Required Data Principal

Maintain Record

Record all actions taken,
including date, time, user,
and systems updated for
audit and compliance.

Delete personal data that is no longer
required. Retain only data that must
be kept for legal, regulatory or
contractual obligations.

Acknowledge the withdrawal
request and inform the Data
Principal of actions taken.

=D
@
Do
8

J \
e Ensure security
_ 5 ]
[@ Key Principles ‘ @ Act promptly ' @ and integrity

Figure 8.4 — Consent Withdrawal Workflow

Be transparent

‘ Q with the Data Principal

Comply with DPDPA
= and applicable laws

Preference Centre Features
e Update communication channels
* Select preferred languages
* Manage marketing subscriptions
e Download consent history
* Modify notification preferences
Business Benefits
* Higher customer satisfaction
* Reduced complaints
* Better engagement
e Improved compliance

* Stronger customer trust

8.5 Audit Trail

Organizations should maintain evidence demonstrating that valid consent was
obtained. An audit trail provides this evidence during internal audits, regulatory

inspections, customer disputes, and incident investigations.
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CONSENT AUDIT TRAIL SHOULD CAPTURE
Consent 1D

User ID

Date and time

IP address (where appropriate)

Device/browser details

Consent notice version

Processing purpose

Consent status
Withdrawal details

Changes made over time

Figure 8.5

Preference Management Dashboard

Empowering Data Principals to control their communication

preferences and consent choices.

&)

Manage Your Preferences

Choose how you would like to hear from us and what information you would
like to receive. You can update your preferences at any time.

(i
2=

partners for marketing.

Riya Sharma Q e
riya.sharr ple.com
. h |
{ C ion Type Purpose = G ag\ e < Your Preference
Q Dashboard 5
Receive updates about new =
Product Updates features and improvements. & Q Q o
8 Personal Information
8 Important alerts about your
S Alert:
@ Privacy & Consent B account and security. = o D Q ON
<0 Invitations to webinars
E Invitati 3 —
= Preferences vent Invitations e (4| Q ‘) ON
“0) Consent Histor V . c |
~ Y, . Receive our newsletter with
Newslett = =
SHsRiens news and insights. E Q an
i, Download My Data ) .
Promofions & Offers Recelve' special offers.ancf = Q (D OFF
promotional communications.
@ Delete My Data
ird-P 2 Share my data with trusted <
@ Help & Support Third Marketing Q @ OFF

Additional Preferred Preferred Time
Options Language for Contact
English N 10AM-6PM < |

g Preferred Email
Frequency

& Last Updated
I 20-May-2026

Weekly Summary & |

Figure 8.5 — Preference Management Dashboard
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Sample Consent Register

Consent ID | User Purpose Status
C0001 Rahul Marketing 10-Jan-2026  Active
C0002 Anita Newsletter 18-Feb-2026 ~ Withdrawn

Best Practices
¢ Maintain immutable logs.
* Timestamp every consent event.
* Preserve previous notice versions.
* Protect audit logs against tampering.

* Periodically review consent records.

8.6 Consent Audit Trail

A Consent Audit Trail is a secure and tamper-resistant record that captures
every consent-related activity throughout the lifecycle of personal data
processing. It provides organizations with verifiable evidence of when, how, and
for what purpose consent was obtained, modified, renewed, or withdrawn.
Maintaining a comprehensive audit trail is a key element of accountability under
the Digital Personal Data Protection Act (DPDPA), enabling organizations to
demonstrate compliance during regulatory inspections, internal audits, and

dispute resolution.

An effective consent audit trail should record essential information such as the
unique Consent ID, Data Principal or User ID, date and time of consent,
processing purpose, IP address, device or browser details, consent notice version,
consent status, and any subsequent updates or withdrawal requests. Each event
should be accurately time-stamped and preserved in chronological order to
maintain a complete history of the individual's consent decisions. This ensures
that organizations can demonstrate exactly what information was presented to

the Data Principal at the time consent was obtained.

To maintain the integrity of consent records, organizations should store audit
logs securely using encryption, access controls, immutable logging, and regular

backups. Historical records should never be overwritten; instead, every change—
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whether it is a new consent, modification, renewal, or withdrawal—should be
recorded as a separate audit event. This approach preserves a complete and
reliable history of consent activities and supports transparency throughout the
data processing lifecycle.

A robust Consent Audit Trail strengthens governance by enabling organizations
to prove compliance, support investigations, respond to Data Principal requests,
and resolve regulatory inquiries with confidence. Beyond meeting legal
obligations, it enhances trust by demonstrating that personal data is processed
only with valid consent and that every consent decision is accurately
documented, securely maintained, and readily available for verification
whenever required.

Consent Audit Trail

Maintain a complete and tamper-proof record of consent activities
to demonstrate accountability and compliance.

{r N A B N
@p N =
1. Consent Given 2. Timestamp 3. User Details 4. Purpose 5. Consent Notice 6. Stored 7. History
Data Principal Date and time User ID / Recorded VersigH Securely Retaingd
provides explicit of consent Data Principal Purpose(s) for Version of the Stored in secure, All changes,
consent. captured. information. which consent consent notice tamper-proof withdrawals and
is obtained. presented. storage. updates logged.
" J “ J J
~
Sample Consent Audit Trail Record
Consent ID Data Principal / Purpose Date & Time IP Address Device / Consent‘Notlce Consent Withdrawal Remadés
User ID (IsT) Browser Version Status Date
CONS-2026-000123 Riya Sharma Marketing 20-May-2026 103.45.67.89 Chrome 124 / v2.1 Active . Initial consent
(user_00123) Emails 11:30:45 AM Windows 11 (15-May-2026) recorded
J
+ Consent ID (Unique identifier) ¢ |P address * Withdrawal date (if applicable)
:: Information * Data Principal / User ID ¢ Device / browser details * Method of withdrawal
o - @ to Capture * Purpose(s) of processing » Consent notice version * Remarks / Additional notes
* Date and time of consent ¢ Consent status (Active / Withdrawn / Expired)
Why it Matters Demonstra‘t‘es = Sup;:)orts ?ud{ts lEnsurgs data Helps meet re.gulatory Builds trusf with
accountability Q and investigations integrity = and legal requirements Data Principals

Figure 8.6 — Consent Audit Trail

8.7 Consent Lifecycle

Consent management is not a one-time event but a continuous lifecycle.
Organizations should periodically review consent to ensure it remains valid,

relevant, and aligned with current processing activities.
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Figure 8.7

Consent Lifecycle

Consent management is a continuous lifecycle that ensures

transparency, control, and accountability.

~
o Consent Notice

Provide clear and concise
information about the purpose,
data, rights, and usage.

v

e Obtain Consent

Collect valid, specific, informed
and unambiguous consent
through a clear affirmative
action.

v

e Record Consent

Create a tamper-proof record
with timestamp, notice version,

purpose, and user details.

v

N
o Process Personal Data

Use the data only for the
purpose(s) agreed upon and

in accordance with the law. )

; N\

e Review / Refresh Consent

Periodically review the necessity
and validity of consent. Re-validate

or refresh consent where needed. )

v

ﬁ@\

~
e Withdraw / Expire
Data Principal may withdraw
consent anytime or consent
may expire.

v

@\

N
0 Delete / Retain as per Law

Delete personal data that is no longer
required. Retain only if required by

law, contract, or legitimate purpose.

Inform the Data Principal
in an easy to understand
language before obtaining
consent.

Consent must be freely given
with a clear action such as
checkbox, click, or digital
confirmation.

Maintain an audit trail to
demonstrate accountability
and compliance.

Ensure data is used only
within the scope of the
consent and for declared
purposes.

Keep consent up to date
and relevant to ongoing
processing activities.

Make withdrawal as easy
as giving consent. Stop
processing for consent-
based purposes.

Delete, anonymize, or retain
data as per legal obligations
and retention policy.

\ |
I
¢ |
\ f\ Continuous Governance J
- ——emwm-m- s . haaeaaes- -
R.J Monitor, assess, and improve consent practices
to maintain trust and compliance.
B e e e e e

ongoing management, transparency, and respect for individual choice.

\
Key Takeaway: Consent is not a one-time event; it is a lifecycle that requires :
1
I

Figure 8.7 — Consent Lifecycle
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PRACTICAL CHECKLIST

Before processing personal data, verify:

* Has a valid consent notice been provided?

* Has explicit consent been obtained?

* Is the consent recorded with date and version?

e Can the Data Principal easily withdraw consent?
 Are preference settings available?

* Is there a secure audit trail?

* Is consent periodically reviewed and refreshed where necessary?

DID YOU KNOW?
Did You Know? #1

A pre-selected checkbox does not constitute valid consent under
modern privacy laws. Consent requires a clear affirmative action
by the individual.

DID YOU KNOW?

Did You Know? #2

Maintaining historical versions of consent notices helps
organizations demonstrate exactly what information was
presented to the Data Principal at the time consent was obtained.

CASE STUDY

E-Commerce Platform

An online retailer obtained marketing consent using a single pre-
checked checkbox during account registration. Customers later
complained about receiving promotional emails without
knowingly agreeing to them.

Navigating India’s Data Protection Law ¢ 106




During an internal privacy review, the organization
discovered that:

The consent notice was vague; marketing consent was bundled
with account creation; no timestamp or version history of the
consent notice was maintained; and there was no self-service
option to withdraw consent.

Issues Identified

* Invalid consent mechanism
e Lack of transparency

* No audit trail

* No preference management

Corrective Actions

* Introduced separate opt-in checkboxes for marketing.

Replaced legal jargon with plain-language notices.

Implemented a customer preference centre.

Maintained immutable consent logs with timestamps and notice versions.

Added one-click unsubscribe functionality.

KEY TAKEAWAYS
* Consent under the DPDPA must be free, specific, informed,
unconditional, and unambiguous.

e Consent notices should clearly explain the purpose of
processing and the rights of the Data Principal.

* Withdrawal of consent should be simple and as easy as giving

o consent.

e Preference management empowers individuals to control how
their data is used.

* Maintaining a secure and complete audit trail is essential for
demonstrating compliance.

e Consent management is a continuous lifecycle that requires
periodic review and governance.
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Assessment Questions (Objective Type)

Q1. Which of the following is NOT a characteristic of valid consent under the
DPDPA?

A) Freely given

B) Specific

C) Pre-selected by default
D) Informed

Q2. Which document informs a Data Principal about how their personal data
will be processed before consent is obtained?

A) Risk Register

B) Consent Notice
C) Incident Report
D) Vendor Agreement

Q3. What should happen when a Data Principal withdraws consent?
A) Continue processing the data
B) Ignore the request

C) Stop consent-based processing and update records
D) Delete all organizational records immediately

Answer Key: 1.C 2.B 3.C
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Chapter 09

Security Safeguards

Protecting Personal Data under the Digital Personal Data Protection Act, 2023 —
mapped throughout to ISO/IEC 27001:2022 Annex A controls.

LEARNING OBJECTIVES
* Why security safeguards are mandatory under DPDPA.
¢ Technical and organizational security controls.
¢ How encryption protects personal data.
¢ Identity & Access Management (IAM).
e Multi-Factor Authentication (MFA).
* Logging and Security Monitoring.
e Backup and Recovery.
* Vulnerability Management.
e Secure Software Development.
* Third-party Security Management.
e Mapping with ISO/IEC 27001:2022 Annex A Controls.

Introduction

The Digital Personal Data Protection Act (DPDPA), 2023 requires every Data
Fiduciary to implement reasonable security safeguards to protect personal data

from unauthorized access, disclosure, alteration, destruction, or loss.

Security is not a single technology — it is a combination of people, processes,
and technology working together to protect personal data throughout its
lifecycle. Without effective safeguards, organizations risk:
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* Data breaches

 Financial losses

* Reputational damage

* Regulatory penalties

* Loss of customer trust
Modern cybersecurity follows the principle of Defense in Depth, where multiple
layers of protection work together.
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Figure 9 — Layers of Security Safeguards

9.1 Encryption
What is Encryption?

Encryption converts readable information (plaintext) into an unreadable format

(ciphertext) using cryptographic algorithms. Only authorized users with the
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correct encryption key can decrypt and access the data. Encryption protects data

at rest, in transit, and during backup.

1. Plain Text 2. Encryption 3. Cipher Text 4. Transmission / 5. Authorized 6. Plain Text
Storage Decryption (Restored)
M N
—_— T6!k#P2%
 § R7E*m3& ) ? e )
Q8(u)Z5
Original readable Data is converted Unintelligible Cipher text is Data is decrypted Original readable
data into unreadable encrypted data transmitted over using the correct data is restored
format using an networks or stored key
algorithm and key in systems

o o

Encryption Key Decryption Key
T T S e = e o e e S = = =y o = o e P e SN [ = S S e P e i \
1 ]
H The same or paired key Encryption ensures Confidentiality, E
i h is used to decrypt and Integrity and protects data from !
! restore the original data. unauthorized access. !
) U

Figure 9.2 — Encryption Process

Examples

Database Encryption (AES-256)

Disk Encryption (BitLocker, FileVault)
TLS 1.2/1.3 for Websites

VPN Encryption

BEST PRACTICES

* Encrypt laptops

* Encrypt databases

Encrypt cloud storage

* Protect encryption keys separately
* Rotate encryption keys periodically
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9.2 Identity & Access Management (IAM)

Identity and Access Management ensures that only authorized individuals can
access personal data based on their job responsibilities. IJAM follows the
Principle of Least Privilege, ensuring users receive only the minimum access

required to perform their duties.

1. USER 2. AUTHENTICATION 3. AUTHORIZATION 4. ACCESS GRANTED 5. ACCESS LOGGED
& MONITORED
—
Role g
Permissions 0
O Restrictions
An employee or The user’s identity System checks the user’s If authorized, access All access activities
user requests is verified using role and permissions to is granted to the are logged and
accesstoa credentials such as determine what resources appropriate systems monitored for
system or password, MFA, they are allowed to access. and data. security and
application. biometrics, etc. compliance.

B IAM KEY PRINCIPLES SRRt e %

1 1

1 1

; O 000 " Q | _:ﬁ :

; - a» () 9] !

! Least Privilege Role-Based Access User Lifecycle Regular Access Accountability -

: Users get only the Control (RBAC) Management Review & Logging !

| minimum access Access is based on Create, modify, review Review access rights All access is logged -

: required. roles and responsibilities. and TEMOVEACCess at periodic intervals. for audit and :

| periodically. compliance. I

\ I

Figure 9.2 — Identity & Access Management

ISO/IEC 27001:2022 Mapping: A.8.24 Use of Cryptography ¢ A.8.25 Key
Management

Components of IAM
* User Identity Management
 Authentication
* Authorization
* Role-Based Access Control (RBAC)
* Privileged Access Management (PAM)

* User Lifecycle Management

Navigating India’s Data Protection Law ¢ 112



BEST PRACTICES

* Role-based access

* Quarterly access review

Remove inactive accounts

* Immediate access revocation for terminated employees

* Privileged account monitoring

ISO/IEC 27001:2022 Mapping: A.5.15 Access Control ¢ A.5.16 Identity
Management  A.5.17 Authentication Information ¢ A.5.18 Access Rights

9.3 Multi-Factor Authentication (MFA)

Passwords alone are no longer sufficient to secure sensitive systems. Multi-
Factor Authentication requires users to verify their identity using two or more
independent factors: something you know (password, PIN), something you have

(mobile phone, security token), and something you are (fingerprint, face

recognition).
e N 2 N e N 7 = 3 N
1. USER LOGIN 2. SOMETHING 3. SOMETHING 4. SOMETHING 5. ACCESS
REQUEST YOU KNOW YOU HAVE YOU ARE GRANTED
(Optional)
(CEC
. @ 123 456 rmj
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als 5 lemd B PN b
d — i Cee) a LA o
User enters User enters User enters OTP User verifies using
username to password or PIN. received on mobile biometric such as All factors verified
access the or generated by an fingerprint or successfully.
application. @ authenticator app. face recognition. User is granted
access.
First factor Second factor Third factor
verified. verified. verified.
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= Security Question Smart Card Iris, Voice Reduces risk of unauthorized access :
: Ensures compliance with DPDPA :
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Figure 9.3 — Multi-Factor Authentication
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BEST PRACTICES
Enable MFA for all privileged users

Protect VPN access

41
[ ]

Secure cloud applications

Use phishing-resistant authentication where possible

ISO/IEC 27001:2022 Mapping: A.5.17 Authentication Information * A.8.5
Secure Authentication

9.4 Logging and Monitoring

Security logs provide visibility into activities occurring within systems and
applications. Effective logging enables organizations to detect suspicious

behavior, investigate incidents, and demonstrate compliance.

Important Logs
* User Login

Failed Login Attempts

File Access

Database Access

Administrative Changes

Network Events
* Security Events
Organizations should continuously monitor unauthorized access attempts,
malware activity, privilege escalation, data exfiltration, and unusual user
behavior. A Security Information and Event Management (SIEM) solution

helps centralize and analyze logs in real time.

BEST PRACTICES
* Synchronize system time

* Protect logs from alteration
* Retain logs based on policy

* Review critical alerts daily
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ISO/IEC 27001:2022 Mapping: A.8.15 Logging * A.8.16 Monitoring Activities
* A.8.17 Clock Synchronization

9.5 Logging and Monitoring

Effective logging and monitoring are critical components of an organization's
cybersecurity and privacy program. Every system, application, database,
network device, and cloud service generates security logs that record user
activities, system events, configuration changes, and access to sensitive
information. These logs provide visibility into organizational activities and help
detect unauthorized access, policy violations, and potential cyber threats.

The logging process begins with collecting events from multiple sources,
including servers, applications, databases, network devices, cloud platforms, and
user endpoints. These logs are securely transmitted to a centralized log
repository or Security Information and Event Management (SIEM) platform,
where they are aggregated, correlated, and analyzed in real time. The SIEM
identifies suspicious patterns such as repeated failed login attempts, privilege
escalation, malware activity, unusual data transfers, or unauthorized
configuration changes. When predefined thresholds or security rules are
triggered, automated alerts are generated and sent to the Security Operations
Center (SOC) or Incident Response Team for investigation and remediation.

Organizations should ensure that logs are accurate, protected against tampering,
synchronized using a common time source, and retained according to regulatory
and business requirements. Regular monitoring of security events enables faster
detection of incidents, supports forensic investigations, demonstrates
compliance with DPDPA and ISO/IEC 27001:2022, and provides valuable
evidence during security audits and data breach investigations.

Key Logging Sources
« User login and authentication logs
 Failed login attempts
« Application and web server logs
« Database access logs
« Administrative and configuration change logs
« Network device and firewall logs

« Endpoint security and antivirus logs

Navigating India’s Data Protection Law ¢ 115



« Cloud infrastructure and SaaS application logs

Benefits of Logging & Monitoring

« Detects suspicious and malicious activities in real time.

« Supports incident response, digital forensics, and root cause analysis.

o Enables compliance with DPDPA, ISO/IEC 27001:2022, and other
regulatory requirements.

« Provides complete visibility into user and system activities.

o Improves security posture through continuous monitoring and early

threat detection.

Key Message: Logging records what happened, while monitoring helps identify threats
as they occur. Together, they enable organizations to detect, investigate, and respond to

security incidents quickly while maintaining accountability and compliance.

Figure 9.5 - Logging & Monitoring
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[ v Effective logging and monitoring are critical for data protection, threat detection, and compliance under DPDPA. ]

Figure 9.5 — Logging & Monitoring
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9.6 Backup Strategy

Organizations should implement a comprehensive backup strategy to ensure
that personal data remains available and recoverable in the event of hardware
failures, cyberattacks, accidental deletion, or natural disasters. A robust backup
program should include regular backups, encrypted storage, offsite or cloud
replication, and periodic restoration testing to verify that backups can be
successfully recovered when needed.

A widely accepted best practice is the 3-2-1 Backup Rule, which recommends
maintaining three copies of data (one production copy and two backup
copies), storing them on two different types of storage media, and keeping
one copy offsite or offline to protect against ransomware and catastrophic
failures.

Organizations should also define clear Recovery Time Objectives (RTO) and
Recovery Point Objectives (RPO), automate backup schedules, restrict access
to backup repositories, and continuously monitor backup jobs for failures.
Regular restoration drills should be conducted to ensure business continuity and

compliance with DPDPA requirements.

Key Message:
A backup is valuable only if it can be successfully restored. Regular testing, encryption,
and secure offsite storage are essential to maintaining the confidentiality, integrity, and

availability of personal data.

Types of Backups
 Full Backup
* Incremental Backup

* Differential Backup

3-2-1 BACKUP RULE
* 3 Copies of Data

2 Different Storage Media
1 Offsite or Offline Copy
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Best Practices

o Follow the 3-2-1 Backup Rule.

o Encrypt all backup data.

« Store at least one backup copy offline or in immutable storage.

« Test backup restoration periodically.

« Automate backup schedules and monitor failures.

« Protect backup repositories using Role-Based Access Control (RBAC) and
Multi-Factor Authentication (MFA).

o Document and review RTO and RPO requirements regularly.

Figure 9.6 - Backup Strategy
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BEST PRACTICES KEY BENEFITS

@ Bocrypealikachy, @ Ensures business continuity and resilience.

@ Automate backups and monitor success.

@ Test backup restoration regularly. @ Enables quick recovery from data loss, corruption or attacks.

@ Define and document RTO and RPO. @ Helps meet compliance and legal requirements.

@ Retain backups as per data retention policy. . . .

@ Protect backup access with least privilege. @ Protects against ransomware and accidental deletion.
- 7 N J
[ ' A strong backup strategy ensures your data is recoverable, available, and protected under all circumstances.

Figure 9.6 — Backup Strategy

BEST PRACTICES

* Encrypt backups

Test restoration regularly

* Maintain immutable backups
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* Document Recovery Time Objective (RTO) and Recovery Point
Objective (RPO)

ISO/IEC 27001:2022 Mapping: A.S.13 Information Backup

9.7 Vulnerability Management

Cyber threats evolve continuously. Organizations must proactively identify and

remediate vulnerabilities before attackers exploit them.

Vulnerability Management Lifecycle
Asset Discovery

Vulnerability Scanning

Risk Assessment

Patch Management

Verification

AN

Continuous Monitoring

Figure 9.7 - Vulnerability Management Cycle
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Figure 9.7 — Vulnerability Management Cycle
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BEST PRACTICES
* Conduct regular vulnerability assessments
¢ Perform penetration testing

* Apply security patches promptly

Track remediation status

e Prioritize critical vulnerabilities

ISO/IEC 27001:2022 Mapping: A.8.8 Management of Technical Vulnerabilities
* A.8.9 Configuration Management

9.8 Secure Development

Security should be integrated into every stage of the Software Development Life
Cycle (SDLC), following a DevSecOps approach.

Secure SDLC Phases
* Requirements
* Secure Design
e Secure Coding
* Code Review
* Security Testing
e Deployment
* Maintenance
Security Practices
e Threat Modelling
* Secure Coding Standards
* Static Application Security Testing (SAST)
* Dynamic Application Security Testing (DAST)
* Dependency Management
* Secure API Development

Navigating India’s Data Protection Law ¢ 120




Figure 9.8 — Secure SDLC (DevSecOps Approach)
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@ Reduces security vulnerabilities and data breaches

@ Protects personal data throughout the lifecycle

@ Ensures compliance with DPDPA and other regulations

@ Builds secure and trustworthy applications

@ Improves quality and reduces remediation cost

U Security is everyone's responsibility. Integrate security into every phase of SDLC.

Figure 9.8 — Secure SDLC

ISO/IEC 27001:2022 Mapping: A.8.25 Secure Development Life Cycle * A.8.26

Application Security Requirements

9.9 Data Retention & Deletion Policy

e A.8.28 Secure Coding * A.8.29 Security Testing

Organizations often rely on third-party vendors such as cloud providers, payroll

processors, software vendors, and I'T service providers that may process or access

personal data. Therefore, it is essential to establish a structured vendor risk

management program to ensure that these vendors implement appropriate

security and privacy controls in compliance with the DPDPA.
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Figure 9.9 - Data Retention & Deletion Policy Lifecycle
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Figure 9.9 — Third-Party Security

The lifecycle begins with vendor due diligence, where organizations assess the

vendor's security posture, certifications, privacy practices, regulatory
compliance, and overall business risk. Based on this evaluation, suitable
vendors are selected and formal agreements are executed, clearly defining
breach notification

security responsibilities, confidentiality obligations,

requirements, audit rights, and data protection commitments.

Vendor risk management is a continuous process rather than a one-time
activity. Organizations should regularly monitor vendor performance, conduct
periodic security reviews, verify compliance certifications, and reassess risks
throughout the contract period. Any identified security issues should be

tracked until appropriate corrective actions are implemented.

Maintaining documentation such as risk assessments, contracts, monitoring
reports, audit findings, and remediation records demonstrates accountability
and supports regulatory compliance. An effective third-party risk management
program reduces supply chain risks, protects personal data, and strengthens

overall organizational security.
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9.10 Third-Party Security

Organizations often share personal data with vendors, cloud providers, payroll
processors, marketing agencies, and other service providers. A security weakness

in a third party can expose the organization’s data.

Vendor Risk Management Process

* Vendor Due Diligence

* Security Assessment

* Contract Review

* Data Processing Agreement (DPA)

* Periodic Audit

¢ Continuous Monitoring

Organizations frequently engage third parties such as cloud service providers,
payroll processors, I'T service providers, software vendors, and business partners
to support their operations. Since these vendors may access, process, or store
personal data on behalf of the organization, they can introduce significant
privacy and cybersecurity risks. A structured Third-Party Risk Management
(TPRM) program helps ensure that vendors maintain appropriate security
controls throughout the business relationship and comply with DPDPA

requirements.

The lifecycle begins with establishing a vendor risk management frameworlk,
identifying critical vendors, and defining the organization's risk appetite and
governance responsibilities. Before onboarding a vendor, a comprehensive due
diligence assessment should be conducted to evaluate the vendor's security
posture, privacy practices, certifications (such as ISO/IEC 27001 or SOC 2),
financial stability, and regulatory compliance. Based on the assessment results,
vendors are selected using predefined risk criteria, business requirements, and

management approval.
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Figure 9.10 - Third-Party / Vendor Risk Management Lifecycle
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Once a vendor is selected, organizations should execute a Security Agreement
or Data Processing Agreement (DPA) that clearly defines security obligations,
confidentiality requirements, breach notification timelines, audit rights, service
level commitments, and DPDPA compliance responsibilities. Vendor oversight
should not end after onboarding. Organizations must continuously monitor
vendor performance through periodic security reviews, reassessments,
certification validation, audit reports, vulnerability disclosures, and incident
monitoring. Any identified risks should be tracked until appropriate corrective

actions are implemented.

Throughout the lifecycle, all activities—including due diligence reports,
contracts, risk assessments, monitoring results, audit findings, and remediation
actions—should be documented and retained as evidence of compliance. A well-
governed third-party risk management program strengthens supply chain
security, reduces the likelihood of data breaches, enhances regulatory
compliance, and ensures that personal data remains protected even when

processed by external service providers.
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Key Message: Vendor security is an extension of organizational security. Continuous
due diligence, contractual safeguards, and ongoing monitoring are essential to protecting
personal data and maintaining DPDPA compliance throughout the vendor lifecycle.

BEST PRACTICES

¢ Perform vendor security assessments

Include DPDPA obligations in contracts
Review SOC 2/ISO 27001 certifications

* Monitor vendor performance

41
[ ]

Assess subcontractors where applicable

ISO/IEC 27001:2022 Mapping: A.5.19 Information Security in Supplier
Relationships * A.5.20 Supplier Security Agreements ¢ A.5.21 ICT Supply Chain
o A.5.22 Supplier Monitoring * A.5.23 Security for Cloud Services

SECURITY SAFEGUARDS CHECKLIST

Before processing personal data, verify:

e Data is encrypted at rest and in transit

* Role-based access controls are implemented
* MFA is enabled for privileged accounts

=
=
°

e Regular backups are tested

Security logs are collected and monitored

* Vulnerability scans and patching are performed
* Secure development practices are followed

* Third-party security assessments are completed
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DPDPA & ISO/IEC 27001:2022 Mapping

Security Safeguard ISO/IEC 27001:2022 Annex A
Control

Encryption A.8.24, A.8.25

Identity & Access Management A.5.15-A.5.18

Multi-Factor Authentication AS5.17,A.8.5

Logging & Monitoring A.8.15-A.8.17

Backup & Recovery A.8.13

Vulnerability Management A.8.8, A.8.9

Secure Development A.8.25-A.8.29

Third-Party Security A.5.19-A.5.23

DID YOU KNOW?

Did You Know? #1

More than 80% of successful cyberattacks exploit weak passwords,
9 unpatched systems, or compromised credentials. Implementing

MFA, timely patch management, and continuous monitoring

significantly reduces this risk.

DID YOU KNOW?

Did You Know? #2

Encryption protects data even if a device is lost or stolen. However,
9 poor encryption key management can render strong encryption

ineffective, making key protection just as important as encrypting

the data itself.
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CASE STUDY
Ransomware Attack on a SaaS Startup

A SaaS company stored customer personal data in a cloud

database. The organization had weak password policies, no MFA

for administrators, infrequent patching, and backups that had

never been tested. A ransomware attack encrypted production

systems and deleted accessible backups. Customer services were
@ unavailable for several days, and personal data was exposed.

Findings
* MFA was not enabled for privileged accounts.
* Ciritical vulnerabilities remained unpatched.

Backup restoration had never been tested.

Logging was insufficient to identify the attack timeline.

Vendor access controls were poorly managed.

Lessons Learned
* Enable MFA for all privileged users.

* Maintain a formal vulnerability management program.

Test backup restoration regularly.

Monitor logs continuously through a SIEM solution.

Assess third-party security before sharing personal data.

KEY TAKEAWAYS

* DPDPA requires organizations to implement reasonable
security safeguards to protect personal data.

e Security should combine technical, administrative, and
organizational controls.

o * Encryption, IAM, MFA, logging, backups, vulnerability
management, secure development, and third-party security
are essential components of a robust privacy program.

e Continuous monitoring, regular testing, and documented
governance demonstrate accountability and support
compliance with both DPDPA and ISO/IEC 27001:2022.
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Assessment Questions (Objective Type)

Q1. Which security control protects data by converting it into an unreadable
format?

A) Logging
B) Encryption
C) Backup
D) Monitoring

Q2. What is the primary purpose of Multi-Factor Authentication (MFA)?
A) Compress data
B) Improve network speed
C) Add an additional layer of identity verification
D) Replace encryption
Q3. Which ISO/IEC 27001:2022 Annex A control addresses information
backup?
A) A8.13
B) A5.15
C) A8.24
D) A5.19

Answer Key: 1.B 2.C 3. A
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Chapter 10

Data Breach Management

Responding Effectively to Personal Data Breaches under the Digital Personal Data
Protection Act, 2023 (DPDPA).

LEARNING OBJECTIVES
e Understand the data breach lifecycle.

e Detect and classify security incidents.
e Implement effective containment strategies.
¢ Conduct structured investigations.
* Meet DPDPA breach notification obligations.
* Recover securely from incidents.
* Capture lessons learned for continuous improvement.

* Use a practical Incident Response Checklist.

Introduction

No organization is immune to cyber incidents. Whether caused by ransomware,
phishing, insider threats, cloud misconfigurations, or accidental disclosures,
personal data breaches can significantly impact individuals and organizations

alike.

The Digital Personal Data Protection Act, 2023 (DPDPA) requires
organizations (Data Fiduciaries) to implement appropriate security safeguards
and notify the appropriate authorities and affected Data Principals whenever a

personal data breach occurs, as prescribed.
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A mature Data Breach Management Program focuses not only on responding
quickly but also on minimizing business disruption, protecting affected

individuals, and preventing future incidents.

10.1 Understanding a Personal Data Breach

Figure 10.1 — Data Breach Incident Lifecycle
e N
0 Establish policies, roles,
processes and tools.
PREPARE Train teams and test
incident response plan.
. * J
' R
9 Identify suspicious or
unauthorized activity
DETECT INCIDENT through monitoring,
L * J alerts or reports.
e N
9 Limit the impact by
isolating affected systems,
CONTAIN THREAT blocking access and
" * ) preventing spread.
s A
o Determine root cause,
scope of breach and
INVESTIGATE data involved. Collect
and analyze evidence.
S * J
£ e —
< Ll £ sfeced il
COMMUNICATE required. Communicate
ke, ) internally and externally.
f\ ( ) Restore systems and data,
RECOVER SYSTEMS validate integrity and
resume business
- * -~/ operations securely.
s I ) Review the incident,
—_— LESSONS LEARNED identify improvements
" ) and update controls
+ and processes.
N .
/ 5 Strengthen security
\, CONTINUOUS posture and enhance
4 IMPROVEMENT lraparatinass foe
6/ L ) futureincidents.

Figure 10.1 — Data Breach Incident Lifecycle
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A personal data breach is any security incident resulting in the unauthorized

access, unauthorized disclosure, loss, alteration, destruction, theft, or accidental

exposure of personal data.

Examples

* Employee laptop containing customer information is stolen.

HR database is accessed by unauthorized users.

Cloud storage bucket is publicly accessible.

Customer information is emailed to the wrong recipient.

Ransomware encrypts employee records.

Not every cyber incident is a personal data breach, but every suspected breach

involving personal data must be investigated promptly.

10.2 Detection

Early detection significantly reduces the impact of a breach. Organizations

should continuously monitor systems for unusual activities.

Figure 10.2 - Types of Personal Data Breaches

[ a PERSONAL DATA BREACH ]

v

v

v

s A

@ CONFIDENTIALITY LOSS
disclosure of personal data

Unauthorized access or
| J

—

INTEGRITY LOSS
Unauthorized alteration
or tampering of data

S

J

AVAILABILITY LOSS
Loss or unavailability
of personal data

r —
Unauthorized access
by hackers

Data sent to
wrong recipient

Lost or stolen
devices / documents

Publicly exposed cloud
storage or databases

Insider unauthorized
disclosure

Unauthorized modification
of personal data

— Data falsification
or manipulation

7

X System or application
\_& tampering

Malicious code altering
records or transactions

~

Data deletion
(accidental or malicious)

Ransomware encrypting
data and systems

System failure or
hardware crash

Natural disasters
or power outages

Denial of Service (DoS)
attacks

Figure 10.2 — Types of Personal Data Breaches
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Common Detection Sources

Security Information and Event Management (SIEM)
Endpoint Detection & Response (EDR)

Firewall alerts

Intrusion Detection Systems (IDS/IPS)

User complaints

Vendor notifications

Threat intelligence feeds

Internal audits

SOC monitoring

Indicators of Compromise

Multiple failed login attempts
Unusual outbound network traffic
Unexpected administrator accounts
Unauthorized database queries
Disabled security software

Large data downloads

Suspicious emails

Unusual cloud activity

BEST PRACTICES
* Enable centralized logging
* Configure real-time alerts
* Conduct continuous monitoring

* Encourage employees to report suspicious activities immediately
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10.3 Containment

Once an incident is confirmed, the priority is to prevent further damage.

s 2
—_— INCIDENT CONFIRMED Vaah EXAMPLES OF CONTAINMENT ACTIONS &4
Incident validated by the 1
; 1
Incident R T 3 3
L D eshonTa oA ) : D Endpoint Isolation
¢ i ° Disconnect infected laptops,
( desktops, or mobile devices.
g ISOLATE SYSTEMS I ____________? _________________
. Disconnect affected systems :
5 from network to prevent : @l Network 'C.ontrols
further spread. \ 6 Block malicious IP addresses,
~ ; / / domains, and suspicious traffic.
e : """""""""""""""""
DISABLE ACCESS i Account Actions
Disable compromised user : ° Disable accounts, reset
Repeat and @ accounts and revoke ; passwords, revoke tokens.
strengthen administrator privileges. [ I N
containment \ | .
as needed ¢ : Data Protection
( PRESERVE EVIDENCE ] a Revoke database access,
— 1 : disable external sharing.
Q Collect and preserve logs, [ B S e
_— memory, and system data } 5
A RS Service Management
for investigation. 1
\ L J 1 @ Stop affected services or
» ¢ - E processes temporarily.
CONTINUE MONITORING : —g e
Monitor systems and network 1 |= Comm}Jnlcatlon
j:@ traffic for any additional I = O Inform internal teams and
malicious activity. | service owners.
- J Moo o o e W
Figure 10.3 — Containment Actions
Figure 10.3 - Incident Detection Flow
s N .
COMMON DETECTION SOURCES 1. SECURITY EVENT
» = A_ An event or alert is
AN SIEM / Log = generated from one
Q Monitoring or more sources.
L J
Endpoint / Network (
Security Alerts 2. ALERT GENERATED
______________________ Alert is triggered based
@“ Firewall / IDS / IPS . °r:‘ de:'"lzd rules and
thresholds.
5 K x )
User / Employee e *
Reports 3. INITIAL REVIEW
—————————————————————— ‘ Security team reviews
O Cloud / Vendor the alert to validate
A Notifications its relevance.
______________________ \. J
o " v FALSE POSITIVE /
v— Threat Intelligence - N
7=]  Feeds 1 4. INCIDENT CONFIRMED? No BETABLINGIA Foy
---------------------- V= Is this a valid security Document the findings
Internal Audit / incident? and close the. alert..
Compliance Checks L J Update rules if required.
—————————————————————— YES
Customer / Partner - v
Reports 0@ ¢ 5. INCIDENT CONFIRMED
- J &@RR Activate Incident Response Team
and start response process.

Figure 10.3 — Incident Detection Flow
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Immediate Containment
¢ Disconnect infected devices

Disable compromised accounts

Block malicious IP addresses

Isolate affected servers

Disable unauthorized access

Long-Term Containment
* Apply security patches

Change passwords

Rotate encryption keys

Increase monitoring

Strengthen access controls
Objectives

 Stop data loss

* Preserve evidence

* Minimize business disruption

¢ Prevent lateral movement

10.4 Investigation

A structured investigation helps determine what happened, when, how, which
systems were affected, what personal data was involved, how many individuals
were impacted, whether the breach is ongoing, and what corrective actions are
required.
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INVESTIGATION
PRINCIPLES

OBJECTIVE &
IMPARTIAL
CONFIDENTIAL &
SECURE

+—| THOROUGH &
v—] SYSTEMATIC

EVIDENCE
BASED

WELL
DOCUMENTED

) —
-

Sm g e

-
@ COLLECT EVIDENCE
Identify, acquire and preserve digital
evidence from affected systems.

v

e ANALYZE LOGS

Review and analyze logs, alerts and
system data to understand what happened. )

v

Q IDENTIFY ROOT CAUSE

Determine how the incident occurred

and the initial point of compromise.

v

0 DETERMINE IMPACT

Assess the scope and impact of the

breach on systems and data.

v

e DOCUMENT FINDINGS

Document all findings, evidence and

analysis clearly and accurately.

v

Q RECOMMEND ACTIONS

Provide corrective actions and preventive

measures to avoid future incidents.

( « Collect logs, files, memory,
disk images, emails, etc.
+ Ensure chain of custody
L « Preserve integrity of evidence

[+ Correlate events and timelines
« |dentify suspicious activities
L * Use forensic and monitoring tools

[« Analyze attack vectors
« Identify vulnerabilities exploited
L * Determine contributing factors

« Identify affected systems
« Determine personal data involved
« Estimate number of individuals impacted

« Create investigation report
« Include timeline, indicators, impact
* Maintain evidence references

[« Recommend remediation steps
« Strengthen security controls

Figure 10.4 — Investigation

Investigation Activities

Review logs

Collect forensic evidence

Interview employees

Analyze malware (if applicable)

Identify root cause

Assess business impact

Document timeline

Preserve chain of custody

Investigation Team

Incident Response Team

Information Security

IT Operations
Legal

Privacy Officer / DPO

HR (if insider involvement)

External forensic experts (if required)

L * Update policies and procedures

" legal and regulatory requirements

[ ... Note: Maintain confidentiality and follow ]

throughout the investigation.
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10.5 Notification
Timely notification is essential under the DPDPA. Where a personal data
breach occurs, organizations should notify the Data Protection Board of India

and affected Data Principals, as required under applicable rules.

s N\
. o BREACH CONFIRMED :’ Assess details of the breach ‘:
[5 |« Nature of the breach
\\ Incident investigation confirms a personal .: « Date and time detected !
data breach. 1+ Type of personal data involved |
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i 2 §: e _- -------------------------- \
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Vi organization to determine notification 5 Num o hdivEgle e?te ! undue delay as
STE I« Likely consequences and risks ! v
L obligations. ) S Ve i N TS NSNS ! required by law.
) i " RS

+ Nature of the breach

TRANSPARENT
. 0 PREPARE NOTIFICATION CONTENT « Datajiiwolved and ntimbanaf indlidiats Provide clear,
—_ @ accurate and
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Prepare clear, accurate and complete |« Likely consequences
information for notification. |+ Actions taken and recommended steps
|« Contact details for assistance

v B N e ol S B R INDIVIDUAL-CENTRIC
( B ( \ N —
i Regulatory notification i Communicate in simple
o NO,TIFY AUTHORIT.IES " —dl « Submit within the prescribed timeline | language and offer
Notify the Data Protection Board of India '« Provide all required information | practical guidance.
L as prescribed under the DPDPA. ) |« Cooperate with inquiries S [ U ——
v P S e S W e , CONFIDENTIAL
( 0 1 Communicate clearly 1 Share information
© NOTIFY DATA PRINCIPALS |+ What happened 5 only on a strict
8 % Communicate the breach to affected ® - Whatdataisinvolved : need-to-know basis.
1
|
)

{
individuals without undue delay. i * Stepsindividuals can take
L 3 \ * Support and contact information N DOCUMENTED

* ________________________________ Maintain records of all

/7 notifications and
@ = o INTERNAL COMMUNICATION « Executive Management / Board (as required)

[

)

I communications.
Inform internal stakeholders on a need- !« Legal, Security, Privacy & IT Teams

to-know basis. \ =+ Customer Support / PR (as required)

[ Note: Follow the timelines and requirements prescribed under the Digital Personal Data Protection Act, 2023 and the rules issued thereunder.

Figure 10.5 — Notification Process

Notification Should Include

* Nature of the breach

* Date and time detected

 Categories of personal data involved

* Number of affected individuals (if known)

* Likely consequences

* Immediate actions taken

* Measures individuals should take to protect themselves

* Contact details for further assistance
Internal Communication — Inform:

* CEO

e Board (where appropriate)

* Privacy Officer
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Legal Team

Information Security Team
Public Relations

* Customer Support

External Communication — May include:
* Data Protection Board
* Data Principals
* Regulators (where applicable)
* Business partners

* Law enforcement (if criminal activity is suspected)

10.6 Recovery

Recovery restores normal operations while ensuring systems are secure.

Recovery Activities
* Restore systems from clean backups
* Validate data integrity
* Remove malware
* Apply security patches
* Reset passwords
¢ Re-enable services
* Monitor for recurring threats

 Verify security controls
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o CONTAINMENT COMPLETE I« Confirm systems are isolated

------ 1] + Verify malicious activity has stopped

no further unauthorized activity exists. !+ Obtain approval to begin recovery

v

e SYSTEM RESTORATION

Ensure the threat is contained and

RECOVERY CHECKLIST

\
* Restore from verified backups , Backups restored
______ 1 evetemsitf requi i []
Restore systems and data from clean, <+ Rebuild systems if required ! @ . and verified
I
i

trusted backups. i+ Ensure configurations are correct

% FEAn AT A s AR AR

© SECURITY VALIDATION I+ Scan for malware and vulnerabilties
Validate that systems are clean, secure [=====1 « Verify integrity of data and applications

and functioning as expected.
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i
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@

|
|
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‘ Patches and
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% o APPLY REMEDIATION « Apply security patches
%
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______ 4 7
Address the root cause and close 3 Remove malware and unwanted files
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J & i Bt = e Rl o S e s 7 Passwords and
* @ keys reset

© RESTORE SERVICES + Start critical services first
------ 4« Monitor application functionality

Gradually bring business services | 5
: « Ensure users can access services

000 Users and stakeholders

back to normal operations.
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( ‘ N SRS R R T S E R T R ||
@ MONITOR & VERIFY !+ Monitor logs and alerts 5 e
Monitor systems closely toensure ~ ["777 4+ Watch for abnormal activity ) ohitonng;an
stability and security. !+ Verify performance and stability ' A alerts enabled
( N ’ \
o RECOVERY CONFIRMATION E « Confirm all systems are stable 1 EI Recovery documented
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Confirm full recoveryandclose [~ 4« Obtain stakeholder sign-off ! and approved
the incident. 1 . Document recovery completion ! % 3
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[ Note: Recovery is not complete until systems are secure, stable, and business operations are fully restored and verified. ]

Figure 10.6 — Recovery Process

RECOVERY CHECKLIST
* Backup restored
* Vulnerabilities fixed
* Monitoring enabled
* Business services restored
* Users informed

* Security validated

10.7 Lessons Learned

Every incident should improve organizational resilience. Conduct a formal Post-
Incident Review within a reasonable period after recovery.

Review Questions
* What caused the breach?
¢ Could it have been detected earlier?
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* Were response procedures effective?

Were notifications timely?
Which controls failed?

* What improvements are required?

* Are policies and training adequate?
Continuous Improvement — Update:

* Incident Response Plan

* Risk Register

* Security Controls

* Awareness Programs

* Vendor Requirements

* Technical Configurations

* Monitoring Rules

10.8 Continuous Improvement Life Cycle

Effective data breach management does not end when systems are restored.
Every security incident provides an opportunity to strengthen the organization's
security posture, privacy practices, and compliance framework. A structured
Continuous Improvement Cycle ensures that lessons learned from incidents are
translated into measurable improvements across people, processes, and

technology.

The cycle begins with a post-incident review, where the organization analyzes
what happened, how the breach occurred, and how effectively the response plan
was executed. The findings help identify security gaps, process weaknesses, and

opportunities for improvement.

Based on these findings, the organization should implement corrective actions
such as updating policies and procedures, enhancing technical controls,
strengthening access management, improving monitoring capabilities, and
refining incident response processes. Employee awareness and role-based
training should also be updated to address the root causes identified during the

investigation.

Before considering the improvements complete, organizations should validate
their effectiveness through tabletop exercises, incident simulations, vulnerability
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assessments, and periodic reviews. These activities ensure that the implemented
controls function as intended and that response teams remain prepared for

future incidents.

Finally, the updated controls, procedures, and lessons learned should be
integrated into the organization's governance framework, creating a cycle of
continuous learning and improvement. This proactive approach not only
reduces the likelihood and impact of future breaches but also demonstrates
accountability and supports ongoing compliance with the Digital Personal Data
Protection Act, 2023 (DPDPA).

Key Message: Every data breach should result in stronger security controls,
improved incident response capabilities, enhanced employee awareness, and
increased organizational resilience. Continuous improvement is fundamental to

building a mature privacy and cybersecurity program.

Figure 10.8 - Continuous Improvement Cycle
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[ Remember: Every incident is an opportunity to improve. Review, learn, and enhance continuously.J

Figure 10.8 — Continuous Improvement Cycle
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10.9 — Complete Incident Response Framework

Figure 10.9 - Complete Incident Response Framework
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Figure 10.9 — Complete Incident Response Framework

The Complete Incident Response Framework provides a structured, end-to-
end approach for managing personal data breaches under the Digital Personal
Data Protection Act, 2023 (DPDPA). It illustrates the eight essential phases of
incident response, ensuring that organizations can effectively prepare for,
respond to, recover from, and learn from security incidents involving personal
data.

The framework begins with Preparation, where organizations establish incident
response policies, assign roles and responsibilities, implement security
monitoring, and conduct regular awareness training and testing. Being well

prepared significantly improves response effectiveness during an actual incident.

Once suspicious activity is identified, the Detection phase focuses on validating
security alerts, identifying potential breaches, and activating the Incident
Response Team. This is followed by Containment, where affected systems are
isolated, compromised accounts are disabled, and evidence is preserved to

prevent further damage while maintaining forensic integrity.

Navigating India’s Data Protection Law ¢ 141



During the Investigation phase, organizations determine the root cause of the
incident, assess the scope of the breach, identify the personal data affected, and
document the findings. Based on the investigation results, the organization
proceeds with Notification, communicating with the Data Protection Board of
India, affected Data Principals, and other relevant stakeholders, as required

under the applicable provisions of the DPDPA and its rules.

The Recovery phase focuses on restoring systems from trusted backups,
validating system integrity, applying corrective measures, and safely resuming
business operations. Once recovery is complete, organizations conduct a
Lessons Learned review to evaluate the effectiveness of the response, identify

control weaknesses, and document improvement opportunities.

The final stage, Continuous Improvement, ensures that the findings from the
incident are incorporated into the organization's security governance
framework. Policies, procedures, technical controls, employee training,
monitoring mechanisms, and incident response plans should be continuously

updated to strengthen resilience against future threats.

This framework emphasizes that effective breach management is not a one-time
activity but an ongoing process requiring collaboration across management,
legal, privacy, information security, IT operations, human resources,

communications, and business teams.

Key Message: A mature Incident Response Framework enables organizations
to detect incidents quickly, minimize business impact, protect Data Principals,
meet DPDPA compliance obligations, and continuously strengthen their
cybersecurity and privacy posture through ongoing improvement

DID YOU KNOW?

Did You Know? #1

IBM’s Cost of a Data Breach Report consistently shows that
9 organizations detecting and containing breaches more quickly

generally incur significantly lower breach costs than those with

prolonged response times.
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DID YOU KNOW?

Did You Know? #2

Many data breaches are discovered not by attackers or automated
9 tools but through employees, customers, vendors, or business

partners. Regular awareness training and clear reporting channels

can greatly improve early detection.

CASE STUDY
Healthcare Provider Ransomware Incident

A healthcare organization experienced a ransomware attack after
an employee opened a phishing email. The malware encrypted
patient records and attempted to exfiltrate personal information.

Response
@ * Compromised systems isolated within 20 minutes.
* Incident Response Team activated.
* Backups verified and restored.
* Investigation identified phishing as the entry point.

* Notifications issued in accordance with applicable
requirements.

* Multi-Factor Authentication deployed organization-wide.
 Additional phishing awareness training conducted.

Lessons Learned
 Faster detection reduced business impact.
* Offline backups enabled rapid recovery.
* Employee awareness prevented repeat incidents.

* Improved email security reduced phishing risk.
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Template — Incident Response Checlkdlist

Activity

Incident
reported

Incident severity
classified

Incident
Response Team
activated

Affected systems
isolated

Evidence
preserved

Logs collected

Root cause
identified

Personal data
affected
identified

Impact
assessment
completed

Management
informed

Legal & Privacy
Officer consulted

Regulatory
notification
completed
(where required)

Status (V/X) Owner

Remarks
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Activity Status (v/X) Remarks

Data Principals
notified (where
required)

Systems restored

Security patches
applied

Passwords reset

Monitoring
enhanced

Post-incident
review
completed

Corrective
actions assigned

Incident
formally closed

KEY TAKEAWAYS
* Early detection is critical to minimizing the impact of a data

breach.

* Effective containment limits further damage while preserving
evidence.
o e Thorough investigations help identify root causes and
affected data.
* Timely notifications support regulatory compliance and
maintain stakeholder trust.

* Recovery should restore systems only after validating security
and data integrity.
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* Every incident should conclude with a documented lessons-

learned review and improvements to people, processes, and
technology.

Assessment Questions (Objective Type)

QIl. Which phase focuses on limiting further damage after a breach is
identified?

A) Detection

B) Containment
C) Recovery

D) Lessons Learned

Q2. Which activity helps identify the root cause of a breach?
A) Recovery
B) Investigation
C) Notification
D) Awareness Training
Q3. Which document should be updated after every significant incident?
A) Visitor Register
B) Incident Response Plan
C) Payroll Register
D) Purchase Order

Answer Key: 1.B 2.B 3.B
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PART IIl —
IMPLEMENTING DPDPA
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Chapter 11

Vendor & Third-Party Management

“Your organization’s data protection posture is only as strong as the weakest third party
that processes your personal data.”

LEARNING OBJECTIVES

* Understand vendor and third-party risks under the Digital
Personal Data Protection Act (DPDPA), 2023.

* Perform privacy-focused vendor due diligence.

 Establish legally compliant Data Processor Agreements.
e Conduct vendor privacy and security risk assessments.
¢ Continuously monitor third-party compliance.

* Manage cross-border data processing and transfers.

Introduction

Modern organizations increasingly rely on third parties for delivering business
services. Cloud providers, payroll processors, HR platforms, CRM vendors,
payment gateways, digital marketing agencies, logistics companies, consultants,
and Software-as-a-Service (SaaS) providers routinely process personal data on
behalf of organizations.

While outsourcing business functions may improve efficiency, the responsibility
for protecting personal data remains with the Data Fiduciary. A third-party
failure does not transfer legal accountability.

DPDPA requires organizations to ensure that every Data Processor handling

personal data provides appropriate security safeguards and processes data only
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under documented instructions. Effective Vendor & Third-Party Management

therefore becomes a critical pillar of privacy governance.

DATA FIDUCIARY

J i i
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Figure 11 — Third-Party Data Processing Ecosystem

11.1 Vendor Due Diligence

What is Vendor Due Diligence?

Vendor Due Diligence is the process of evaluating whether a third party has
adequate legal, technical, organizational, and security controls before sharing
personal data. Organizations should never share personal data with a vendor
solely based on cost or functionality — privacy and security capabilities should

be assessed before onboarding.
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o IDENTIFY VENDOR

Identify the third-party vendor
and the services to be provided.

J

© QUESTIONNAIRE

Send vendor due diligence
questionnaire and collect responses.

J

SECURITY ASSESSMENT

Evaluate security controls, certifications,
policies, and technical capabilities.

J

o PRIVACY REVIEW W

Review privacy practices, data handling,
retention, sub-processors and cross-border
data processing.

J

RISK RATING

Assess overall risk and assign
vendor risk rating (Low / Medium / High).

J

© APPROVAL

Approve the vendor and proceed
with contract execution and onboarding.

e k-
. J

CJO
©

b2
%

13

@

@%

[ —> Flow of Due Diligence --=-2 Leads to Vendor Onboarding ]

Figure 11.1 — Vendor Due Diligence Lifecycle

Legal Assessment

Company registration
Regulatory compliance
Litigation history
Privacy policy

Data protection commitments

Information Security Assessment

ISO 27001 Certification
SOC 2 Report
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e PCI DSS Compliance (where applicable)

* Security policies

* Vulnerability Management

* Incident Response capability

Operational Assessment

e Data locations

e Backup arrangements

* Disaster Recovery

* Employee background verification

* Access controls

Privacy Assessment

Personal data processed

Purpose of processing

Retention periods

Sub-processors

Cross-border processing

Consent handling

DUE DILIGENCE CHECKLIST

Business legitimacy
Financial stability
Security certifications
Privacy compliance
Incident history
References

Technical capability

Contractual readiness

11.2 Data Processor Agreements

A Data Processor Agreement (DPA) defines how personal data will be processed

by a third party. It establishes responsibilities, accountability, and contractual

safeguards between the Data Fiduciary and the Data Processor. Without a
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proper agreement, organizations expose themselves to legal and operational

risks.
e N i N )
1. PURPOSE 2. SECURITY 3. AUDIT RIGHTS
(0 Purpose and scope Technical and Right to audit,
of processing organizational inspect and obtain
personal data security measures compliance
to protect data evidence
\. . I J/ J/
- . DATA p 5
4. CONFIDENTIALITY PROCESSOR 5. BREACH
a Confidentiality AGREEMENT NOTIFICATION
obligations for the @ | Timely notice of
processor and its any personal data
personnel breach or security
—— incident
. ) / @ . )

7. DATA RETURN

0 6. SUB-PROCESSORS & DELETION
O Lol mbimosean | 1 1 l I I Return or securel
only with prior written D 8. OTHER PROVISIONS e l dyt
authorization « Duration and termination e
after the services
 Governing law end
\_ J e Liability and indemnity L y,
* Dispute resolution
2 D

FOUNDATION FOR TRUST & COMPLIANCE

A well-drafted Data Processor Agreement ensures accountability,
transparency and protection of personal data.

[ ——

Figure 11.2 — Data Processor Agreement Framework

Essential Clauses in a Processor Agreement
Scope of Processing — clearly define:

» Categories of personal data

* Processing activities

* Purpose

e Duration
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Confidentiality: vendor personnel must maintain confidentiality regarding all

personal data processed.

Security Measures — require implementation of:
* Encryption
* Access controls
« MFA
* Logging
* Secure backups
* Vulnerability management
Breach Notification — specify timelines for reporting:
* Security incidents
* Personal data breaches
e Unauthorized disclosures
Audit Rights — allow the organization to:
e Conduct audits
* Request evidence
* Review certifications
* Verify compliance
Sub-processors: the vendor should not appoint another processor without prior
authorization where contractually required.

Data Return and Deletion — upon termination:
* Return customer data

* Securely delete remaining copies

¢ Provide deletion confirmation

Minimum Contents of a DPA

Section Description ‘
Purpose Why data is processed

Categories Types of personal data

Security Technical & organizational controls
Confidentiality Employee obligations

Breach Notification Incident reporting requirements

Navigating India’s Data Protection Law ¢ 154



Section Description ‘
Audit Rights Customer verification rights
Sub-processors Approval and oversight

Secure disposal after contract

Data Deletion .
completion

11.3 Vendor Risk Assessments

Not all vendors present the same level of privacy risk. Organizations should
classify vendors based on the nature, volume, sensitivity, and criticality of the

personal data processed.

Low Risk — examples:
 Office stationery suppliers

* Training providers

* Courier services (limited data)
Medium Risk — examples:

* Recruitment agencies

 Payroll vendors

* Marketing agencies

* Background verification providers
High Risk — examples:

* Cloud hosting providers

* HRMS platforms

¢ CRM solutions

e Payment processors

* Healthcare service providers

* Identity verification platforms
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RISK LEVEL DEFINITIONS

CRITICAL RISK
Unacceptable level of risk.
Immediate action required.
Executive attention needed.

HIGH RISK

High exposure. Strong controls
and close monitoring required.

MEDIUM RISK

Moderate exposure. Additional
controls and periodic review
required.

© @ > @

LOW RISK
Acceptable level of risk.
Manage with standard
controls.

InRAST MEDIUM RISK HIGH RISK CRITICAL RISK
A
(Severe
business / /
regulatory Monitor and implement Strict controls and High priority management
impact) additional controls frequent monitoring and continuous monitoring
LOW RISK MEDIUM RISK HIGH RISK
Medium &L 3
(Moderate ' \ / /
impact
S Standard controls Monitor and implement Strict controls and
sufficient additional controls regular monitoring
LOW RISK LOW RISK MEDIUM RISK
Low 4
impact) /
Manage with standard Periodic monitoring Monitor and implement
processes basic controls
Low Medium High
(Unlikely) (Possible) (Likely)
N
LIKELIHOOD -

RISK RATING CONSIDERATIONS

« Volume and sensitivity of personal data

S

<~

« Regulatory and legal exposure

« Criticality of vendor to business operations + Vendor security maturity and history

* Geographical / cross-border processing

« Past incidents and compliance track record

Figure 11.3 — Vendor Risk Rating Matrix

Risk Assessment Criteria — evaluate:
* Volume of personal data
* Sensitive personal data (if applicable under other laws)
* Internet accessibility
 Third-party dependencies
* Regulatory exposure
* Incident history
* Security maturity

* Geographic location

Sample Vendor Risk Matrix

Risk Area Low Medium
Personal Data /

Volume

Internet Facing V4

Financial Impact

High
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Risk Area Low Medium High

Regulatory /
Impact

Cross-Border y
Processing

Business /
Criticality

11.4 Continuous Monitoring
Vendor management does not end after onboarding. Organizations should
continuously monitor vendors to ensure that privacy and security obligations

remain effective throughout the contractual relationship.

Annual Security Review — review:
e Certifications

Audit reports

* Penetration test summaries

* Compliance status
Performance Monitoring — track:

e SLA adherence

* Incident response times

* Availability

e Customer complaints
Compliance Monitoring — verify:

e Contract compliance

* Privacy commitments

* Regulatory updates

* Security improvements
Incident Monitoring — monitor:

e Data breaches

* Security incidents

* Vulnerabilities

e Public disclosures

Navigating India’s Data Protection Law ¢ 157



Monitoring Frequency

Vendor Risk Review Frequency
High Quarterly

Medium Half-Yearly

Low Annually

11.5 Cross-Border Considerations

Many organizations use global cloud platforms and international service
providers to process personal data, including cloud infrastructure, HR platforms,
email services, CRM solutions, and customer support platforms. When personal
data is processed outside India, organizations should ensure compliance with
DPDPA and any applicable government notifications regarding permissible

jurisdictions.

India Office

J

Cloud Platform
(Country A)

J

Backup Site
(Country B)

J

Support Team
(Country C)

Figure 11.5.1 — Cross-Border Data Flow

Navigating India’s Data Protection Law ¢ 158



3. BACKUP / DISASTER

1. DATA ORIGIN 2. PRIMARY PROCESSING RECOVERY 4. SERVICE SUPPORT 5. DATA PRINCIPAL
(India) (Country A) ACCESS (Any Location)
(Country B) (Country C)

ffe = B | @ el & 12| B

Transfer Transfer Transfer Access
Organization Cloud Platform /
(Data Fiduciary) Service Provider

Individual
(Data Principal)

Backup Site /
DR Location

Vendor Support
Team

i ' i i
H H H H

m————

« Replicated / backed !

 Rights under

« Data stored and

« Personal data « Support personnel

f } { \ { f i §

| | : : | E : |

| collected from ) | processed in i | updata for ! | access data for y | DPDPA can be

| Data Principals E | Country A 1 | resilience ! | maintenance / i | exercised

1 1 1 1 | 1 1 1 .

!« Lawful basis & ! !« Technical & | !« Data stored in ! 1 support ! I+ Access, correction,

E purpose defined | i organizational i E Country B ! E . :Ccess on need i i Ef:SU"e, lgrlevance
i i redressal

i « Consent / Notice i é safeguards applied | | « Retentionasper | i asls' N i i

I provided H | o Accessrestiicted | | policy | | * Logging & monitoring | e Transpar'en(‘

| | H 1 i ] | enabled ! | communication

Koccopnemacma e oo ) | V- ) i ) \ ) i

[ LEGEND —> DataFlow -=-=3 Restricted Access 6 Encrypted / Secure E“_] Key Controls / Considerations

KEY CROSS-BORDER CONSIDERATIONS

C

Execute Data Processor
Agreement with cross-border
clauses.

parency & il
Maintain records, monitor
transfers and review

periodically.

Ensure legal compliance Use appropriate safeguards
Sie Ensure transfers comply @ Implement strong security,
with DPDPA and applicable encryption, access controls

laws / notifications. and contracts.

@

Verify data locations
and jurisdictions
Understand where data

is stored and processed.

{ 1
} @ ber: You remain responsible for personal data, no matter where it is processed. |
{ }

Figure 11.5.2 — Cross-Border Work Flow

Cross-Border Due Diligence — organizations should verify:

* Country where data is stored
* Disaster Recovery locations
e Sub-processors
 Applicable laws
* Security certifications
* Encryption mechanisms
* Access by foreign personnel
Questions to Ask Vendors
* Where is customer data stored?
* Is data encrypted at rest and in transit?
* Which countries host backup data?
* Can support personnel access production data?
* Who owns encryption keys?
 Are subcontractors used?
* What happens after contract termination?

Navigating India’s Data Protection Law ¢ 159



BEST PRACTICES

* Maintain a register of all processors.

* Conduct privacy impact assessments for critical vendors.
* Review international data flows periodically.

* Ensure contracts address overseas processing.

¢ Verify compliance evidence annually.

VENDOR MANAGEMENT CHECKLIST
Before onboarding a vendor, verify:
* Due diligence completed
* Security questionnaire reviewed
* Privacy assessment performed
* Risk classified
¢ Data Processor Agreement signed
* Incident reporting obligations defined
e Data retention obligations documented
* Exit process established

¢ Annual review scheduled

Template — Vendor Privacy Assessment Register

Service Personal
Data
Processe
d
Customer
Cloud Infrastructur & . Ol-Jan-  Ol-Jan- .
Provider e Hosting Employee High Yes 2026 2027 Active
Data
Payroll Payroll Employee  Mediu 15-Feb-  15-Feb- .
Vendor ~ Processing  Data m Yes 2026 2027  Active
. . Customer . 20- 20-
Marketin | Email . Contact Mediu Yes Mar- Mar- Active
gAgency  Campaigns e m 2026 2027
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DID YOU KNOW?

Did You Know? #1

Many major data breaches have originated from compromised
third-party vendors rather than the primary organization. Strong
vendor governance can significantly reduce supply-chain security
risks.

DID YOU KNOW?

Did You Know? #2

International standards such as ISO/IEC 27001:2022 (Control
A.5.19 — Information Security in Supplier Relationships) and
ISO/IEC 27701 emphasize continuous supplier oversight,

reinforcing the same governance principles encouraged under the
DPDPA.

CASE STUDY
HR Software Vendor Breach

A growing technology startup outsourced employee payroll
processing to a cloud-based HRMS vendor. The vendor stored
salary records, PAN numbers, bank account details, and contact
information for over 800 employees. A cyberattack exploited an
unpatched vulnerability in the vendor’s application, exposing
employee data.

Investigation Findings
* No formal vendor security assessment had been conducted.

e The Data Processor Agreement lacked breach notification
timelines.

* Annual security reviews were not performed.

e The vendor had subcontracted services without notifying the
startup.
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Lessons Learned

Conduct comprehensive vendor due diligence before onboarding.

Execute robust Data Processor Agreements with clear security obligations.

Classify vendors based on privacy risk.

Perform regular compliance and security reviews.

Monitor sub-processors and cross-border data flows.

KEY TAKEAWAYS

The Data Fiduciary remains accountable for personal data
processed by third parties.

Vendor due diligence should assess legal, security,
operational, and privacy capabilities.

Every processor should operate under a documented Data
Processor Agreement.

Vendors should be risk-rated and monitored throughout the
engagement lifecycle.

Cross-border processing requires careful oversight of data
locations, sub-processors, and contractual safeguards.

Effective third-party governance strengthens compliance,
reduces breach risk, and builds trust.
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Assessment Questions (Objective Type)

Q1. Which document defines the obligations of a third party processing
personal data on behalf of an organization?

A) Service Level Agreement (SLA)

B) Data Processor Agreement (DPA)
C) Purchase Order

D) Non-Disclosure Agreement (NDA)

Q2. Which of the following should be assessed during vendor due diligence?
A) Security certifications
B) Privacy practices
C) Incident history
D) All of the above

Q3. High-risk vendors should generally be monitored:
A) Every five years
B) Annually only
C) Quarterly
D) Never after onboarding

Answer Key: 1.B 2. D 3.C
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Chapter 12

Documentation & Record Management

“If it isn’t documented, it didn’t happen.”

LEARNING OBJECTIVES

e Understand the importance of documentation under the
Digital Personal Data Protection Act (DPDPA), 2023.

* Differentiate between policies, procedures, registers, and
records.

* Create and maintain compliance documentation.
* Preserve audit evidence to demonstrate accountability.
* Implement an effective record retention program.

e Develop a Documentation Matrix for DPDPA
implementation.

Introduction

Documentation is the backbone of every successful privacy and compliance
program. While technical controls protect personal data, documentation
demonstrates that those controls are designed, implemented, and operating
effectively.

Under the DPDPA, organizations must be able to demonstrate accountability
by maintaining documented evidence of their compliance activities. Proper
documentation not only supports regulatory inspections but also enables

consistency, operational efficiency, and continuous improvement.

An organization with well-maintained records can confidently answer questions

such as:
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* What personal data is collected?
* Why is it collected?
* Who approved the process?

* Which controls protect the data?

e When will the data be deleted?

* How is compliance monitored?

Good documentation transforms compliance from a reactive exercise into a

repeatable and auditable business process.

12.1 Policies
What is a Policy?

A policy is a high-level statement approved by management that defines the
organization’s intentions, objectives, and commitments. Policies establish the

governance framework for protecting personal data and guide employees on

expected behavior.

Figure 12.1 - Documentation Hierarchy

Documentation flows from high-level governance to day-to-day records

that provide audit evidence of compliance.

— POLICIES
Strategic = High-level statements of intent
A 9 approved by management
v
o PROCEDURES
:: = Step-by-step instructions on
how policies are implemented

v

Detailed requirements, best practices
and supporting guidelines

. STANDARDS / GUIDELINES

v

| Ebl REGISTERS & TEMPLATES

Structured formats and repositories
= to track and manage data

v

v, i i i RECORDS & AUDIT EVIDENCE
Dseratibnl Operational records and evidence
(o} Ke] o]

demonstrating compliance

Figure 12.1 — Documentation Hierarchy
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Characteristics of a Good Policy
* Approved by management
* Easy to understand
* Reviewed periodically
¢ Communicated to employees
 Aligned with legal requirements
Typical DPDPA Policies
* Privacy Policy
* Personal Data Protection Policy
* Information Security Policy
* Data Classification Policy
e Data Retention Policy
* Incident Response Policy
* Vendor Management Policy
¢ Access Control Policy

BEST PRACTICES
 Assign policy owners.

* Define review frequency.
* Maintain version control.

* Archive previous versions.

12.2 Procedures

A procedure explains how a policy is implemented. It provides step-by-step
instructions for employees to perform activities consistently. While a policy
states what should be done, a procedure explains how to do it.

Examples
Policy Procedure ‘
Data Retention Policy Data Deletion Procedure
Privacy Policy Consent Collection Procedure

Personal Data Breach Handling

Incident Response Policy Procedure

Navigating India’s Data Protection Law ¢ 166



Procedure

Access Control Policy User Access Management Procedure

Typical DPDPA Procedures

¢ Consent Management Procedure
e Data Subject Rights Procedure

* Data Discovery Procedure

* Vendor Due Diligence Procedure

¢ Personal Data Breach Notification Procedure

* Secure Data Disposal Procedure

* Record Management Procedure

Benefits
¢ Consistency

¢ Reduced human errors
* Faster onboarding

e Audit readiness

[ ]

Better accountability

Documentation and records create a clear chain ot evidence tor accountability.

as part of the process.

Retained records that demonstrate
compliance and effectiveness.

( B ) — Example Evidence—
TH 1. POLICY By, Purpose « Approved Policy
= High-level statement ofintent [~~~ "7 Deﬁrfes WHAT T"US( be a°h'ef’9d' « Policy Document
approved by management. Provides direction and commitment. « Approval Sign-off
\ b, T J
F ) ) Purpose
i 2. PROCEDURE ’3‘ Defines HOW the policy * Procedure Document
Vi Step-by-step instructionson [T TT°7 fa) ﬂ requirements are fulfilled. * Process Flows
= how the policy is implemented. Guides consistent execution. « Work Instructions
\ ¢ J R ——
- S %
Purpose
3. PROCF§S o) O Transforms procedures into ihpeess Ma:s .
A set of activities perfformed [~~~ r‘l Ir] action through people, * System Conf gurations
to achieve the objective. systems and tools. * Roles & Responsibilities
§ —
2 P—
( Purpose
4 ACTIVITY | Daily execution of tasks ek L?gs
Tasks performed by individuals to ensure compliance * Checklists

with the process.

e 3 2 ——
Purpose
S.RECORD | Provides information that 5 Forrr\s
Information created or captured = documents what was done, * Registers
L as a result of the activity. by whom and when. « System Outputs
—
¥ R
Purpose .
6. AUDIT EVIDENCE « Audit Reports

Verifiable proof used during
audits, assessments or
regulatory inspections.

« Activity Reports
| —

* Logs & Screenshots
« Supporting Documents

| —
T - R R This chain snsures transparency, traceabiltyand A :
5 @ ACCOUNTABILITY & CONTINUOUS IMPROVEMENT | 101120 cheures wanepareney facea ﬁ' i

Figure 12.2 — From Policy to Evidence

Navigating India’s Data Protection Law ¢ 167



12.3 Registers

Registers are structured repositories used to track compliance-related
information. They help organizations demonstrate accountability and monitor

ongoing compliance activities.

Common DPDPA Registers
¢ Personal Data Inventory Register
* Record of Processing Activities (ROPA)
* Consent Register
* Data Principal Rights Register
e Data Breach Register
* Vendor Register
 Risk Register
* Asset Register
* Training Register
 Audit Register
* Retention Register
Benefits
* Centralized information
* Easier reporting
* Better governance
* Regulatory readiness

* Improved risk visibility
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Registers help organizations maintain structured information, monitor compliance
and demonstrate accountability under the DPDPA.

,_a 1. PERSONAL DATA
V) — INVENTORY REGISTER
v — Tracks personal data assets,
o data categories, sources,

and locations.

N\

2. RECORD OF
PROCESSING ACTIVITIES
(ROPA)

Documents processing
activities, purposes, legal
basis and data flows.

3. CONSENT REGISTER
Records consent captured,
purpose, method, date/time
and withdrawal status.

4. DATA PRINCIPAL
RIGHTS REGISTER
Tracks requests received,
action taken, timelines and
responses provided.

/  REGISTERS \

/ COMPLIANCE

Centralized records to
ensure transparency,

traceability and accountability
1

9. AUDIT REGISTER

Maintains internal / external
audit plans, findings,

r

N
5. DATA BREACH REGISTER
Records security incidents,

breach details, impact,
notifications and closure.

6. VENDOR REGISTER

Maintains details of third
parties, contracts, due
diligence and risk ratings.

7. RISK REGISTER

Tracks privacy and data
protection risks, assessment,
controls and treatment.

corrective actions and status.

8. TRAINING REGISTER
Records privacy awareness
and training sessions,
attendance and completion.

Figure 12.3 — Compliance Registers

12.4 Audit Evidence

Registers are evidence of accountability
and are essential during audits and
regulatory inspections.

Policies alone do not prove compliance. Organizations must retain evidence that

demonstrates controls are operating effectively. Auditors and regulators

typically ask organizations to show the policy approval, employee awareness

records, consent captured from customers, vendor agreements, breach

investigations, and deletion logs.
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Audit evidence demonstrates that controls are operating effectively and compliance

obligations are being met.

U

~

1. CONTROL IMPLEMENTED

Policy, procedure or control
is designed and implemented.
.

6. PRESENT DURING AUDIT
Evidence is provided to

auditors or regulators
to demonstrate compliance.

V) —
-

N
2. GENERATE RECORD
Activities are performed
and records are created

as evidence.

-

j

ACCOUNTABILITY

l

& ASSURANCE
Reliable evidence builds
trust and supports
compliance.

5. RETAIN AS EVIDENCE
Approved records are
retained as audit evidence
as per retention policy.

3. STORE SECURELY
Records are stored in a
secure, protected and
controlled repository.

4. REVIEW

Records are reviewed for
completeness, accuracy,
relevance and timeliness.

.l

D T T

EXAMPLES OF |
AUDIT EVIDENCE

E:'ﬁ

Approved Policies
and Procedures

o) (0] O Training Attendance
Records

Vendor Agreements
and Assessments

Incident/Breach
Reports

System Logs
and Reports

Data Deletion
Records

BEST PRACTICES
Ensure integrity, Define retention = —
—+ il 3
& confidentiality and «==s | periods and follow o Oo Restrict aAccess -
s swnas - q to authorized
authenticity of = === | the retention
X personnel only.
evidence. schedule.

Maintain traceability
and version
control.

Figure 12.4 — Evidence Collection Cycle

Management Evidence

Approved policies
Meeting minutes

Management review reports

Operational Evidence

Consent records
Access review reports
Risk assessments
Training attendance
Vendor assessments
Data inventory reports

Technical Evidence

System logs
Backup reports
Encryption reports

Vulnerability assessment reports
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* Security monitoring reports

BEST PRACTICES

 Store evidence securely.

* Maintain traceability.

Ensure authenticity.

* Restrict unauthorized modifications.

¢ Retain evidence according to policy.

12.5 Record Retention

Every record should have a defined retention period based on legal, regulatory,
contractual, and business requirements. Keeping records forever increases
storage costs, cyber risks, and privacy exposure. Deleting records too early may

result in legal or operational issues.

Create > = Store »> Retention » > Archive /
[ Record ] [ Classify ] [ Securely ] [ Period ] [ Review ] Destroy

Figure 12.5 — Record Retention Lifecycle

Factors Influencing Retention
 Legal obligations
* Regulatory requirements
* Contractual commitments
* Business needs
Litigation holds

* Audit requirements

Sample Retention Schedule
Record Type Retention Period ‘

Until withdrawal plus applicable

Consent Records .
legal retention

Current version with historical

Data Processing Register . :
versions as per policy
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Record Type

Vendor Agreements

Audit Reports

Security Incident Records

Employee Privacy Training Records

Retention Period

Contract period plus defined
archival period

As per organizational or regulatory
requirement

As per legal and organizational
requirements

Duration of employment plus
defined archival period

Disposal Methods
e Secure deletion
* Cryptographic erasure
* Physical destruction
* Secure shredding

 Certified disposal

Organizations should maintain disposal logs to demonstrate compliance.

Documentation Governance

Effective documentation management requires assigning ownership and

responsibilities.
Role
Board / Senior Management

Data Protection Officer / Privacy
Lead

Information Security Team

HR

Legal

Responsibility ‘

Approve key policies and oversee
governance

Maintain privacy documentation
and registers

Maintain security policies and
technical evidence

Maintain employee training and
awareness records

Review legal documentation and
contracts
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Role

Process Owners

Internal Audit

Responsibility

Maintain operational procedures
and records

Verify documentation completeness
and effectiveness

PRACTICAL CHECKLIST

Before considering your documentation complete, verify:
* Policies approved by management.

* Procedures documented and communicated.

* Registers maintained and updated.

* Audit evidence stored securely.

* Version control implemented.

* Record retention periods defined.

* Obsolete documents archived.

* Documentation reviewed periodically.

DID YOU KNOW?

Did You Know? #1

Many regulatory penalties arise not because organizations failed
to implement controls, but because they could not produce
evidence demonstrating that the controls were actually in
operation.
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DID YOU KNOW?
Did You Know? #2

Maintaining standardized document templates, version control,
and review schedules significantly improves audit readiness and
reduces the time required to respond to regulatory inspections.

CASE STUDY
Startup Preparing for a DPDPA Assessment

A SaaS startup claimed it had implemented DPDPA controls.
During an internal assessment, the following issues were
identified: the Privacy Policy was outdated, consent records were
stored inconsistently across systems, vendor agreements lacked
privacy clauses, no Data Breach Register existed, security
awareness training records were unavailable, and document
versions were not controlled.

Corrective Actions

* Established a centralized document repository.

* Assigned document owners.

* Implemented version control.

* Created compliance registers.

* Defined document review cycles.

* Maintained evidence for every control.

Key Takeaway: Within three months, the organization significantly

improved its audit readiness and reduced the time required to produce
compliance evidence.
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Template — Documentation Matrix

Document

Name

Owner

Review

Retention
Period

Status

Personal
Data
Protection
Policy

Consent
Management
Procedure

Personal
Data
Inventory
Register

Vendor Risk
Assessment
Register

Data Breach
Register

Data Subject
Rights
Register

Employee
Privacy
Training
Records

Internal
Audit
Reports

Policy

Procedure

Register

Register

Register

Register

Record

Audit
Evidence

Privacy Lead

Compliance
Team

Data Owner

Procurement

Information
Security

Privacy
Team

HR

Internal
Audit

Frequency

Annual

Annual

Quarterly

Quarterly

Ongoing

Ongoing

Ongoing

Annual

Current +
Archived
Versions

Current +
Archived
Versions

As per
Retention
Policy

As per
Retention
Policy

As per
Retention
Policy

As per
Retention
Policy

Duration of
Employment
+ Defined
Archive

As per
Organizational
Policy

Active

Active

Active

Active

Active

Active

Active

Active

Navigating India’s Data Protection Law ¢ 175




KEY TAKEAWAYS

Documentation demonstrates accountability under the
DPDPA.

Policies define governance, while procedures describe
implementation.

Registers provide structured records for compliance activities.
Audit evidence proves that controls are operating effectively.

A documented record retention program reduces legal and
operational risks.

Version control, ownership, and periodic reviews are essential
for maintaining reliable documentation.
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Assessment Questions (Objective Type)

Q1. Which document defines the organization’s high-level commitment to data
protection?

A) Register

B) Procedure
C) Policy

D) Audit Report

Q2. Which of the following is considered audit evidence?
A) Consent records
B) Training attendance

C) Risk assessment reports
D) All of the above

Q3. What is the primary purpose of a record retention schedule?
A) Increase storage
B) Reduce audit scope

C) Define how long records should be retained and when they should be
securely disposed

D) Replace policies

Answer Key: 1.C 2.D 3.C
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Chapter 13

DPDPA Implementation Roadmap

From Compliance Planning to Continuous Improvement.

KEY INSIGHT

“DPDPA compliance is not a one-time project—it is a continuous
g governance journey that combines people, processes, technology,
and leadership commitment.”

Implementing the Digital Personal Data Protection Act (DPDPA), 2023
requires organizations to follow a structured approach rather than attempting
to address every requirement simultaneously. A phased roadmap helps
organizations prioritize activities, allocate resources effectively, and

demonstrate measurable progress toward compliance.

Whether you are a startup, SME, or large enterprise, the five-phase
implementation model presented in this chapter provides a practical framework

for achieving and sustaining DPDPA compliance.

LEARNING OBJECTIVES
e Understand the five phases of DPDPA implementation.
* Plan a practical compliance program.
* Define responsibilities across business functions.
* Measure implementation progress.

* Establish a culture of continuous privacy improvement.
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Why a Roadmap is Important

Many organizations begin privacy initiatives by drafting policies or deploying
security tools. However, successful DPDPA implementation starts with

understanding the current state before designing governance and implementing

controls.

A structured roadmap helps organizations:

Reduce implementation risks

Prioritize high-risk areas

Allocate budgets efficiently

Demonstrate compliance during audits

Improve stakeholder confidence

Build long-term privacy maturity

[ Figure 13.1 - Five-Phase DPDPA Implementation Roadmap

PHASE 1 : ASSESS

Understand current state,
identify data and compliance gaps

~

L 2

PHASE 2 : GOVERN

Establish policies, governance
structures and accountability

L 2

PHASE 3 : IMPLEMENT

Deploy processes, controls and

technologies to operationalize privacy
J

R 2

PHASE 4 : VALIDATE

Assess effectiveness, test controls
and ensure compliance

¥

|

PHASE 5 : IMPROVE

Continuously monitor, learn
and enhance privacy maturity

J

Figure 13.1 — Five-Phase DPDPA Implementation Roadmap

Phase 1 — Assess

Objective: understand the organization’s current privacy posture and identify
compliance gaps. This phase establishes the foundation for the entire

implementation program.

Navigating India’s Data Protection Law ¢ 179



[ Figure 13.2 — Assessment Activities

ﬁ 1. BUSINESS PROCESSES
AL

Identify key business processes that
involve personal data

. 2
@ 2. IDENTIFY PERSONAL DATA

Identify categories and types of
personal data collected and processed

L 2

> 3. MAP DATA FLOW
Oj-c Map how data flows within the organization

and with external parties

L 2

4. ASSESS RISKS
Analyze risks to privacy, security,

and compliance

\ J
( ‘ N
o 5. IDENTIFY COMPLIANCE GAPS

v —_ Compare current controls with DPDPA
Y= requirements and identify gaps
. J

Figure 13.2 — Assessment Activities

Key Activities
* Identify personal data processed
 Perform data discovery
* Prepare data inventory
e Map data flows
e Identify Data Fiduciaries and Data Processors
* Conduct DPDPA Gap Assessment
* Review existing policies
* Review contracts with vendors
* Evaluate existing security controls
 Perform privacy risk assessment
Deliverables
* Personal Data Inventory
¢ Data Flow Diagrams
* Gap Assessment Report
* Risk Register
* Compliance Readiness Score
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* Implementation Plan

Departments Involved
* Information Security
e IT

e HR

* Legal

* Finance

* Procurement

* Marketing

* Operations

Phase 2 — Govern

Objective: establish governance structures, policies, and accountability. Good

governance ensures privacy becomes part of organizational decision-making.

[ Figure 13.3 — Governance Structure
’ 0] o BOARD OF DIRECTORS I
& * Oversight and accountability
» Approves privacy strategy and major decisions
v
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% » Cross-functional oversight
« Reviews policies, risks and compliance

,
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« Implements technical « Ensures legal compliance data » Marketing, Finance,
controls « Advises on policies, « Awareness and Operatlons., 'etc.
« Ensures data security contracts and notices training + Follow policies and
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1
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1
: « Follow privacy policies, processes and guidelines !
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Figure 13.3 — Governance Structure
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Develop:

* Privacy Policy

¢ Consent Management Policy

* Data Retention Policy

* Incident Response Procedure

* Vendor Management Process

e Data Subject Rights Procedure

* Record Management Procedure
Define:

* Roles and Responsibilities

* Privacy Steering Committee

* Escalation Matrix

* Reporting Structure
Assign:

* Data Protection Officer (if applicable)

* Privacy Champions

* Department Owners
Deliverables

* Governance Framework

Policies and Procedures
RACI Matrix
Privacy Committee Charter

Compliance Calendar

Phase 3 — Implement

Objective: implement operational, technical, and organizational controls
required for compliance. This phase transforms policies into day-to-day
operational practices.
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Figure 13.4 — Implementation Components
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Figure 13.4 — Implementation Components

Technical Controls

Encryption

Multi-Factor Authentication
Access Control

Data Classification

Backup

Logging

Data Loss Prevention

Endpoint Protection

Organizational Controls

Employee Awareness Training
Vendor Due Diligence
Consent Management
Records Management

Data Retention

Breach Management

Navigating India’s Data Protection Law ¢ 183




* Privacy by Design
Operational Controls

e Consent Collection

* Rights Management

e Data Deletion

* Data Sharing Reviews

* Vendor Monitoring

* Privacy Reviews
Deliverables

* Implemented Controls

* Employee Training Records

* Consent Repository

* Vendor Agreements

* Security Configuration Records

Phase 4 — Validate

Objective: verify that implemented controls are operating effectively. Validation
provides assurance before regulatory inspections or independent audits.

[ Figure 13.5 - Validation Cycle ]
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IMPLEMENT
Implement policies, processes
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that controls are effective
and issues are resolved

Assess and review the
effectiveness of controls

Q . and compliance
. v

g il . v
Continuous validation : v Q
ensures compliance, !

'.‘ o . J
reduces risk and
“., drives improvement -’

CORRECT ACTIONS IDENTIFY FINDINGS
Take corrective actions Identify gaps, issues
to address findings b and arezas of
and root causes drves-cmpromence

D/ AN

Figure 13.5 — Validation Cycle
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Validation Activities
e Internal Audit

* Compliance Review

 Policy Compliance Testing

* Security Assessment

* Vulnerability Assessment

* Penetration Testing

* Privacy Impact Assessment

* Management Review

* Vendor Assessment
Key Questions

* Are policies followed?

* Is consent recorded?

* Are access controls effective?

 Are incidents reported?

* Are retention schedules followed?

e Can evidence be produced?
Deliverables

 Audit Report

 Corrective Action Register

* Management Review Minutes

e Compliance Dashboard

Evidence Repository

Phase 5 — Improve

Objective: continuously enhance the organization’s privacy program.
Compliance is never static — business processes, technologies, threats, and legal

requirements evolve continuously.
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Figure 13.6 — PDCA Cycle for Privacy
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Figure 13.6 — PDCA Cycle for Privacy

Continuous Improvement Activities

Review KPIs

Monitor incidents

Update policies

Improve employee awareness
Conduct periodic audits
Review vendors

Track regulatory updates
Measure privacy maturity

Improve automation

Example Improvement Opportunities

Automate consent tracking
Implement data discovery tools
Improve breach response time
Enhance employee awareness
Reduce data retention periods

Improve vendor oversight
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Deliverables
* Updated Risk Register
* Continuous Improvement Plan
* Lessons Learned Register
* Updated Policies
e Annual Privacy Report

Recommended Implementation Timeline

Phase Duration ‘ Major Deliverables ‘
Assess 9_4 Weeks Gap Assessment, Data
Inventory
Govern 3_4 Weeks Policies, Governance
Framework
Implement 6-12 Weeks Controls, Training,
Processes
Validate 2-3 Weeks Internal Audit, Testing
Improve Onooin Continuous
b sOM6 Monitoring
DPDPA Maturity Model
Level Description ‘
Level 1 Initial — Ad hoc privacy practices
Level 2 Managed — Basic policies and
controls
Level 3 Defined — Standardized privacy
program
Level 4 Mea.sure.d — Metrics and regular
monitoring
Level 5 thlmlzed — Continuous .
improvement and automation
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PRACTICAL IMPLEMENTATION CHECKLIST
Before declaring DPDPA readiness, confirm:
* Personal data inventory completed

* Data flow mapping documented

* Privacy policies approved

e Consent management implemented

* Vendor agreements updated

* Security safeguards implemented

* Employee awareness training completed

* Incident response process tested

* Internal audit conducted

* Corrective actions closed

* Management review completed

¢ Continuous monitoring established

DID YOU KNOW?

Did You Know? #1

Organizations that perform a structured privacy gap assessment
before implementation typically reduce project delays and
remediation costs because compliance activities are prioritized
based on actual business risk.

DID YOU KNOW?

Did You Know? #2

The most successful privacy programs are supported by executive
leadership, cross-functional collaboration, regular employee
awareness, and continuous monitoring—not just technology or
legal documentation.
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CASE STUDY

FinTech Startup’s DPDPA Journey

Arapidly growing FinTech startup processed customer onboarding
data, payment information, and KYC documents. Although it had
strong cybersecurity controls, it lacked documented privacy
governance, consent records, and retention practices. The
organization adopted the five-phase DPDPA roadmap.

The Five-Phase Journey
e Assess: Conducted data discovery and identified compliance
@ gaps.

* Govern: Established a Privacy Committee and approved key
privacy policies.

e Implement: Deployed consent management, retention
schedules, employee awareness, and vendor agreements.

e Validate: Completed an internal audit and remediated
identified findings.

e Improve: Introduced quarterly privacy reviews and privacy
ICPIs.

Outcomes
* Improved visibility of personal data across business processes.
* Reduced privacy risks through structured governance.
* Enhanced customer trust with transparent consent practices.

 Established an ongoing privacy management program aligned with business
growth.

KEY TAKEAWAYS

e DPDPA implementation should follow a structured, phased
o approach rather than isolated compliance activities.

e Assessment establishes the baseline for successful
implementation.
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Governance provides accountability and organizational
direction.

Implementation operationalizes privacy through people,
processes, and technology.

Validation confirms that controls are functioning effectively.

Continuous improvement ensures long-term compliance and
organizational resilience.
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Assessment Questions (Objective Type)
Q1. Which phase focuses on identifying compliance gaps and mapping personal
data?
A) Govern
B) Implement
C) Assess
D) Improve

Q2. Which phase establishes policies, roles, and governance structures?
A) Assess

B) Govern
C) Validate
D) Improve

Q3. Which phase verifies whether privacy controls are operating effectively?
A) Implement
B) Assess
C) Validate
D) Govern

Answer Key: 1.C 2.B 3.C
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Chapter 14

Industry Use Cases

The same six chapters of obligations, applied seven different ways — how DPDPA
compliance looks in practice across sectors.

LEARNING OBJECTIVES

* Recognise how the DPDPA’s core obligations apply
differently across industry sectors.

* Identify the personal data categories and risk patterns typical

of each sector.

* Prioritise implementation focus areas appropriate to a given
industry.

e Apply the lessons of one sector’s scenario to a comparable
organisation in your own industry.

Introduction

The preceding chapters described DPDPA obligations — notice, consent,
security safeguards, breach management, vendor oversight, and documentation
— in general terms that apply to every Data Fiduciary. In practice, how those
obligations get implemented looks quite different depending on the sector.

A hospital and a SaaS startup are both Data Fiduciaries under the Act, but a
hospital’s highest-risk data category is patient health information handled under
emergency conditions, while a SaaS company’s highest-risk exposure is often a
multi-tenant database shared across thousands of customer accounts. Applying

the same generic checklist to both misses what actually matters in each case.
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This chapter walks through seven sectors — SaaS, Healthcare, BFSI, IT Services,
Retail, Manufacturing, and Education — highlighting the personal data each
typically processes, the risks that tend to dominate, and where implementation

effort is best spent first.

Seven Sectors, One Set of Obligations

& QO o -
SaaS Healthcare BFSI IT Services
B il <
Retail Manufacturing Education

Figure 14.1 — Seven sectors, one set of DPDPA obligations

14.1 SaaS (Software as a Service)

SaaS companies typically process personal data on behalf of many business
customers at once, making multi-tenancy and sub-processor management

central concerns.

Typical Personal Data Processed
e Customer account and billing details
* End-user data uploaded by business customers (often not owned by the SaaS
company itself)
» Usage analytics and product telemetry

* Support tickets and session recordings

Key DPDPA Risks
* Acting as both Data Fiduciary (for its own customers) and Data Processor
(for data its business customers upload)
* Sub-processor sprawl across cloud infrastructure, analytics, and support
tooling
* Data residency commitments that are hard to honour across shared, multi-
tenant databases
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* Weak separation between production and test/staging environments

Implementation Focus Areas
* Maintain a clear Data Processing Agreement template that distinguishes the
company’s fiduciary and processor roles for different data sets
* Keep a current sub-processor register and notify customers of changes as
contractually required
* Apply the same access controls and retention rules to staging/test data as to
production

SCENARIO

A project-management SaaS company discovered during a

customer’s security questionnaire that its analytics vendor retained
@ full-text task descriptions — including customer personal data —

indefinitely, despite the core product deleting the same data after

account closure. The gap existed because the analytics integration

had never been included in the company’s own retention policy.

14.2 Healthcare
Healthcare organisations process some of the most sensitive personal data
covered by any privacy law, often under time-critical conditions where slowing

down for consent is not practical.

Typical Personal Data Processed

 Patient identification and contact details

* Medical history, diagnoses, and treatment records

* Prescription and billing information

* Biometric data (in diagnostic imaging or identity verification)
Key DPDPA Risks

* Consent captured under emergency or high-stress conditions may not meet
the Act’s standard for a clear affirmative action

* Data shared across referring doctors, labs, insurers, and pharmacies without
a consistent trail

* Long retention periods driven by medical and legal necessity, in tension with
storage-limitation principles

* Physical records (paper charts, printed reports) that are later digitised and
fall within scope
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Implementation Focus Areas
* Document lawful bases for processing beyond consent where emergency or
medical necessity applies, and record the justification
* Map every external party that receives patient data — labs, insurers, referral
networks — and confirm each has an appropriate agreement in place
* Align retention schedules with applicable medical-records regulations rather
than a generic default

SCENARIO

A diagnostic chain scanning decades of paper patient files into a

new digital records system treated the digitisation project purely
@ as an IT migration. A later privacy review found the scanned

records had no defined retention period and no access logging —

the files had effectively become digital personal data without any

of the safeguards applied to the rest of the organisation’s systems.

14.3 BEFSI (Banking, Financial Services & Insurance)

BESI organisations operate under dense pre-existing regulatory obligations
(KYC, AML, RBI/IRDAI/SEBI circulars), which both help and complicate
DPDPA compliance.

Typical Personal Data Processed
¢ KYC documents (Aadhaar, PAN, passport)

* Financial transaction and account history
* Credit history and risk-scoring inputs
* Insurance claims and health-linked underwriting data

Key DPDPA Risks

* Long mandatory retention periods under financial regulation can conflict
with a customer’s erasure request

e Data shared with credit bureaus, reinsurers, and fraud-detection vendors at
scale

* Legacy core-banking systems that were never designed with consent or
access-logging in mind

» High attractiveness as a breach target given the financial value of the data
held
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Implementation Focus Areas

* Build a clear internal mapping of which DPDPA rights (like erasure) are
qualified by specific financial-sector retention mandates, so frontline staff
can answer customer requests correctly

* Extend vendor due diligence to credit bureaus, payment processors, and
reinsurers with the same rigour applied to cloud vendors

* Prioritise encryption and access logging on legacy core systems even where
full replacement isn’t feasible in the short term

SCENARIO

A regional NBFC received an erasure request from a former

customer whose loan had been closed for six years. The compliance
@ team had to explain, and document, that transaction records were

retained under RBI record-keeping norms and could not be deleted

— illustrating why a documented lawful basis for retention matters

as much as the deletion process itself.

14.4 IT Services
IT services and consulting firms often process personal data belonging to their
clients” customers and employees, frequently across multiple client engagements

and geographies at once.

Typical Personal Data Processed
 Client employee and customer data accessed during projects
* Source code and system credentials that may embed test/production personal
data
* Remote access logs and session data from support engagements

* Subcontractor and offshore delivery team access records

Key DPDPA Risks

* Broad standing access granted to delivery teams that exceeds what a specific
engagement requires

* Personal data copied into test environments, ticketing systems, or developer
laptops outside the client’s controlled systems

e Offshore or subcontracted delivery introducing additional cross-border
processing not visible to the end client

* Project closure without a defined process for returning or deleting client data
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Implementation Focus Areas
* Apply least-privilege, engagement-scoped access rather than standing access
across all client systems
* Prohibit copying production personal data into test, ticketing, or local
environments; use masked or synthetic data instead
* Build data return/deletion into the standard project closure checklist, with
signed confirmation to the client

SCENARIO

A mid-sized IT services firm was still able to access a former client’s

production database eight months after the engagement ended,
@ because offboarding checklists covered invoicing and asset return

but not access revocation. The gap was found only when the

client’s own security audit flagged an unfamiliar active account.

14.5 Retail

Retail organisations — particularly omnichannel and e-commerce businesses —
combine transactional, loyalty, and marketing data streams that are easy to over-

collect.

Typical Personal Data Processed
* Customer name, contact details, and delivery address
 Purchase history and payment tokens
* Loyalty programme and preference data
* Marketing consent and campaign engagement data

Key DPDPA Risks
* Marketing and transactional consent bundled together at checkout, making
it hard to isolate what a customer actually agreed to
* Loyalty programmes collecting data (birthdate, family details) never used for
the programme’s stated purpose
* Store-level and franchise data handling that is inconsistent with head-office
policy
* Retention of customer data long after an account has been inactive for years
Implementation Focus Areas
e Separate transactional consent from marketing consent at every collection
point, both online and in-store
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* Periodically review loyalty programme data fields against what is actually
used, and stop collecting the rest

* Extend privacy policy and training consistently to franchise or store-level
staff, not just head office

SCENARIO

A fashion retailer’s loyalty sign-up form collected date of birth,

anniversary date, and family size “for personalisation,” but a data-
e mapping exercise found none of these fields were used in any active

campaign. The fields were retained purely because no one had

revisited the form since it was first built, years earlier.

14.6 Manufacturing
Manufacturing organisations often think of privacy as someone else’s problem,

since their core operations are industrial rather than data-driven — but HR,

dealer, and IoT data quietly accumulate scale.

Typical Personal Data Processed
* Employee and contractor records across factory and corporate sites
* Dealer, distributor, and channel-partner contact data
* Visitor and contractor access logs at plant locations
* Sensor and IoT data that may be linked to individual operators or vehicles

Key DPDPA Risks
* Privacy treated as an IT or legal concern with no ownership at the plant
level, where much of the data is actually collected
e CCTV and biometric access systems at factories deployed without a
documented purpose or retention period
* Dealer and distributor networks holding customer data with no consistent
agreement in place
* JoT and machine data that inadvertently identifies individual operators
through usage patterns
Implementation Focus Areas
* Extend privacy awareness and ownership to plant/HR managers, not just
corporate compliance teams
* Document the purpose and retention period for every CCTV and biometric
access system in use
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* Bring dealer and distributor data-sharing arrangements under the same
vendor management process used for other third parties

SCENARIO

A component manufacturer’s factories had operated biometric

attendance systems for over a decade with no documented
@ retention policy — the vendor’s default settings had simply never

been reviewed, and fingerprint templates for employees who left

years earlier were still stored.

14.7 Education
Educational institutions process large volumes of data belonging to a category

the Act treats with additional care — children — alongside staff and alumni

records.

Typical Personal Data Processed
¢ Student academic, attendance, and disciplinary records
 Parent/guardian contact details and, where applicable, payment information
* Staff and faculty employment records
* Alumni contact data retained for outreach and fundraising

Key DPDPA Risks
* Processing children’s data without the verifiable parental consent the Act

requires

e EdTech and learning-platform vendors processing student data under terms
the institution never reviewed

e CCTV and biometric attendance systems on campus covering minors

e Alumni data retained indefinitely with no active consent refresh

Implementation Focus Areas
* Build a verifiable parental consent workflow before onboarding any student
under the Act’s age threshold

* Review EdTech and learning-platform vendor contracts specifically for how
they handle student data, not just institutional data

* Define and communicate a retention and consent-refresh cycle for alumni
contact data
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SCENARIO
A school adopted a new EdTech learning platform mid-year

without reviewing its data-processing terms. A subsequent review

@ found the platform’s default configuration shared student usage
analytics with a third-party marketing partner — a use the school
had never intended or communicated to parents.

Sector Comparison at a Glance

SaaS

Healthcare

BFSI

IT Services

Retail

Manufacturing

Education

Highest-Risk Data

Multi-tenant customer
data

Patient health records
KYC & financial

history

Client production
access

Loyalty & marketing
data

Biometric & CCTV
data

Children's data

Priority Focus Area

Sub-processor register
& environment
separation

Documented lawful
basis & retention
alignment

Retention-vs-erasure
mapping & vendor due
diligence

Engagement-scoped
access & offboarding

Consent separation &
field minimisation

Plant-level ownership
& retention
documentation

Verifiable parental
consent & EdTech
vendor review
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DID YOU KNOW?
Did You Know? #1

The obligations under the DPDPA do not vary by industry — the
Act itself is sector-neutral. What varies is risk concentration: the
same six chapters of obligations covered earlier in this handboolk
apply everywhere, but where an organisation should focus first
depends entirely on what kind of personal data it holds and how.

DID YOU KNOW?
Did You Know? #2

Sectors with pre-existing regulatory regimes — like BFSI’s
KYC/AML rules or healthcare’s medical-records requirements —
often assume their existing compliance already covers privacy. In
practice, sector regulations govern what must be retained and
reported; the DPDPA separately governs how that same data must
be protected, and both obligations need to be satisfied together.

CASE STUDY

A Multi-Sector Group Applying One Framework Across
Different Businesses

A diversified business group operated a hospital, an IT services
subsidiary, and a retail chain under one parent company. The
group initially attempted to roll out a single, identical DPDPA
compliance checklist across all three businesses, using the retail
chain’s consent-and-marketing-focused template as the baseline.

What Went Wrong

The hospital struggled to apply a marketing-consent-style checklist
to emergency patient intake. The IT services subsidiary had no
equivalent to the checklist’s loyalty-programme questions, but
nothing addressing client-access offboarding, which was its actual
highest risk. Only the retail chain found the original checklist
directly usable.
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The Fix

The group’s privacy committee kept the shared governance
structure, policies, and reporting cadence described in earlier
chapters, but built a sector-specific implementation checklist for
each business, drawing on the same core obligations applied to that
sector’s actual risk profile.

Outcome

* Each subsidiary’s compliance program addressed its actual
highest-risk data category, rather than a generic checklist.

* The parent company retained one governance structure and one
reporting line, avoiding duplicated committees.

* Audit findings dropped significantly in the following review
cycle across all three businesses.

Key Takeaway: A single governance framework can sit above multiple
sector-specific implementation checklists — the obligations don’t change, but
how they’re prioritised and operationalised should reflect the sector’s actual
risk profile.

KEY TAKEAWAYS

e The DPDPA’s obligations are sector-neutral, but risk
concentration varies significantly by industry.

e SaaS and IT services risk centres on multi-tenant and cross-
client data access; BFSI and healthcare risk centres on long
mandatory retention colliding with individual rights.

* Retail and manufacturing often under-invest in privacy
because the core business isn’t data-driven, even as loyalty,
CCTV, and biometric data quietly accumulate.

* Education carries the added obligation of verifiable parental
consent wherever a data principal is a child under the Act.

* A shared governance framework can sit above sector-specific
implementation checklists without needing to be reinvented
for each business unit.
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Assessment Questions (Objective Type)

QI1. Which statement best describes how DPDPA obligations vary by industry?
A) Each sector has its own separate version of the Act

B) The obligations are the same across sectors; only risk concentration
differs

C) Only regulated sectors like BFSI and healthcare are covered by the
Act

D) IT services companies are exempt as they process data on behalf of
clients

Q2. In BFSI, a customer’s erasure request may be legitimately delayed or
refused mainly because of:

A) Lack of customer identity verification

B) Mandatory retention periods under financial regulation
C) The Data Principal not being the account holder

D) DPDPA not applying to financial data

Q3. Which sector-specific risk is most closely associated with I'T services firms?
A) Verifiable parental consent
B) Standing access to client production systems after project closure
C) Biometric attendance system retention
D) Loyalty programme data over-collection

Q4. Under the DPDPA, processing a student’s personal data as a minor
generally requires:
A) No special requirement beyond standard notice
B) Verifiable parental or guardian consent
C) Approval from the Data Protection Board in every case
D) Consent from the school principal only

Answer Key: 1.B 2.B 3.B 4.B
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Chapter 15

Common Challenges & Best Practices

Overcoming Obstacles in DPDPA Implementation.

KEY INSIGHT

“DPDPA compliance is not a one-time project—it is an ongoing
9 organizational transformation involving people, processes,
technology, and governance.”

LEARNING OBJECTIVES
¢ Identify common pitfalls during DPDPA implementation.

Understand organizational and cultural barriers to compliance.

* Recognize technical and governance-related challenges.

Apply practical best practices for sustainable compliance.

Build a roadmap for continuous improvement.

Introduction

Implementing the Digital Personal Data Protection Act (DPDPA), 2023 is more
than updating privacy policies or deploying security tools. Organizations often
underestimate the effort required to embed privacy into daily operations. While
many begin with enthusiasm, they encounter obstacles such as unclear
ownership, resistance to change, legacy systems, insufficient documentation,

and lack of executive sponsorship.
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Successful organizations recognize these challenges early and address them
through structured governance, leadership commitment, employee awareness,

and continuous monitoring.

This chapter explores the most common implementation challenges and

provides proven best practices to overcome them.

DPDPA IMPLEMENTATION

CHALLENGES
f o )
O O | Organizational
Q’@D Resistance
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o Technical
&9 Limitations
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e Governance
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Compliance

\ J

Figure 15 — Common DPDPA Implementation Challenges

15.1 Typical Implementation Pitfalls

Many organizations struggle not because they lack intent, but because they

overlook foundational privacy practices.

Navigating India’s Data Protection Law ¢ 205



No Data
(X) Inventory

v

= Poor
= Policies
é ¢ )
O
00 | No
G/®D ‘ Ownership
: v ;
Weak
" Security

v

Regulatory
Risk

Figure 15.2 — Typical Pitfalls

1. Treating DPDPA as an IT Project
Privacy affects every department, including HR, Finance, Marketing, Sales,

Customer Support, Procurement, Legal, and Information Security. A
technology-only approach ignores business processes that collect and use

personal data.

2. Lack of Data Inventory
Organizations often do not know what personal data they collect, where it is

stored, who has access, why it is collected, or how long it is retained. Without a

data inventory, compliance becomes nearly impossible.

3. Copy-Paste Policies
Generic privacy policies downloaded from the internet rarely reflect actual

organizational practices. Policies should match real business operations.
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4. Ignoring Vendors
Third-party processors frequently handle payroll, cloud services, CRM, HRMS,
marketing platforms, and customer support systems. Ignoring processor

obligations creates significant compliance risk.

5. No Evidence of Compliance
Organizations may implement controls but fail to document risk assessments,

consent records, training logs, audit reports, and incident records. Without

evidence, demonstrating compliance becomes difficult.

15.2 Organizational Resistance

Privacy initiatives often encounter resistance because they change established

business processes.

( p
Ny ”
0O Leadership Support
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1 Educate and engage employees
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Figure 15.2 — Managing Organizational Change
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Common Reasons

 Fear of Additional Work — employees may believe that compliance

introduces unnecessary paperwork and delays.

* Lack of Awareness — staff often do not understand what constitutes personal

data, why DPDPA matters, or their individual responsibilities.

* Departmental Silos — departments may operate independently without

sharing information, leading to inconsistent privacy practices.

* Lack of Executive Sponsorship — without visible support from senior

leadership, privacy initiatives lose momentum.

How to Overcome Resistance
¢ Communicate business benefits.

Provide role-based awareness training.

Appoint privacy champions within departments.

* Demonstrate leadership commitment.

Celebrate compliance achievements.

15.3 Technical Challenges

Technology plays a significant role in DPDPA compliance, especially in

identifying, protecting, and managing personal data.

Legacy Applications — older systems may not support:
* Consent management

e Data deletion
* Access restrictions
* Audit logging
Data Silos — personal data is often spread across:
e Email
e Shared folders
¢ Cloud platforms
* Databases
e Employee laptops
* Mobile devices

Shadow IT: employees may use unauthorized applications without security

approval, increasing privacy risks.
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Inadequate Security Controls — examples include:
* Wealk passwords

e Shared user accounts

* No encryption

* Missing backups

* Poor access management

* Lack of monitoring

Manual Processes — manual handling of data requests can result in:
* Delays
* Human errors
* Inconsistent responses
* Missed deadlines
Recommended Technical Improvements
e Implement Data Discovery tools.
* Deploy Identity and Access Management (IAM).
* Enable Multi-Factor Authentication (MEA).
* Encrypt personal data at rest and in transit.
* Automate retention and deletion processes.
e Implement Security Information and Event Management (SIEM).

e Conduct regular Vulnerability Assessments and Penetration Testing
(VAPT).

15.4 Governance Gaps

Effective privacy requires strong governance structures that clearly define

accountability.
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Figure 15.4 - Technical Challenges
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Figure 15.4 — Technical Challenges

Undefined Roles — employees may not know:

* Who owns personal data

* Who approves data sharing

e Who responds to incidents

* Who handles Data Principal requests
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Lack of Policies — missing documentation may include:
* Privacy Policy
* Data Retention Policy

Incident Response Procedure

Vendor Management Procedure
¢ Access Control Policy
No Risk Management — organizations fail to:
* Assess privacy risks
 Evaluate processors
* Conduct periodic reviews
Absence of Monitoring — compliance cannot be maintained without:
* Internal audits
* Compliance reviews
e Metrics and dashboards
¢ Management reviews
Governance Best Practices
 Establish a Privacy Governance Committee.
 Assign clear ownership for data assets.
* Maintain updated policies and procedures.
e Conduct periodic compliance reviews.

* Report privacy metrics to executive leadership.

15.5 Best Practices for Sustainable Compliance

Organizations that successfully maintain DPDPA compliance adopt privacy as

a continuous business function rather than a one-time initiative.

Best Practice 1 — Obtain Leadership Commitment. Executive sponsorship
ensures:

e Adequate budget

* Clear accountability

* Organization-wide participation
Best Practice 2 — Maintain a Data Inventory. Document:

 Personal data collected

* Purpose

* Storage location
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* Retention period
* Data owner
Best Practice 3 — Embed Privacy by Design. Integrate privacy into:
* Software development
* Procurement
* HR processes
e Marketing campaigns

Vendor onboarding
Best Practice 4 — Conduct Regular Risk Assessments. Evaluate:
* New technologies
 Third-party processors
* Business changes
* Emerging threats

Best Practice 5 — Train Employees Continuously. Awareness should
include:

* Recognizing personal data

Secure handling
* Reporting incidents

Identifying phishing attacks
* Data sharing responsibilities

Best Practice 6 — Monitor Compliance. Perform:
* Internal audits
* Vendor reviews

* Policy reviews

Technical assessments

* Management reporting
Best Practice 7 — Continuously Improve. Adopt the Plan-Do-Check-Act
(PDCA) approach:

* Review lessons learned

* Update controls

e Improve documentation

* Enhance awareness

e Measure effectiveness
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Figure 15.6 — Continuous Improvement Cycle

PRACTICAL IMPLEMENTATION CHECKLIST
Before declaring DPDPA readiness, verify the following:
* Leadership commitment established

* Privacy governance committee formed

¢ Data inventory completed

* Data retention schedule implemented

* Privacy policies approved

¢ Consent management operational

* Vendor agreements reviewed

* Security safeguards implemented

* Incident response process tested

* Employee awareness completed

* Internal audit conducted

¢ Continuous monitoring established

DID YOU KNOW?

Did You Know? #1

Most privacy incidents are caused by process failures—such as
misdirected emails, excessive data collection, or improper access—
rather than sophisticated cyberattacks. Strengthening governance
and employee awareness can significantly reduce these risks.
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DID YOU KNOW?

Did You Know? #2

Organizations that integrate privacy into project planning
9 ("Privacy by Design") typically experience lower compliance costs

and faster regulatory readiness compared to those that retrofit

controls after systems are deployed.

CASE STUDY
FinTech Startup’s DPDPA Journey

A growing FinTech startup rapidly expanded its customer base and
stored personal data across multiple cloud services, spreadsheets,
and internal applications. The company assumed that cloud
providers alone ensured compliance.

During an internal assessment, several issues were identified:
No centralized inventory of personal data; customer data retained
indefinitely; no documented consent records; vendor contracts

@ lacked data protection clauses; and employees had excessive access
privileges.

Corrective Actions

* Established a privacy governance committee.

* Created a comprehensive data inventory.

* Implemented role-based access control.

* Updated vendor agreements.

e Automated data retention and deletion.

* Conducted organization-wide awareness training.
* Introduced quarterly compliance reviews.

Outcomes
* Improved visibility into personal data.
e Reduced unnecessary data retention.

 Strengthened vendor accountability.
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e Enhanced customer trust.
¢ Achieved sustainable DPDPA readiness.

KEY TAKEAWAYS

DPDPA  implementation requires collaboration across
business, legal, and technology functions.

Organizational resistance can be overcome through
leadership support and continuous awareness.

Technical challenges should be addressed with automation,
secure architecture, and modern security controls.

Strong governance provides accountability and long-term
sustainability.

Continuous monitoring, auditing, and improvement are
essential to maintaining compliance.
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Assessment Questions (Objective Type)

Q1. Which of the following is a common DPDPA implementation pitfall?
A) Maintaining a data inventory
B) Treating DPDPA as only an IT project
C) Conducting employee awareness training
D) Performing internal audits

Q2. Which governance practice strengthens accountability?
A) Ignoring third-party processors
B) Assigning clear ownership of personal data
C) Using shared user accounts
D) Retaining data indefinitely

Q3. Which technical measure helps protect personal data?
A) Multi-Factor Authentication (MFA)
B) Encryption
C) Role-Based Access Control (RBAC)
D) All of the above

Answer Key: 1.B 2. B 3.D
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PART IV —
OPERATIONAL EXCELLENCE
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Chapter 16

DPDPA Readiness Assessment

Measuring Organizational Preparedness for Compliance.

9 KEY INSIGHT

“You cannot improve what you do not measure.”

.

LEARNING OBJECTIVES

Assess your organization's DPDPA maturity.

Measure compliance across people, processes, and technology.
Conduct a structured readiness assessment.

Identify compliance gaps and prioritize remediation.

Present compliance status through an executive dashboard.

Develop an actionable roadmap toward DPDPA readiness.

Introduction

Before implementing the Digital Personal Data Protection Act (DPDPA), every
organization should understand its current maturity level, identify compliance
gaps, and establish a structured roadmap toward compliance excellence. This
chapter provides a practical framework to assess your organization's readiness,
prioritize remediation efforts, and communicate progress to leadership. It

introduces a DPDPA maturity model, a readiness questionnaire, a gap analysis

methodology, and an executive dashboard for continuous monitoring.
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16.1 Why Conduct a DPDPA Readiness Assessment?

Many organizations mistakenly believe that implementing a privacy policy or
obtaining employee consent alone is sufficient for compliance. In reality,
DPDPA compliance requires coordinated efforts across governance, technology,
legal, HR, information security, procurement, marketing, and business

operations.

A readiness assessment helps organizations answer critical questions:
* Are we collecting personal data lawfully?

* Do we know where personal data resides?

* Are consent records maintained?

* Can we respond to Data Principal requests?

 Are processors contractually compliant?

* Can we detect and report personal data breaches?

* Is leadership receiving meaningful compliance metrics?

Rather than waiting for a regulatory inquiry or a security incident, organizations
should proactively evaluate their current state and continuously improve their

privacy posture.

Objectives of the Assessment

A structured readiness assessment enables organizations to:
* Measure compliance maturity.

e Identify high-risk gaps.

* Prioritize investments.

* Support board-level decision making.

* Demonstrate accountability.

* Reduce implementation costs.

* Build customer trust.
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Figure 16.1 — DPDPA Readiness Assessment Lifecycle

16.2 DPDPA Maturity Model

A maturity model helps organizations understand where they currently stand
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Level 1 — Initial (Ad Hoc)
Characteristics:

* No privacy governance.

* No documented policies.

¢ Personal data stored without classification.

¢ Consent not managed.

* Limited awareness among employees.

* Compliance activities are reactive.

Typical Organizations:

 Early-stage startups.

e Small businesses.

* Organizations beginning privacy initiatives.
Risk Level: Very High

Level 2 — Developing

Characteristics:

* Basic privacy policy exists.
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* Initial data inventory prepared.

* Some security controls implemented.
¢ Consent captured inconsistently.

* Limited employee awareness.

* Manual compliance processes.

Risk Level: High

Level 3 — Defined

Characteristics:

* Privacy governance established.

* Data inventory maintained.

* Consent management standardized.
¢ Data Principal request procedures documented.
* Vendor assessments initiated.

* Privacy training conducted annually.
Risk Level: Moderate

Level 4 — Managed

Characteristics:

¢ Compliance KPIs monitored.

* Privacy integrated into projects.

* Automated consent tracking.

e Regular internal audits.

* Incident response tested.

* Executive reporting established.
Risk Level: Low

Level 5 — Optimized
Characteristics:

* Privacy by Design embedded.

¢ Continuous monitoring.

e Automated compliance dashboards.
* Al-assisted data discovery.

* Regular maturity reassessments.

* Continuous improvement culture.
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Risk Level: Very Low

Maturity Assessment Across Key Domains

Domain Level 1 ‘ Level 3 Level 5 ‘
Governance None Defined Optimized

Data Inventory Unknown Documented Automated
Consent Manual Managed Automated
Security Basic Risk-Based Continuous

N AN Foma e
Incident Response ~ Reactive Documented ;[‘ris}))tre(?vfji
Awareness None Annual Continuous
Monitoring None Periodic Real-Time

16.3 DPDPA Readiness Questionnaire

The following questionnaire helps organizations assess readiness across key
compliance domains. Each question should be scored using the scale below, and
total scores are used to determine domain-level and overall readiness.

Scoring Scale
e 2 = Fully Implemented

e | = Partially Implemented
* 0 = Not Implemented

Section A — Governance
Question ‘ Score ‘
Is a Data Protection Officer or privacy lead appointed?
Does a board-approved privacy policy exist?

Are privacy roles and responsibilities documented?

Is there a data protection governance committee?
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Question

Are privacy risks reported to leadership?

Section B — Personal Data Inventory
Question ‘ Score ‘

Is a data inventory or Records of Processing Activities
maintained?

Are data flows mapped across systems and vendors?
Is personal data classified by sensitivity?

Are data retention periods defined?

Is data minimization practiced during collection?

Section C — Consent Management

* Is consent collected through a clear, itemized notice?
* Can consent be withdrawn as easily as it was given?
* Are consent records maintained with timestamps?

* Is consent refreshed when purpose changes?

* Is a Consent Management Platform in use?

Section D — Data Principal Rights

e Is there a documented process to handle access, correction, and erasure
requests?

* Can requests be verified and tracked to closure?
* Are response timelines monitored?

* Is a grievance redressal mechanism in place?

Are employees trained to recognize and route requests?

Section E — Security Controls
* Is personal data encrypted at rest and in transit?

* Is access to personal data restricted on a need-to-know basis?

Navigating India’s Data Protection Law ¢ 225



* Are security logs monitored for anomalies?

Is multi-factor authentication enforced for sensitive systems?

Are regular vulnerability assessments conducted?

Is a breach detection and notification process defined?

Are backups tested for recoverability?

Section F — Vendor Management

Are Data Processing Agreements executed with all processors?

* Are vendors assessed for privacy and security risk?

Are sub-processor arrangements disclosed and approved?

Are vendor obligations monitored periodically?

Is there a process to offboard vendors securely?

Section G — Awareness & Training
* Is privacy training conducted for all employees?
* Are role-specific modules provided for high-risk functions?

* Is training effectiveness measured?

Are refresher sessions conducted periodically?

* Is awareness content updated to reflect regulatory changes?

Scoring Interpretation

Score Range Readiness Level

90% — 100% Excellent — Fully DPDPA-ready

75% - 89% Good — Minor gaps remain

50% — 74% Moderate — Significant gaps require attention
25% - 49% Weak — Urgent remediation required

Critical — Immediate organization-wide action

Below 25% .
required
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FIGURE 16.3 - DPDPA READINESS SCORECARD

Overall Readiness Assessment Across Key Compliance Domains
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Figure 16.3 — DPDPA Readiness Scorecard

16.4 Gap Analysis

Once the readiness questionnaire is complete, organizations must translate
scores into a structured gap analysis that identifies missing or partial controls,

evaluates risk, and drives a prioritized remediation plan.
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FIGURE 16.4 - GAP ANALYSIS PROCESS
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Figure 16.4 — Gap Analysis Process

Step 1 — Identify Requirements
* Review applicable DPDPA provisions.

* Identify obligations relevant to the organization.
* Define policy, process, and control requirements.
* Document a requirements baseline.

e Map requirements to business functions.
 Align requirements with existing frameworks.
Step 2 — Assess Current State

* Review existing policies, processes, and controls.
* Examine systems, tools, and technologies in use.
* Interview relevant stakeholders.

* Gather evidence and supporting documentation.

* Validate findings against the readiness questionnaire.
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Step 3 — Identify Gaps

Requirement ‘ Current State
Consent management Consent captured
standardized inconsistently
Data Principal request ~ No formal process
process documented exists

Processor agreements

executed
Breach notification Informal,
process defined undocumented

Agreements outdated

Gap

Partial control — no
audit trail

Missing control

Partial control —
DPDPA clauses
missing

Missing control

Step 4 — Assess Risk and Prioritize
Gap
Missing breach notification process
No Data Principal request workflow

Outdated processor agreements

Inconsistent consent capture

Priority
Ciritical
High
High
Medium

Step 5 — Develop and Track the Action Plan

Remediation Activity Owner

Status

Implement  automated  consent

IT
management
Update processor agreements with Leoal
DPDPA clauses cga
Define and test breach notification )
Security

workflow

In Progress

In Progress

Not Started
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Gaps should be monitored to closure and revalidated periodically, feeding back

into the current-state assessment to keep the readiness picture current.

16.5 Building an Executive Dashboard

Compliance is not a one-time project — it requires ongoing monitoring. An

executive dashboard translates readiness data into metrics that leadership can

act on.

FIGURE 16.5 - DPDPA EXECUTIVE DASHBOARD
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Figure 16.5 — DPDPA Executive Dashboard

Recommended KPIs by domain:

Governance

Overall readiness score.
* Policy review status.

* Board reporting cadence.

Data Inventory
* Percentage of systems inventoried.

* Data classification coverage.

* Retention policy adherence.

Navigating India’s Data Protection Law ¢ 230



Consent Management

* Consent capture rate.

e Withdrawal turnaround time.

e Consent audit findings.

Data Principal Rights
* Requests received (MTD).

* Requests completed vs. in progress.

* Average days to respond.

Incident Management
* Incidents reported (YTD).

¢ Notifications issued.

* Root-cause analyses completed.

Vendor Management

* Vendors assessed vs. total.

* High-risk vendors identified.

* Agreements pending renewal.

Training

* Employees trained (%).

* Role-specific modules completed.

e Refresher sessions scheduled.

Sample Executive Dashboard Snapshot

Metric Target Current
Overall Readiness Score 90% 78%
5 — 4 —

Maturity Level

(YTD)

Data Principal Requests
Completed (MTD)

Optimized Managed

Breach Incidents Notified

High-Priority Gaps Open 0 7
100% 78%
0 1

Status

Good
On Track

Requires
Action

Moderate

Under
Review
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Metric Target Current Status

Training Completion 100% 92% Good
Vendors Assessed 100% 60% Requires
Action

Dashboards should be reviewed at a defined cadence — typically monthly at the
operational level and quarterly at the board level — so that remediation stays

visible and accountable.

CASE STUDY
SaaS Startup Readiness Assessment

A mid-sized SaaS company engaged Matayo Al to assess its
DPDPA readiness ahead of a Series B funding round, where
investors required evidence of data protection maturity.

Initial Assessment

* No formal privacy governance in place.

* Data inventory incomplete across cloud environments.

¢ Consent captured only for marketing, not for product usage.
* No documented Data Principal request process.

* Vendor agreements silent on data protection obligations.

@ Readiness Score

Domain Score

Governance 35%
Data Inventory 40%
Consent Management 45%
Security Controls 60%
Vendor Management 25%
Awareness & Training 30%
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Overall Readiness: 39% — Weak

Improvement Plan

* Appointed a privacy lead and formed a governance committee.

Completed a full data inventory across all cloud systems.

Deployed a Consent Management Platform covering all use

cases.

e Documented and tested a Data Principal request workflow.

Updated all vendor agreements with DPDPA-compliant clauses.

Delivered organization-wide privacy training.

Outcome

* Readiness score improved from 39% to 82% within six months.

* Investors accepted the company's data protection posture

during due diligence.

Consent-related support queries dropped significantly.

The company adopted quarterly reassessment as a standing

governance practice.

PRACTICAL IMPLEMENTATION CHECKLIST

Conduct readiness assessments at least annually, or after
major business changes.

Involve cross-functional stakeholders — legal, IT, HR, and
business units — not just the privacy team.

Prioritize remediation by risk, not by ease of implementation.
Track gaps to closure with named owners and target dates.

Present readiness status to leadership on a defined cadence,
not only when problems arise.

Treat readiness assessment as a continuous cycle, not a one-
time exercise.
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KEY TAKEAWAYS

e A structured readiness assessment converts privacy
compliance from a vague obligation into a measurable
program.

* The five-level maturity model gives organizations a common

language for where they stand and what comes next.

* The readiness questionnaire and scoring framework turn
subjective impressions into comparable, trackable data.

* Gap analysis is only useful when it feeds a prioritized, owned,
and tracked remediation plan.

* An executive dashboard keeps compliance visible to
leadership and sustains momentum beyond the initial
assessment.

e Readiness assessment is not a one-time audit — it is a
recurring discipline of measurement and improvement.
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Chapter Assessment — Objective Questions

Q1. Which of the following best describes the purpose of a DPDPA maturity

model?

A) It replaces the need for a readiness questionnaire.

B) It provides a common framework to measure and track an
organization’s privacy maturity over time.

C) Itis alegal certification issued by the Data Protection Board.

D) It applies only to organizations classified as Significant Data
Fiduciaries.

Q2. In the DPDPA readiness questionnaire scoring scale, a score of 1

Q3.

compliance management?

represents:

A) Not implemented.

B) Fully implemented.
C) Not applicable.

D) Partially implemented.

What is the primary purpose of an executive dashboard in DPDPA

A) To replace the gap analysis process entirely.
B) To store personal data inventories.

C) To give leadership ongoing, actionable visibility into compliance
status and open gaps.

D) To automatically remediate identified gaps without human
intervention.

Answer Key: 1)B 2)D 3)C
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Chapter 17

Mapping DPDPA with Global Standards

Building a Unified Privacy and Security Compliance Framework.

KEY INSIGHT

“Compliance is most effective when organizations implement one
Q integrated governance framework rather than separate controls for

each regulation.”

LEARNING OBJECTIVES

e Understand how DPDPA aligns with major international
privacy and security standards.

* Compare DPDPA with GDPR, ISO/IEC 27001:2022,
ISO/IEC 27701, SOC 2, and the NIST Privacy Framework.

 Identify common control areas and implementation overlaps.

* Develop a unified compliance strategy that minimizes
duplication and reduces implementation costs.

e Use a mapping matrix to harmonize multiple regulatory and
certification requirements.

Introduction

Organizations today rarely need to comply with only one privacy regulation. A
startup serving customers in India, Europe, and North America may

simultaneously need to comply with the Digital Personal Data Protection Act,
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2023 (DPDPA), the General Data Protection Regulation (GDPR), ISO/IEC
27001:2022, ISO/IEC 27701, SOC 2 Type II, and the NIST Privacy

Framework.

The encouraging news is that these frameworks share many common principles.
Organizations that establish strong governance, information security, privacy
management, and accountability can satisfy a significant portion of the
requirements across multiple frameworks through a single integrated
compliance program. This chapter explains how DPDPA aligns with these
globally recognized standards and highlights areas where additional controls
may be required.

17.1 DPDPA and GDPR

The Digital Personal Data Protection Act, 2023 and the European Union's
GDPR share the common objective of protecting individuals' personal data
while enabling responsible data processing. Although GDPR is more
comprehensive and applies across the European Union, many of its privacy
principles are reflected within DPDPA.

r

FIGURE 17.1 - GLOBAL PRIVACY & SECURITY ECOSYSTEM

___________ ppoPA |, O
g Digital Personal Data B C@

Privacy by Design Protection Act, 2023 Individual Rights
& Default & Transparency

! l ! ! !

4 N 4 ) ( ) ( )
GDPR ISO/IEC ISO/IEC SOC 2 ~NIST
e 27001:2022 27701 Privacy Framework
wdn
* *
; ‘ & 8 : =
* * —
* ok @ V=
General Data Information Security Privacy Information Service Organization Risk-Based Privacy
Protection Management Management Control 2 Management
Regulation System System (Trust Services) Framework
. J . J . J . J L J

B o8 A B8 @

Privacy Security : Risk : Accountability Data Subject ! Continuous
Governance : Controls : Management : & Compliance : Rights : Improvement

.............................................................................................................................

One Integrated Approach. Multiple Compliance Outcomes. Stronger Trust.

Figure 17.1 — Global Privacy & Security Ecosystem
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Common Principles

DPDPA GDPR ‘
Lawful Processing Lawfulness, Fairness & Transparency
Consent Lawtful Basis for Processing

Purpose Limitation Purpose Limitation

Data Minimization Data Minimization

Accuracy Accuracy

Storage Limitation Storage Limitation

Security Safeguards Integrity & Confidentiality
Accountability Accountability

Major Similarities
Consent-based processing.
Privacy notices.
Individual rights.

Security safeguards.

Data breach reporting.

S N N N N

Organizational accountability.
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FIGURE 17.2 — DPDPA vs GDPR COMPARISON
Both frameworks protect individual privacy through similar principles, with differences in scope and application.
( B r
DPDPA GDPR KEY DIFFERENCES
GOMRARISONIPOINTS Digital Personal Data Protection Act, 2023 General Data Protection Regulation (EU)
- Scope
Lawful Basis Based mainly on Consent and Six lawful bases: Consent, Contract, b \\ DPDPA applies to Digital Personal
for Processing legitimate uses as permissible > Legal obligation, Vital interests, ( @ ! Data within India.
under the Act Public task, Legitimate interests \\ / GDPR applies to personal data in
g any form within the EU/EEA and
Purpose Process personal data only for Process personal data only for beyond.
Limitation specific, clear and lawful purposes > specified, explicit and legitimate
purposes ST N Legal Structure
{ ) DPDPA relies on rules notified by
Data Collect only the minimum personal s Adequate, relevant and limited to i\ / the Government of India.
Minimization data necessary for the purpose what is necessary in relation to the “o”"  GDPRis directly detailed within
purposes the regulation.
Ensure personal data is accurate Ensure personal data is accurate
@ Accuracy andike pt d = and, where necessary, kept up to /7~ KeyRoles
prypaicate : ' f 8 | DPDPA: Data Fiduciary and
date { | : Data Fiduciary an
z \\ Data Principal.
L‘\_ Storage Retain only as long as necessary 3 Keep in identifiable form only for — GDPR: Controller and
>/ Limitation for the purpose as long as necessary Data Subject.
Security Implement reasonable security > Ensure appropriate technical and //m‘\ Special Category
Safeguards safeguards to protect personal data organizational measures for security { } DPDPA has specific conditions
'~\ / for processing Sensitive Personal
Individual Rights include access, correction, Rights include access, rectification, e
: g . ; ! «—> erasure, portability, restriction GDER hasia broaderand more
Rights erasure, grievance redressal, etc. objectic;n ot 4 ! detailed list of special categories.
. Data Fiduciary must be Controller/Processor must be ‘,/ \\‘ Regulatory Authority
v= Accountability accotintable for compliafice —> accountable and demonstrate { | DPDPA: Data Protection Board
compliance = >/ of India (DPBI).
L ) - GDPR: Supervisory Authorities
L in each EU Member State.
THE BIG PICTURE @ strong alignment on core privacy principles
Organizations compliant with GDPR will find strong alignment with DPDPA principles. i ° Similar individual rights and P
A few India-specific requi and pi will need to be addressed for full compliance. i @ Common focus on security, accountability and governance
-
\ J

Figure 17.2 — DPDPA vs GDPR Comparison

Key Differences

DPDPA GDPR |

Applies to Digital Personal Data Applies to Personal Data in all forms

Focuses primarily on consent and

. Six lawful bases for processing
legitimate uses

Data Fiduciary & Data Principal Controller & Data Subject

Significant Data Fiduciary concept No equivalent designation

Rules notified by Government Directly detailed within GDPR

Practical Guidance

Organizations already compliant with GDPR generally have a strong foundation
for DPDPA compliance.

requirements such as Significant Data Fiduciary obligations, consent notice

However, they should review Indian-specific

formats, and grievance redressal mechanisms.
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17.2 DPDPA and ISO/IEC 27001:2022
ISO/IEC 27001:2022 is an Information Security Management System (ISMS)

standard that focuses on protecting information through risk-based security
controls. While DPDPA is a legal framework, ISO 27001 provides the

operational controls necessary to protect personal data.

FIGURE 17.2 — DPDPA AND ISO/IEC 27001:2022 ALIGNMENT

DPDPA requirements are supported by Information Security Management System (ISMS) controls.

DPDPA PROVISIONS ISO/IEC 27001:2022 MAPPING

Lawful and Fair Processing
Process personal data lawfully, fairly
and in a transparent manner.

Purpose Limitation
Collect data only for specified,
explicit and legitimate purposes.

Data Minimization
Collect only the personal data that is
adequate, relevant and necessary.

Accuracy
Ensure personal data is accurate,
complete and kept up-to-date.

Storage Limitation

necessary for the stated purpose.

Retain personal data only for as long as

Security Safeguards

Protect personal data using appropriate
technical and organizational measures.

Accountability
Be responsible for compliance and
demonstrate adherence to the Act.

NGRS IR e

PRIVACY BY DESIGN
& DEFAULT
Embed privacy in
processes, systems
and culture

5.31 Legal, Statutory, Regulatory &
Contractual Requirements

A.5.31 Compliance with legal &
contractual requirements

6.1 Actions to Address Risks & Opporwunities
A.5.16 Identity Management
A.5.18 Access Rights

A.5.9 Inventory of Information
A.5.12 Data Leakage Prevention
A.5.25 Secure Development Lifecycle

A.5.10 Acceptable Use of Information
A.5.12 Data Leakage Prevention
A.5.15 Logging & Monitoring

A.5.28 Information Lifecycle Management
A.5.33 Protection of Records
A.5.34 Privacy & Protection of Pll

A.5.32 Cryptography
A.5.30 ICT Readiness for Business Continuity
A.8.24 Use of Cryptography

5.37 Information Security Compliance
A.5.24 Information Security Incident Mgmt.
A.5.35 Independent Review of Information
Security

P> D m Qe

. J
7
KEY TAKEAWAY: ISO/IEC 27001:2022 provides a robust framework to help organizations implement and demonstrate
fP@ compliance with DPDPA requirements through effective governance, controls and continuous improvement.

8 J

Figure 17.2 — Relationship between DPDPA Vs ISO 27001

Areas of Alignment

DPDPA Requirement ISO 27001:2022 Control

Security Safeguards Annex A Information Security Controls

Risk Assessment Clause 6

Access Control Annex A.5 & A.8

Incident Management Annex A.5.24-A.5.28

Asset Management Annex A.5.9

Annex A.5.19-A.5.23

Supplier Management
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DPDPA Requirement ISO 27001:2022 Control

Monitoring Clause 9

Continuous Improvement Clause 10

Benefits of ISO 27001 for DPDPA
Organizations implementing ISO/IEC 27001 already possess:

* Information Security Policies.
* Risk Assessment methodology.
¢ Asset Inventory.

* Access Management.

* Incident Response.

* Internal Audit Process.

* Management Review.

¢ Continuous Improvement.

These controls directly support DPDPA implementation.

17.3 DPDPA and ISO/IEC 27701

ISO/IEC 27701 extends ISO/IEC 27001 into a Privacy Information
Management System (PIMS). It is considered one of the closest international
standards to DPDPA because it introduces structured privacy governance and

operational privacy controls.

Common Areas
* Privacy Governance.

¢ Consent Management.

* Data Subject Rights.

* Privacy Impact Assessments.
* Third-Party Processing.

* Data Retention.

¢ Cross-border Data Handling.

* Privacy Documentation.
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Why ISO 27701 Matters

Organizations certified against ISO/IEC 27701 have already implemented many
operational privacy controls required under DPDPA, making compliance more
structured and auditable.

r FIGURE 17.3 — DPDPA AND ISO/IEC 27701 ALIGNMENT

ISO/IEC 27701 (Privacy Information Management) provides privacy control extension to support DPDPA compliance.

DPDPA PRINCIPLES / REQUIREMENTS ISO/IEC 27701 MAPPING (PIMS CONTROLS)

1. Purpose Limitation
Process personal data only for
specified, explicit and legitimate
purposes.

2. Data Minimization
Collect only the personal data
that is adequate, relevant and
necessary.

3. Accuracy

Ensure personal data is accurate,

7.3 Purpose of Processing PlI

¢ 7.3.1 Purpose Legitimacy
¢ 7.3.2 Purpose Specification

7.4 Collection of Pl
¢ 7.4.1 PlI Collection Limitation
¢ 7.4.2 Pll Minimization

7.5 Accuracy of Pll
¢ 7.5.1 Accuracy

........ 9

PRIVACY BY DESIGN
& BY DEFAULT
Embed privacy in
processes, systems
and culture

7.7 Protection of Pll
""""""""" > « 7.7.1 Security Controls

7.7.2 Breach Prevention

complete and kept up-to-date. ¢ 7.5.2 Data Quality

7.6 Retention and Deletion of Pl
e 7.6.1 Retention
* 7.6.2 Deletion / Disposal

4. Storage Limitation

Retain personal data only for as
long as necessary for the stated
purpose.

5. Security Safeguards
Protect personal data using
appropriate technical and
organizational measures.
6. Accountability 7.2 PIMS Governance

Be responsible for compliance * 7.2.1 Roles & Re?ponsibilities
and demonstrate adherence to ¢ 7.2.2 Accountability
the Act. e 7.2.3 Privacy Impact Assessment

p

N

ol | P B O[S <@

BENEFITS OF ALIGNMENT

Stronger Privacy — Better Compliance Reduced Privacy ‘ /j Improved Trust Demonstrable
Q with DPDPA Risks nnn & Transparency Accountability

Governance -

\

Ba] KEY TAKEAWAY: ISO/IEC 27701 provides a comprehensive Privacy Information Management System (PIMS) framevork that extends
ISO/IEC 27001 controls to address privacy-specific requirements under the DPDPA.

\

Figure 17.3 — Relationship between DPDPA Vs ISO 27701

17.4 DPDPA and SOC 2

SOC 2 evaluates whether service organizations effectively protect customer
information using the Trust Services Criteria. SOC 2 emphasizes operational

effectiveness rather than legal compliance.

Common Controls

DPDPA SOC 2 Trust Criteria ‘

Security Safeguards Security

Availability of Systems Availability
Confidentiality Confidentiality

Personal Information Protection Privacy
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SOC 2 Trust Criteria

Risk Management Common Criteria

Monitoring Continuous Monitoring

Implementation Benefits
Organizations maintaining SOC 2 Type II reports usually possess:

* Security monitoring.

* Access control.

* Vendor management.

* Incident response.

* Logging.

* Change management.

* Risk assessments.

* Evidence-based compliance.

These capabilities significantly support DPDPA implementation.

e o

FIGURE 17.4 — DPDPA AND SOC 2

SOC 2 evaluates operational effectiveness of controls based on the Trust Services Criteria.
These controls strongly support DPDPA requirements for protecting personal data.

I N

DPDPA FOCUS AREAS SOC 2 TRUST SERVICES CRITERIA HOW SOC 2 COMPLEMENTS DPDPA

Security Safeguards 2 3 3

Protect personal data from Security Protection against unauthorized @ Provides independent assurance
unauthorized access, loss access and disclosure of control effectiveness

or misuse

Availability Availability Syztem avallablllt‘y for operation
Ensure availability of systems and use as committed

and data for authorized use

Confidentiality l ' @ Confidentiality Protection of confidential ‘ ’

Ensure confidentiality of information
personal data

S o Collection, use, retention,
IghisionVatalvincipas Privacy disclosure and disposal of
Enable access, correction, personal information

erasure and grievance

redressal

System processes are complete,
Accountability m Processing Integrity valid, accurate, timely and
Demonstrate compliance authorized

and maintain records J

Demonstrates operational maturity
to customers and regulators

Strengthens security and privacy
governance

Supports vendor due diligence
and business partnerships

Enhances trust and transparency
with stakeholders

> Do D @&

Reduces compliance effort
through aligned controls

SHOMOMORCS)

{  EXAMPLE MAPPING - DPDPATOSOC2 |

DPDPA AREA DPDPA AREA DPDPA AREA DPDPA AREA DPDPA AREA

Security Safeguards Availability of Systems Confidentiality Rights of Data Principals Accountability

SOC 2 TRUST Security Availability Confidentiality Privacy All Trust Criteria
CRITERIA

mature operational controls that directly ® Faster customer assurance and compliance readiness

KEY TAKEAWAY  Organizations with a SOC 2 Type Ii report have Q OUTCOME o Better risk management and control effectiveness
strengthen DPDPA compliance.

e Stronger data protection and organizational trust

Figure 17.4 — DPDPA and SOC 2
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17.5 DPDPA and the NIST Privacy Framework
The NIST Privacy Framework provides a flexible, risk-based approach for

managing privacy risks. Unlike legislation, it is voluntary but highly practical for
organizations seeking mature privacy governance. The framework consists of

five core functions:

* Identify-P
* Govern-P
* Control-P
e Communicate-P

* Protect-P

r FIGURE 17.5 - DPDPA AND THE NIST PRIVACY FRAMEWORK ALIGNMENT

NIST Privacy Framework helps organizations manage privacy risk and build trust in alignment with DPDPA requirements.

DPDPA PRINCIPLES / REQUIREMENTS NIST PRIVACY FRAMEWORK FUNCTIONS HOW NIST PF SUPPORTS DPDPA COMPLIANCE

1. Purpose Limitation IDENTIFY » Helps identify personal data processing activities
Process personal data only for ~ }peeeeees > . ¢ Understand data subjects, purposes and contexts
specified, explicit and legitimate D?velop s Snidarstanding of ¢ Map data flows and third-party risks

purposes. privacy risks to people. * Supports Records of Processing Activities (Sec. 12)

2. Data Minimization
Collect only the personal data that ~ }.eeeees »
is adequate, relevant and necessary
for the stated purpose.

Establish privacy governance program

Define roles, responsibilities and policies

Embed privacy by design & by default

Enables compliance with Sec. 8 (Obligations of DP Fiduciary)

GOVERN

Develop and implement the
organizational privacy risk
management strategy.

3. Accuracy

Ensure personal data is accurate, ~ l....... »
complete and kept up-to-date.

CONTROL * Implement controls for data minimization, accuracy,
retention, consent, access & security

* Manage vendor and third-party privacy risks

* Supports Sec. 9 (Obligations) & Sec. 10 (Data Principal Rights)

Implement privacy risk
management activities and

HEE)e

4. Storage Limitation controls.
oot il e Ensure transparent privacy notices and policies
as necessary for the stated purpose ~ }.eeenan » COMMUNICATE

Communicate purposes and rights to Data Principals
Manage consent communication and breach notifications
Supports Sec. 5, 6, 8(2)(f) and Sec. 12

and delete or anonymize thereafter. A . 3
Communicate privacy risk

information and activities.

5. Security Safeguards

Protect personal data using " 3 g
appropriate technical and Monitor and measure privacy program effectiveness

.
organizational measures.  feeeeens » nl]ﬂ PROTECT « Conduct assessments and independent reviews
.
.

Maintain and improve privacy Maintain accountability and demonstrate compliance
) risk management activities. Supports Sec. 2 (Purpose), Sec. 3 (Obligations) & Sec. 27

6. Accountability
Be responsible for compliance

eGSR @)

and demonstrate adherence to (Penaties)

L the Act. ) L R J
Y -
KEY BENEFITS OF USING NIST PRIVACY FRAMEWORK FOR DPDPA COMPLIANCE

Risk-basedand | Stronger Privacy | Aligned with BuldsTustwith | 2 Conti D
Flexible Approach Governance | Global Best Practices | Customers nﬂﬂ of Privacy Program | X\ Accountability
i i i i i )
Y. KEY TAKEAWAY: The NIST Privacy Framework provides a practical and adaptable structure that helps organizations operationalize DPDPA principles,
'@ manage privacy risks effectively, and demonstrate ongoing compliance and accountability.

Mapping with DPDPA

NIST Privacy Function DPDPA Alignment

Identify-P Personal Data Inventory
Govern-P Governance & Accountability

Control-P Access & Consent Controls
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NIST Privacy Function DPDPA Alignment

Communicate-P Privacy Notices
Protect-P Security Safeguards
Advantages

Using the NIST Privacy Framework helps organizations:
¢ Identify privacy risks.

* Integrate privacy into enterprise risk management.

e Improve communication with stakeholders.

* Strengthen governance.

* Enhance continuous improvement.

17.6 Unified Compliance Strategy

Instead of implementing separate controls for each regulation, organizations
should establish one integrated governance frameworlk that satisfies multiple

standards simultaneously.

Recommended Unified Approach

Area Single Organizational Control ‘
Governance Privacy & Information Security Policy
Risk Enterprise Risk Assessment

Assets Information Asset Register

Personal Data Data Inventory

Consent Consent Management Platform
Access Identity & Access Management
Monitoring Security Monitoring & SIEM
Incidents Incident Response Plan

Third Parties Vendor Risk Management

Audit Internal Audit Program
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This approach reduces duplication, improves audit readiness, and lowers the

overall cost of compliance.

p

One governance framework and one set of controls can satisfy multiple regulations and standards.

090 BOARD OF DIRECTORS
(Y Y\  Oversight & Accountability

PRIVACY & INFORMATION SECURITY GOVERNANCE
Policies « Risk ¢ Compliance « Ethics * Transparency
I

) I T T T I 1
i * X % o
wone [ i85: RIERIE:
STANDARDS & | oo 1SON 1SO/IE =
REGULATIONS | GDPR DPDPA So/lEe SO/IEC soc2 NIST
H G i 27001:2022 27701:2019 v Fosn "
| eneral Data Digital Personal Data Information Security eivacy Inormation Service Organization Privacy Framework
Protection Protection Act, " P Control 2 (Risk-Based
Regulation 2023 Sy:tem Sysutem (Trust Services) Approach)
\ T J
4 13 3 3 4 1 4 1 4 13
— i i i i i { i 1/ ] ! o
ONE UNIFIED | =L AN g s @ 5 @ 5 @ - avl] ‘:@: i @ -
CONTROL =0 | B8 o | | B | =
FRAMEWORK Governance ! Risk : Data i Consent& Access |  Security ! Monitoring : Incident | ThirdParty& !  Audit&
&Policies | Management Inventory & | Preference | Control | Safeguards | &logging | Response | Vendor i Assurance
| i Classification | Management ! H : H i Management !
[ INTEGRATED PROCESSES ¢ COMMON POLICIES + SHARED CONTROLS ¢ CENTRALIZED EVIDENCE ¢ CONTINUOUS IMPROVEMENT ]
{ ' ' ' ' '
BUSINESS H i i ' ! : .
| Regied| | bower, o Faster Audit | Stronger Customer | Improved | ¢/ ), Continuous
OUTCOMES | Compliance ! Compliance | — Readi ! & PrtharTrast ! [ [] I Risk v Compliance &
i Complexity | Costs ! e Ll il ! Management Improvement
: : : : J
@ KEY MESSAGE: An integrated compliance model helps organizations meet the requirements of DPDPA, GDPR, ISO 27001, ISO 27701, SOC 2 and NIST
through a single, efficient, and sustainable control framework.

FIGURE 17.6 — INTEGRATED COMPLIANCE MODEL ‘

J

Figure 17.6 — Integrated Compliance Model

17.7 Control Mapping Matrix

The following matrix illustrates how common privacy and security requirements

overlap across leading frameworks.

Control Area DPDPA | GDPR | ISO

27001

Privacy v v v v v v

Governance

Risk Assessment V4 v v v v

Information

g . v v v v v v
ecurity

Data Inventory v v v v v v
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Control Area GDPR | ISO

27001
Consent . .
v v Partial Partial

Management
Data Subject .
Rights V4 v Partial v v
Access Control Vv v V4 v v v
g‘“dem v v v v v v

esponse
Vendor
Management v v v v v v
Re'tentlon & v / Y v Partial v
Disposal
Conti
M(’“ juous v J J v J J

onitoring
Internal Audit v Partial v v v
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FIGURE 17.7 - DPDPA CROSSWALK MATRIX

Mapping DPDPA requirements with global privacy & security standards

Y o * >
~—| CONTROL AREA / @ @ 8® A=
= REQUIREMENT * ok e
DPDPA GDPR ISO/IEC ISO/IEC socC 2 NIST
(India) (EV) 27001:2022 27701:2019 (Trust Services Privacy Framework
Criteria)
@ Privacy Governance v v v v v v
& Risk Assessment v v v v v v
@  Information Security v v v v v &
g@ Data Inventory v v v v v v
Q% Consent Management v v Partial v Partial v
R Data Subject Rights v v Partial b v v
p Access Control v v v v v v
Q: Incident Response v v v v v v
45 Vendor / Third Party Management v v v v v v
@ Retention & Disposal v v v v Partial v
Continuous Monitoring v v v v v v
Internal Audit & Accountability v Partial v v v v
=
LEGEND | KEY INSIGHT BENEFITS OF USING A CROSSWALK APPROACH
Strong Alignment / A5 Most core privacy and security ' /\/
Fully Supported ~()-) requirements are common across H | | I][]I]
frameworks. Implementing a unified { | B ] o
O Partial Alignment / control framework satisfies multiple Avovds ' Reduces ] Lowers | Improves A":'t E Strengﬂ\ens&
Limited Cov " ! ! | Read !
& s regulitiofs and standards: of Controls | Time H Costs Assurance | Trust
Note: This matrix provides a high-level mapping. Detailed implementation may vary based on organization size,
industry and data processing context.

Figure 17.7 — DPDPA Crosswalk Matrix

DID YOU KNOW?

Organizations with a mature ISO/IEC 27001 Information Security
Management System often find that a significant portion of

0 DPDPA's operational security requirements are already addressed.
The remaining effort typically focuses on privacy governance,
consent management, and Data Principal rights.

DID YOU KNOW?

ISO/IEC 27701 is widely recognized as one of the closest

international privacy management standards to DPDPA because
0 it builds structured privacy controls on top of ISO/IEC 27001

while supporting regulatory compliance across multiple

jurisdictions.
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CASE STUDY
SaaS Company Achieves Multi-Framework Compliance

A cloud-based SaaS provider operating in India, Europe, and
North America needed to comply with DPDPA, GDPR, SOC 2
Type I, and ISO/IEC 27001:2022. Instead of creating separate

compliance programs, the organization implemented:

* A unified Information Security and Privacy Management
System.

* Enterprise-wide risk assessments.

* Centralized data inventory and data classification.

¢ Consent management processes.

e Common incident response procedures.

* Vendor risk management.

 Integrated audit and evidence repository.

Results

v Reduced duplicate controls by approximately 40%.

v Faster external audit preparation.

v Improved governance reporting to the Board.

v Streamlined customer due diligence responses.

v Lower compliance management costs.

Key Lesson
A harmonized governance framework enables organizations to
satisfy multiple regulatory and certification requirements

efficiently while improving operational resilience.

KEY TAKEAWAYS

* DPDPA shares strong alignment with global privacy and
security standards.

e GDPR and DPDPA are founded on similar privacy principles
but differ in legal scope and operational details.
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ISO/IEC 27001 provides the information security controls
necessary to protect personal data.

ISO/IEC 27701 extends ISO/IEC 27001 with privacy-specific
management practices closely aligned with DPDPA.

SOC 2 demonstrates operational effectiveness through the
Trust Services Ciriteria and supports DPDPA security
objectives.

The NIST Privacy Framework offers a flexible, risk-based
model for managing privacy risks.

Implementing a unified control framework reduces
duplication, simplifies audits, and strengthens overall
governance.
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Chapter Assessment — Objective Questions

Q1. Which international standard extends ISO/IEC 27001 specifically for
privacy management?

A) ISO/IEC 22301
B) ISO/IEC 27701
C) ISO/IEC 31000
D) ISO/IEC 20000-1

Q2. Which framework is based on the Trust Services Criteria?
A) GDPR

B) DPDPA

C) SOC2

D) NIST Privacy Framework

Q3. Which NIST Privacy Framework function aligns with governance and

accountability?

A) Protect-P

B) Govern-P
C) Control-P
D) Identify-P

Answer Key: 1)B 2)C 3)B
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Chapter 18

The Road Ahead

Preparing for the Future of Data Protection.

KEY INSIGHT

“Privacy is no longer just a legal obligation — it is a strategic

g business capability. Organizations that embed privacy into their
culture today will earn the trust, resilience, and competitive
advantage of tomorrow.”

LEARNING OBJECTIVES

* Understand the future direction of India's data protection
ecosystem.

* Learn the expected role of the Data Protection Board of India
(DPBI).

* Build a sustainable privacy-first organizational culture.

e Establish a continuous improvement model for long-term
DPDPA compliance.

e Prepare your organization for evolving privacy regulations
and emerging technologies.

Introduction
The enactment of the Digital Personal Data Protection Act, 2023 (DPDPA)

marks the beginning — not the end — of India's privacy journey. As technology
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evolves, so will regulatory expectations, cybersecurity threats, and public

awareness regarding privacy rights.

Organizations that treat DPDPA as a one-time compliance exercise will struggle
to keep pace with regulatory changes. Instead, they must adopt a privacy-by-
design approach that integrates data protection into governance, technology,

business processes, and organizational culture.

The future belongs to organizations that proactively manage privacy risks,
continuously improve their controls, and demonstrate accountability to

customers, regulators, and stakeholders.

18.1 Future Regulations
India's digital economy is expanding rapidly, driven by artificial intelligence,
cloud computing, digital payments, healthcare digitization, and smart city

initiatives. As a result, the regulatory landscape will continue to mature.

SLICREAM The Future Privacy Journey

( R

TODAY
@ Recognize data as an asset

and privacy as a responsibility.

v
DPDPA COMPLIANCE

Understand and comply with the
DPDPA requirements.

v
PRIVACY GOVERNANCE

Establish policies, roles, and oversight
for accountable data handling.

v
PRIVACY BY DESIGN

Embed privacy into systems, products,
and business processes.

¥

NI E NS

CONTINUOUS IMPROVEMENT
\ J
Earn and sustain trust through responsible

Monitor, measure, learn, and enhance
data practices and transparency.

privacy practices continuously.
N
‘ TRUSTED DIGITAL ENTERPRISE
. J

@

Figure 18.1 — The Future Privacy Journey

Organizations should expect future developments in areas such as:

* Detailed implementation rules under the DPDPA.
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Sector-specific privacy requirements for banking, healthcare, telecom, and
education.

Al governance and ethical use of personal data.

Cross-border data transfer regulations.

Children's data protection enhancements.

* Cybersecurity reporting obligations.

 Stronger accountability for Significant Data Fiduciaries.
Future regulations are likely to place greater emphasis on:
* Algorithm transparency.

* Automated decision-making.

* Privacy Impact Assessments (PIAs).

¢ Data localization where applicable.

* Vendor and supply-chain accountability.

* Digital consent management.

* Privacy engineering practices.

Organizations that establish strong governance today will find it easier to adapt

to future legal requirements.

Why Organizations Should Prepare Now
Future compliance will become easier if organizations already have:

Data inventory.

Data classification.
Consent management.
Retention schedules.

Vendor governance.

N N S SN

Incident response capability.

v Regular audits.

18.2 The Data Protection Board of India (DPBI)

The Data Protection Board of India (DPBI) is expected to play a central role in
enforcing the DPDPA. It will function as an independent body responsible for

overseeing compliance, addressing grievances, and ensuring accountability.
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JI NI Evolving Privacy Landscape

TECHNOLOGY GROWTH

New technologies, digital platforms,
and data-driven services expand rapidly.

i

NEW PRIVACY RISKS

Emerging technologies create new
privacy threats and vulnerabilities.

i

REGULATORY UPDATES

Laws, standards, and guidance evolve
to address new risks and protect rights.

i

BUSINESS ADAPTATION

Organizations adapt policies, processes,
and technologies to stay compliant
and reduce risks.

¥

IMPROVED TRUST

Stronger privacy practices build
customer trust, brand reputation,
and long-term value.

Figure 18.2 — Evolving Privacy Landscape

The Board's key responsibilities are expected to include:
* Receiving complaints from Data Principals.
 Investigating data protection violations.

* Adjudicating disputes.

* Imposing penalties where applicable.
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* Directing organizations to implement corrective actions.
* Promoting awareness of data protection rights and responsibilities.

Organizations should be prepared to demonstrate compliance through
documented evidence rather than verbal assurances.

Preparing for Regulatory Oversight
Organizations should maintain:

* Privacy policies.

* Consent records.

* Processing activity records.

* Vendor contracts.

* Security assessments.

* Incident logs.

* Employee awareness records.

* Internal audit reports.

* Risk assessments.

* Data retention documentation.

Maintaining complete documentation will help organizations respond

efficiently to regulatory inquiries and audits.

18.3 Building a Privacy Culture

Technology alone cannot ensure compliance. Sustainable data protection

depends on people, leadership, and organizational values.
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LEADERSHIP
Strong commitment from leadership
drives privacy as a core value.
J

.

POLICIES

Clear policies and guidelines define
expectations and responsibilities.

.

TRAINING

Regular awareness and training
build knowledge and empower employees.

v

SECURE BEHAVIOUR

Employees follow secure practices
in everyday activities.

v

ACCOUNTABILITY & MONITORING

Monitor, measure and reinforce privacy
compliance and accountability.

{ J
N
CUSTOMER TRUST
A strong privacy culture earns customer
trust and long-term loyalty.
J

Figure 18.3 — Building a Privacy Culture

A privacy culture is created when every employee understands that protecting

personal data is part of their daily responsibility.

Characteristics of a Privacy-First Organization

Leadership Commitment
Senior management and the Board actively support privacy initiatives, allocate

resources, and review compliance metrics.

Employee Awareness
Regular training helps employees understand:
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Personal data handling.
Secure data sharing.
Phishing awareness.
Reporting security incidents.

Responsible use of Al and digital tools.

Privacy by Design

Privacy considerations are integrated into:

Software development.
Product design.
Vendor onboarding.
HR processes.
Marketing campaigns.

Customer service operations.

Accountability

Every department owns its role in protecting personal data.

Privacy Responsibilities Across Departments

Department Privacy Responsibilities

Board Governance and oversight

CEO Organizational accountability

CISO Security controls and incident response
CTO Secure architecture and privacy by design
HR Employee data protection

Legal Regulatory compliance and contracts
Marketing Consent-based communications
Procurement Vendor due diligence

IT Technical safeguards and monitoring
Internal Audit Independent assurance
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Privacy becomes sustainable only when every function contributes to

compliance.

18.4 Continuous Improvement

Compliance is not a one-time project — it is an ongoing journey.

Organizations should regularly evaluate the effectiveness of their privacy
program and adapt to changes in technology, business operations, and

regulatory requirements.

ASSESS

FA

¢ Conduct privacy assessments
* |dentify compliance gaps
¢ Review risks and controls

* Automate 9
compliance P~
activities N -

* Adopt privacy- INNO.VATE \ IMPROVE * Update policies
enhancing B 4 % « Strengthen controls
technologies - @ - CONT' N UOUS /r\ ¢ Enhance processes

¢ Promote * Adopt better
privacy by design -~ IMPROVEMENT J technologies

and innovation A never-ending cycle
towards stronger

privacy and compliance

¢ Analyze findings MONITOR

¢ Perform audits
¢ Capture lessons

learned N * Monitor metrics
* Review regulatory * Track incidents
changes ) ¢ Measure effectiveness

O/ GOAL: Build a mature, resilient and future-ready privacy program
that evolves with your organization and the regulatory landscape.

Figure 18.4 — Continuous Improvement Cycle
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Continuous Improvement Cycle

Step 1 — Assess
e Conduct privacy assessments.

* Identify compliance gaps.

* Review risks.

Step 2 — Improve

* Update policies.

 Strengthen controls.

* Enhance technologies.

Step 3 — Monitor

 Perform internal audits.

* Track compliance metrics.

¢ Review incidents.

Step 4 — Learn

* Analyze audit findings.

* Capture lessons learned.

* Review regulatory changes.

Step 5 — Innovate

e Automate compliance activities.

* Adopt privacy-enhancing technologies.
* Integrate Al responsibly.

This cycle should be repeated periodically to maintain a resilient privacy

program.

Practical Roadmap for Organizations
To remain future-ready, organizations should:

Review privacy policies annually.

Conduct regular DPDPA readiness assessments.
Perform periodic Privacy Impact Assessments.
Train employees at least once a year.

Monitor vendor compliance.

S N N NN

Test incident response procedures.
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v Review data retention schedules.

v Implement privacy by design in all new projects.

v Track key privacy metrics and report them to senior management.

v Stay informed about emerging regulatory developments.

o

DID YOU KNOW?

Organizations that integrate privacy into product design and
business operations often experience higher customer trust,
improved brand reputation, and greater resilience against
regulatory and cybersecurity risks.

DID YOU KNOW?

Privacy is becoming a board-level governance issue worldwide.
Investors, regulators, and customers increasingly expect
organizations to demonstrate measurable privacy performance
alongside cybersecurity and environmental, social, and governance
(ESG) commitments.
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CASE STUDY

A Startup's Journey to Privacy Excellence

A rapidly growing Software-as-a-Service (SaaS) company initially
implemented DPDPA controls only to satisfy customer
requirements. After an internal review, leadership decided to

transform privacy into a strategic business objective.

The company established a privacy governance committee,
appointed dedicated privacy champions across departments,
implemented privacy-by-design within its software development
lifecycle, conducted quarterly awareness programs, and automated

data retention and consent management processes.

Outcomes

e Improved customer confidence during sales engagements.
 Faster responses to customer privacy requests.

* Reduced compliance gaps identified during audits.

* Stronger third-party risk management.

* Better preparedness for evolving regulatory expectations.
Lessons Learned

¢ Compliance should evolve into governance.

* Privacy culture begins with leadership commitment.

e Continuous improvement is more effective than reactive
compliance.

* Trust becomes a competitive differentiator.

KEY TAKEAWAYS

e DPDPA represents the foundation of India's evolving privacy
framework.

* Organizations should anticipate future regulations and
prepare proactively.
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The Data Protection Board of India will play an important
role in regulatory oversight and enforcement.

Privacy culture requires leadership, employee awareness,
accountability, and secure processes.

Continuous improvement ensures long-term compliance and
organizational resilience.

Privacy should become an integral part of business strategy,
innovation, and customer trust — not merely a compliance
obligation.
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Chapter Assessment — Objective Questions

Q1. Which approach best supports long-term DPDPA compliance?
A) One-time implementation
B) Annual policy review only
C) Continuous improvement
D) Outsourcing compliance

Q2. The primary purpose of building a privacy culture is to:
A) Reduce IT costs
B) Increase employee monitoring
C) Make privacy everyone's responsibility
D) Eliminate audits
Q3. Which of the following is an example of continuous improvement?
A) Conducting periodic privacy audits
B) Updating policies based on regulatory changes

C) Reviewing incidents and implementing corrective actions
D) All of the above

Answer Key: 1)C 2)C 3)D

This concludes the DPDPA Implementation Handbook. Organizations that treat the
practices in these eighteen chapters as a continuous discipline — rather than a one-time
project — will be best positioned to earn and sustain the trust of the individuals whose
data they hold.
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Appendices & Index

Practical Templates & Reference
Materials

The appendices provide ready-to-use templates that organizations can
customize as part of their DPDPA implementation program. These templates
are designed for startups, SMEs, enterprises, and government organizations and

complement the practical guidance provided throughout this handbook.

Significance of the DPDPA Sections and Rules

Understanding the relationship between the Act's Sections and its Rules is
essential to building a defensible compliance program — the two operate at

different levels and serve different purposes.

Sections — the Legal Foundation
The Sections of the DPDPA are enacted by Parliament and establish the

substantive law: the rights of Data Principals, the obligations of Data
Fiduciaries, the grounds for lawful processing, the powers of the Data Protection
Board, and the penalties for non-compliance. Sections define the boundaries of
what is permitted and required, but generally do not prescribe exact procedures,

formats, or timelines.

Rules — the Operational Mechanism

The Rules are notified by the Central Government under the rule-making power
granted by the Act. They give each Section practical effect — specifying, for
example, exactly what a consent notice must contain, how a personal data
breach must be reported and to whom, what security safeguards are considered

“reasonable,” and how a Significant Data Fiduciary must conduct its audits and
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impact assessments. Where a Section states an obligation, its corresponding

Rule usually answers the question “how do we actually comply with this?”

Why This Distinction Matters for Compliance
* Sections tell you what is legally required; Rules tell you how to demonstrate
it.
e Audits and Data Protection Board inquiries will test compliance against
the Rules' specific procedures, not just the Act's general principles.

* Amendments and updates are more likely at the Rule level, so compliance

programs must be built to absorb procedural change without re-engineering
governance from scratch.

* Mapping each control activity to both its Rule and its parent Section — as
the crosswalk in this chapter does — gives an organization a defensible
audit trail showing exactly which legal obligation each activity satisfies.

The remainder of this chapter is organized around that principle: first a
complete list of the Rules, then a detailed table mapping every Rule and sub-
rule to its Section, its compliance activities, and the handbook chapter where it

is addressed in full.
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Appendix A — Overview of the DPDPA Rules
The table below lists all 23 Rules notified under the DPDPA, with a short

description of what each Rule covers.

Description
1 Short Title and Specifies the name of the Rules and the dates
Commencement on which different Rules come into force.
. Defines terms used in the Rules that are not
2 Definitions ) )
already defined in the Act.
Notice given by Prescribes the content, format, and manner in
3 Data Fiduciary to which a privacy notice must be provided before
Data Principal seeking consent.
Registration and Specifies the eligibility, registration process,
4 Obligations of responsibilities, and operational requirements
Consent Manager  for Consent Managers.
Processing of
Personal Data for Prescribes the conditions under which State
s Provision or Issue of authorities and their instrumentalities may
Subsidy, Benefit, process personal data for delivering
Service, Certificate, government schemes and services.
Licence or Permit
Specifies the minimum technical and
6 Reasonable Security organizational security measures that Data
Safeguards Fiduciaries must implement to protect personal
data.
) . Prescribes the procedure, contents, and
Intimation of ) ) e . .
timelines for notifying affected Data Principals
7 Personal Data ¢
and the Data Protection Board about a
Breach
personal data breach.
Time Period for . ) ) )
. Specifies the circumstances and timelines when
Specified Purpose . .
the purpose for processing is considered
8 to be Deemed No ) : : ..
. complete, triggering deletion obligations where
Longer Being apolicable
Served PP '
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10

11

12

13

14

15

Contact
Information of
Person to Answer
Questions about
Processing

Verifiable Consent
for Processing
Personal Data of
Children and
Persons with
Disabilities
Additional
Obligations of
Significant Data
Fiduciaries

Information to be
Published by Data
Fiduciary

Time Period for
Responding to
Requests of Data
Principals

Appointment and
Service Conditions
of Chairperson and
Members of the
Data Protection
Board

Meetings and
Digital Functioning
of the Data
Protection Board

Description

Requires Data Fiduciaries to publish contact
details of the person or office responsible for
handling privacy-related queries and rights
requests.

Specifies the methods for obtaining and
verifying consent from parents, lawful
guardians, or legal representatives before
processing such personal data.

Prescribes additional compliance requirements
for Significant Data Fiduciaries, including risk
assessments, audits, governance, and due
diligence measures.

Specifies the information that must be made
publicly available, including grievance
mechanisms and the exercise of Data Principal
rights.

Prescribes the timelines and manner in which
Data Fiduciaries must respond to requests
relating to access, correction, erasure,
nomination, and grievances.

Specifies qualifications, appointment process,
tenure, salary, allowances, and service
conditions of the Chairperson and Members.

Prescribes how the Board will conduct
meetings, hearings, proceedings, and other
functions using digital means.
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Rule
No

16

17

18

19

20

21

22

23

Title

Procedure for
Inquiry by the Data
Protection Board

Appeal Process and
Related Procedures

Calling for
Information by the
Central
Government

Processing of
Personal Data
Outside India

Miscellaneous
Procedural
Provisions

Forms

Schedule and
Prescribed Formats

Repeal, Savings and
Transitional
Provisions

Description

Specifies the procedure to be followed by the
Board while conducting inquiries into
complaints and non-compliance.

Prescribes the procedure relating to appeals
and associated procedural requirements under
the Act.

Empowers the Central Government to call for
information from Data Fiduciaries or

intermediaries for purposes authorized under
the Act.

Prescribes the framework for cross-border
processing and transfers, including restrictions
where notified by the Central Government.

Covers additional procedural matters necessary
for implementing and administering the Rules.

Prescribes the forms required under various
provisions of the Rules.

Provides the prescribed formats, templates,
and schedules referenced in the Rules.

Provides transitional arrangements and savings
applicable during the implementation of the
Rules.

Navigating India’s Data Protection Law ¢ 269




Appendix B — Detailed Rule-to-Section Compliance Crosswalk

The table below maps every Rule and sub-rule to its parent Section of the Act,
the parties it applies to, the compliance activities and documentation it requires,
and the handbook chapter where it is discussed in full.

DPDPA Who Must Comutiance A e Documents i Risk if Not
Section(s) Comply S ki S Required Complied

Rule | Sub-rule Rule Title Objective Key Requirement

Short Title and Defines commencement i i} .- . ) R Incorrect |
Determine applicabiity | Section1 | All Organizations | Identify effectivedate | Complisnce Register | Legal Register Legal Onetime | implementation | Ch. 18

Rule 1 m
Commencement of the Rules meline
Rule 2 20 Definitions. ﬂ; M;.d i Use correct terminology Section 2 Al Organizations 9n pol ‘." Glossary Policy Updates Legal Asrequired  Misinterpretation  Ch.18
e oS Non-compliance
Rule 3 3 Notice s Section 5 Data Fiduciary Publish privacy notice Privacy Notice | Website Screenshot Legal Continuous |~ with notice ch7
requirements processing “cbbgetion
Rule 3 32) Notice Contents of notice Inchile praseriba Section § Data Fiduciary Update notice content Privacy Notice Version History Legal On change Sacompiite ch7
. & Make notice " % - 5 " i Poor
Rule 3 3® Notice —y " Section § Data Fiduciary Review readabiity Privacy Notice | Review Records  Compliance Annual | ch7
Register Consent " Registration Registration
Rule 4 4 Consent Manager Registration pecs Section6  ConsentManager  Registration process = Certificate Compliance  One-time ek cha
Governance Maintain independence Implement governance Governance
Rule 4 “2) Consent Manager obligat and A Section 6 Consent Manager sop Audit Reports. Compliance Annual Ch.8
Processing for subsidies,  Process within legal Government / Unlawdul
Rule § 5(1)  Government Services oy Section? |\ ey Purpose validation  Processing Register | Processing Logs Legal Contiuous I ChB
Implement security Deploy technical &
Rule 6 6 Security Safeguards Protect personal data contiols Section 8 Data Fiduciary - ISMS Policies Security Logs 1T Security Continuous. Data breach ch.9
Rule 6 6(2) Security Safeguards Review safequards. """::"":" o Section 8 Data Fiduciary Internal audits Audit Reports. Audit Evidence Internal Audit Annual Weak controls ~ Ch.9
Rule 7 71)  Personal Data Breach Notify Board Breach notification Soction 8 Data Fiduciary Incidant response \ncidert Response | incidentRegister | ITSecurity | Asrequired  "oTuec” | Ch.10
Rule 7 72 Personal Data Breach  Notify Data Principal . n-: N“ "“' - Section 8 Data Fiduciary Communication process  Notification Template Communication Log ~ Compliance As required Penalties h. 10
" Delete data after " 2 (Execute retention Data Retention . e Excessive
Rule8 801 Retention Purpose completed s Section 8 Data Fiduciary vy Deletion Logs " Periodic oy cho
Publish grievance . Sections Customer Rights not
Rule 9 () Contact Information . Provide contact details o Data Fiduciary Website update Privacy Notice ~ Website Screenshot Continuous . ch13
: Verity parental Obain verifiable Child Data Unlawful
Rule10 100 Children's Data : e Section 9 Data Fiduciary Age verification Consentlogs  Product/Legal  Continuous ch 1
Rule 11 nm Fiducis i Meot SOF Section 10 SOF DPIA, audits, DPO DPIA Audit Reports Compliance Periodic Regulatory ch2
Rule12  12(1)  Published information  Public disclosures "'”1“"' ""'l‘:““ e Data Fiduciary Website publication Privacy Portal Website Evidence  Compliance  Continuous  |™ePOr™Y | cp 13
3 Sect 3 : Customer Rights
Rule13 1) Rights Requests Timely response  Handle rights requests. o Data Fiduciary Rights management Rights SOP Rights Register Continuous e, | on
Rule1d  14()  Board — ey e As applicable -+ cn.1s
Conduct digital Sections. = ous  Administrative
Rule 15 () Digital Board Digital functioning 23-28 Board Digital governance sop Meeting Records  Board Secretariat  Continue Ch. 15
Rule 16 101 Inquiry Procedure Conduct inquiries. Follow due process. ‘;;‘_";." Board Investigation process. Inquiry SOP Inquiry Reports Board Asrequired Procedural cns
Rule 17 70 Appeals Appeal procedure File appeats as. e Aggrieved Parties Appeal management Appeal Records Tribunal Orders Legal Asrequied  LO%%' :";::"" chs
Rule18 | 18(1) | information Requests OOVTTeniematon  Respondto lawful Section 36 Data Fiduciary Information disclosure | Request Register | Response Records Logal As required | Non-compliance | Ch. 18
Rule19  19(1)  Cross-border Processing Overseas processing  COmPY With notified | gcvion 16 Data Fiduciary Transfer assessment °";::"":"' Transfer Logs Legal /IT | Continuous  Unlewil cn17
S Procedural Implement additional , . " .
Rule20 2001 Miscellaneous s 3 i Various Applicable Entities  Compliance review soPs Compliance Racords ~ Compliance  Periodic  Processgaps | Ch.18
Rule21 211 Forms. Prescribed forms Use notified forms Various Applicable Entities Maintain forms Official Forms. Submitted Forms | Compliance | Asrequired AdMinistrative | o g
Rule 22 22(1) Schedule & Formats  Prescribed formats  Use approved templates. Various Applicable Entities  Templiate management Templates Version Records Compliance Onupdate = Documentation | ¢ 1g
- - —— Comply with 3 " T Delayed
Rule23  23() Provisions. ) Various Applicable Entities  Transition planning Transition Plan  Compliance Reports  Management  One-t il

Note: “Related Handbook Chapter” references the chapter of the DPDPA
Implementation Handbook where the corresponding obligation is discussed in
operational detail.

Appendix C — Glossary of DPDPA Terms
Term ‘ Definition ‘
Data Principal The individual to whom the personal data relates.

Any person or organization that determines the

Data Fiduciary purpose and means of processing personal data.

An entity that processes personal data on behalf of a

Data Processor ) )
Data Fiduciary.

Any data about an individual who is identifiable by or

Personal Data ) .
in relation to such data.
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Term

Processing

Consent

Consent Manager

Notice

Personal Data
Breach

Specified Purpose

Significant Data
Fiduciary (SDF)

Children's Data

Data Protection
Board

Cross-Border
Data Transfer

Privacy by Design

Definition ‘

Any operation performed on personal data, including
collection, storage, use, sharing, deletion, or alteration.

A freely given, specific, informed, unconditional, and
unambiguous indication by which the Data Principal
agrees to the processing of personal data.

A registered entity that enables Data Principals to
manage, review, and withdraw consent.

Information provided to the Data Principal before or at
the time of collecting personal data.

Unauthorized processing, accidental disclosure,
alteration, loss, or destruction of personal data that
compromises confidentiality, integrity, or availability.

The lawful purpose communicated to the Data
Principal for processing personal data.

A Data Fiduciary notified by the Government based on
factors such as volume, sensitivity, and risk associated
with processing.

Personal data relating to individuals below the age
specified under the DPDPA.

Statutory authority responsible for adjudicating non-
compliance and imposing penalties under the Act.

Transfer of personal data outside India to permitted
jurisdictions as notified by the Government.

Embedding privacy considerations into systems,
processes, and products from inception.

Appendix D — Acronyms

Meaning
DPDPA Digital Personal Data Protection Act
DPB Data Protection Board

Navigating India’s Data Protection Law ¢ 271



Acronym Meaning

SDF Significant Data Fiduciary

PII Personally Identifiable Information

DPIA Data Protection Impact Assessment

DLP Data Loss Prevention

MFA Multi-Factor Authentication

IAM Identity and Access Management

ISMS Information Security Management System
SOC System and Organization Controls

SIEM Security Information and Event Management
CERT-In Indian Computer Emergency Response Team
ISO International Organization for Standardization
GDPR General Data Protection Regulation

API Application Programming Interface

HR Human Resources

IT Information Technology

KYC IKnow Your Customer

VPN Virtual Private Network

SSL/TLS Secure Sockets Layer / Transport Layer Security

Appendix E — Sample Privacy Notice

Privacy Notice

Organization Name:

We respect your privacy and are committed to protecting your personal
data.
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We collect personal information for the following purposes:

¢ Customer onboarding

Service delivery

* Account management

Billing and invoicing
* Customer support
* Legal and regulatory compliance

The personal data collected may include:

¢ Name

Contact details
Address

Email

Mobile number

* Government-issued identification (where required)

* Payment details (where applicable)

We process your information only for the purposes communicated to you

and retain it only for as long as necessary or as required by law.

Your personal data may be shared with authorized service providers who
process information on our behalf under appropriate contractual

safeguards.

You have the right to:

* Access your personal data

* Request correction or updating

Withdraw consent (where applicable)
* Request erasure, subject to legal requirements

* Raise grievances with the designated Grievance Officer

Privacy Contact

Name:
Email:
Phone:
Date of Last Update:
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Appendix F — Sample Consent Notice

Consent for Processing Personal Data

By selecting “I Agree”, you consent to the collection and processing of your
personal data for the following purpose(s):

O Customer Registration

0 Account Creation

O Product Delivery

O Customer Support

O Marketing Communications (Optional)
The information collected includes:

* Name

* Email Address

* Mobile Number

* Address (if applicable)

Your data will be retained only for the period necessary to fulfill the stated
purpose or comply with legal obligations.

You may withdraw your consent at any time by contacting:
Email:

Phone:

O I have read and understood this notice and voluntarily consent to the
processing of my personal data.

Signature / Digital Acceptance:

Date:
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Appendix G — Data Principal Rights Request Form

Data Subject Request Form
Request Number:
Date:

Requester Information
Name:

Email:
Phone:
Customer ID (Optional):

Type of Request
Access Personal Data

L]

O Correct Information
O Update Information
O Delete Personal Data
O Withdraw Consent

O Other

Description of Request:
Supporting Documents:

Preferred Communication Method
O Email

O Phone
O Letter

Internal Tracking
Request Received By:

Reference Number:
Completion Date:
Status:

O Open
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O Under Review
O Completed
O Rejected

Appendix H — Data Breach Notification Template

Internal Data Breach Report

Incident Details
Incident ID:

Date and Time:
Reported By:
Description of Incident:

Type of Personal Data Involved
O Customer Data

O Employee Data

O Financial Information

O Health Information

O Other

Approximate Number of Individuals Affected:

Root Cause

O Human Error

O Malware

O Ransomware

O Insider Threat

O Third-Party

O System Failure
Immediate Actions Taken:

Regulatory Notifications
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CERT-In Notification:

O Yes

O No

Data Protection Board Notification:
O Yes

O No

Affected Individuals Notified:
O Yes

O No

Lessons Learned:
Corrective Actions:

Incident Closed By:

Appendix I — Vendor Privacy Questionnaire

Third-Party Privacy Assessment
Vendor Name:
Contact Person:

Country:

Privacy Governance

Question ‘ Yes No
Do you have a documented Privacy Policy? O O
Do you comply with DPDPA? O ]
Do you comply with GDPR (if applicable)? O O
Is personal data encrypted at rest? O O
Is data encrypted during transmission? O O
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Question ‘ Yes No
Do you conduct regular VAPT?

Do you maintain incident response procedures?
Is Multi-Factor Authentication implemented?
Are employee background checks conducted?

Is there a documented retention and disposal policy?

O O 0o 0o o od

O O O O

Are subcontractors used to process personal data?

Have you experienced a data breach in the last three
years?

O
O

Additional Comments:

Appendix ] — One-Page DPDPA Readiness Checklist
DPDPA Compliance Self-Assessment

Requirement Yes No In
Progress

Privacy Policy Published O O

Privacy Notices Available O O O
Consent Collection Implemented O O O
Consent Withdrawal Mechanism Available O O O
Data Inventory Completed O O O
Data Classification Completed O O O
Data Retention Policy Defined O O O
Secure Data Disposal Process Implemented [ O O
Vendor Privacy Assessments Completed O O O
Privacy Risk Assessment Performed O O O
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Requirement Yes No In

Progress

Incident Response Plan Available O O O
Data Breach Notification Procedure

Defined = = =
Employee Privacy Training Conducted O O O
Technical Security Controls Implemented [ O O
Grievance Redressal Process Established O O O
Data Principal Rights Process Operational [ O O
Periodic Internal Audits Conducted O O (]
Management Review Performed O O (|
Contir.luous Improvement Program 0 0 0
Established

Scoring Guide

16-19 Yes: Excellent readiness — organization is well prepared for DPDPA
compliance.

11-15 Yes: Good progress — strengthen remaining gaps before formal
assessment.

6-10 Yes: Moderate readiness — significant improvements are required.

0-5 Yes: Initial stage — establish a structured DPDPA implementation
program.

Final Note

The templates in these appendices are intended as practical starting points and
should be tailored to an organization's size, industry, processing activities, and
legal obligations. When used alongside appropriate governance, technical
safeguards, employee awareness, and periodic reviews, they can significantly

accelerate an organization's journey toward sustainable DPDPA compliance.
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